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I. INTRODUCTION 

 Autonomous vehicle (AV) safety and security offer the clear benefits of lowering accident rates and upholding a careful 

driving and pedestrian environment. Thus, the shift to data-driven cars is linked to the idea of a digital twin, particularly when it 

comes to designing autonomous vehicles. This emphasizes the necessity of implementing new safety features to boost the system's 

overall resilience and security for autonomous vehicles. [1]. The cyber-physical road that data and control packets must travel may 

contain malicious vehicles or nodes which transform a secure and trustworthy channel into a compromised one [2]. The core of 

autonomous cars' operation is its capacity to enable interaction among vehicles and with vital road infrastructure. This feature is 

essential for their effectiveness, but it also makes them vulnerable to cyberattacks. The risk of private data theft or the installation 

of malware that might jeopardize vehicle safety is made possible by a possible penetration of these communication channels, which 

presents a serious concern. This essay provides a thorough analysis of the state of AV innovation today, paying particular attention 

to how emotional intelligence and autonomous cars interact [3].  

 Vehicle-to-Everything (V2X) communication improves lane-breaking procedures while maintaining human driver 

behavior that depends on evading obstacles. It is accomplished by on-board sensors and linked wireless media [4]. This problem 

will get worse as vital vehicle functions become more dependent on connectivity with the outside world, opening up more attack 

surfaces. This makes it easier for the assailant to breach the car and have a disastrous effect. As such, the ability to prevent these 

kinds of assaults is crucial to the development and even acceptance of CAVs [5]. Although PPS is not accessible for industrial 

usage, it is safe to assume that the professional driverless vehicle of the future will continue to utilize SPS, as do current 
autonomous vehicles [6]. Serious problems like traffic congestion and accidents are brought on by a large number of automobiles. 

VANETs were first proposed by Intelligent Transportation Service (ITS) to improve traveler safety and comfort. Within the 

networking paradigm of VANETs, automobiles interact with one another using protocols [7]. Designing efficient communication 

networks encourages the protection and comfort of autonomous cars to be increased. It is necessary to take into account inter-

Abstract: Autonomous vehicles rely heavily on real-time perception and predictive control systems to ensure safety in dynamic environments. 

Existing trajectory forecasting models like Social-GAN and DESIRE offer probabilistic predictions but often struggle with maintaining 
consistency across highly uncertain, multi-agent scenarios, especially under occlusion or sensor noise. These limitations lead to delayed 

reactions or unnecessary evasive actions, affecting the system's stability and efficiency. To address these challenges, this paper presents a novel 

AI learning framework for proactive collision avoidance. The process begins with structured data collection using multi -modal sensors (LiDAR, 

RGB cameras, radar), pre-processed and fused to form a scene-aware spatial map. Then, FlowSceneGraphNet, performs spatio-temporal 
feature extraction by constructing a dynamic scene graph of all moving agents and decomposing their motion behaviors using relation-aware 

attention layers. The output of FlowSceneGraphNet is then provided as input to RandomTrajecGAN-X, a generative adversarial trajectory 

predictor that stochastically simulates plausible future paths for each agent based on the encoded context. The integration o f these two novel 

algorithms enables the vehicle to anticipate collisions with higher confidence and execute evasive planning with minimal latency. Experimental 
evaluation using the nuScenes dataset demonstrates that our dual-algorithm pipeline reduces average prediction error by 21.4% and improves 

successful collision avoidance rate by 28% compared to existing baselines, proving its effectiveness in complex urban driving environments. 
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vehicle communication, efficient means of user-automotive communication, and the components of autonomous vehicle 

communication systems. Reducing communication failures in transportation helps to facilitate information access and avoid 

service disruptions. To maintain continuous communication, it is necessary to manage both internal and external communication 

gaps [8]. However, there are still a number of issues that can hinder the operation of AV sensors in practice, which can therefore 

impair their effectiveness in more realistic scenarios that genuinely arise in the real world [9]. For long-range distance coverage, 

radar is an older and less expensive sensor type than lidar. It is also sturdier and more dependable than lidar in inclement weather. 

However, radar is inherently challenged by noise and poor data [10]. This research aims to ensure safety and accuracy in dynamic, 

multi-agent, and sensor-impaired driving conditions. 

 

The main objective for the study is: 

 To design and develop an AI-powered real-time collision avoidance framework for autonomous vehicles by integrating 

Random GAN-X for dynamic object detection, trajectory prediction, and risk assessment under complex driving conditions. 

 To implement and optimize a Random GAN-X-based decision-making model that enhances situational awareness, minimizes 
false positives and false negatives, and ensures low-latency response for real-time autonomous navigation. 

 To evaluate the performance, robustness, and reliability of the proposed system through simulation and real-world driving 

scenarios using standard safety metrics such as collision rate, reaction time, prediction accuracy, and computational 

efficiency. 

 

II.RELATED WORKS 
  In this paper, [11] the author provides a unique framework BEST (Blockchain-enabled intelligent driving Safety 

assessment) method provides a clever and dependable method for carrying out monitoring responsible driving practices while 

ensuring vehicle data. In particular, a viable method for evaluating the safety level of the moving CAVs is presented that makes 

use of an extended quick recall framework. Next, they research how the distributed blockchain using a distributed evidence of  

stake agreement process based on byzantine fault tolerance may provide sufficient resilience and trustworthiness for CAV data. 

This study, [12] suggests an intelligent system for intrusion detection (IIDS) for AV-CPS that uses transfer learning, to detect 

assaults on linked bodily components of AVs via a system architecture, Initially, the CAN (Controller Area Network) was 

implemented and integrated into the simulation model to create AV-CPS. Secondly, the AV-CPS was the source of the dataset. 

Once gathered, the dataset was pre-processed such that pre-trained CNNs could use it for training and testing. Nevertheless, there 

are additional ways that cyberattacks could be conducted eliminated. In this research, the author of [13] presents a novel hard-

voting-based method called FT-HV, which consists of three machine learning algorithms that have been fine-tuned to identify and 
categorize anomalous behavioral characteristics of CAVs across single and combined detection datasets. The method is quick and 

efficient. Moreover, it is difficult to detect and identify single and mixed anomaly kinds. Nevertheless, the solution that was 

presented did not work very well in some instances.  

  The author of [14] utilized an optimization approach and a distributed deep learning model, this proposed model is 

constructed. The suggested approach uses Laplace optimization to determine inter-vehicle locations which improve 

communication between autonomous vehicles and other vehicles. The system uses optimal inter-vehicle placement to assess 

energy efficiency and maximum data rate which demonstrates the importance of the proposed method. In this research, [15] a 

lightweight secure communication technique employing the Grain stream encryption algorithm and authenticity codes for 

messages for the CAN bus of autonomous vehicles is proposed. The method ensures effective authentication between the 

controllers and prevents authentication failure due to counter inconsistency by using a counter-synchronization technique. 

Coloration the key administration technique is used to update and distribute session keys quickly, eliminating the need for the 

laborious pairwise key updating procedure.  In this approach, [16] the author has built a data synthesis security architecture. 

Additionally, this study proposes a cost-effective and successful data integration security solution for many sources and different 

kinds of information exchange in V2X distributed networks. A Graphic Processing Unit (GPU)-powered area-based public key 

infrastructure (PKI) is specifically designed to facilitate quick group communication of keys via synthetic memory synchronicity. 

Nevertheless, rather than the MITS central server, this assumption-based technique needs to be deployed on the end of each vehicle 

for performance reasons. Author of, [17] introduced a unique technique in this publication called CAVeCTIR, which may help 
participants in security (e.g., specialists and administrations) after the event, in criminal investigation. In Internet-of-cars (IoV) 

settings, CAVeCTIR searches for, gathers, analyzes, and correlates CTI (Cyber Threat Intelligence) information that documents 

discovered harmful activity on connected and autonomous cars (CAVs). CAVeCTIR uses machine learning methods (such as real-

time clustering analysis) to compare newly submitted and previously recorded CTI information.  

  This study, [18] emphasizes the last point and introduces the CARAMEL architecture, which aims to improve 

communications safety and confidentiality for linked and self-driving vehicles, as well as to evaluate the integrity of the 

information supplied by cars. However, GPS location spoofing assaults pose a danger to all participants within the self-driving 

ecosystem, particularly cars, buildings, drivers, and walkers. As such, it is important to avoid and identify them, this effort focuses 

on the communication architecture that CARAMEL established. This Author in, [19] introduces a deep learning-based system. It 

is composed of three main modules: Initially, the suggested to identify hidden patterns from Internet of Vehicles (IoV) networks, 

TIMIF uses an Automated Pattern Extractor (APE) module. It could be challenging for users and stakeholders to determine the 

methodology used to make certain detections or to confirm the reasoning behind determining the existence of particular 

cyberthreats.  This study, [20] introduces a new Efficient Algorithm for safe Transmission (EAST) that combines steganography 

and encryption techniques for safe communication in the Internet of Vehicles. The purpose of EAST is to implement steganography 

and encryption. Furthermore, EAST's design made it obvious that encryption and steganography could be implemented using it 

alone. It's usually preferable to utilize an algorithm that can deliver steganography and encryption with little cost and 
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computationally demanding on time. Moreover, the delicate nature of the key places a restriction on the available beginning 

destinations for the proposed EAST approach. The purpose of this research is, [21] to create a real-time load distribution planning 

mechanism along with data cooperation communication for the infrastructure in the rail system to ensure the safety of the 

knowledge communication of autonomous cars among the traffic on the roadways. Moreover, a deep learning technique and 

artificial intelligence digital twins are introduced that integrates load distribution with the STGCN algorithm.  

  This model is intended to be used for the prediction of self-driving cars. Although the reproduction experiment's data is too 

perfect, other static elements of the real physical space like the layout of the roads, the number of paths, and the climate are not 

taken into account. To improve the accuracy of the data, it is necessary to do more studies to uncover more efficient methods of 

detection. Does not enable multi-channel media access control to fulfill IoV service's increased network capacity, network 

connectivity specifications, and complicated communication needs. In this article, [22] a more sustainable framework for all cyber-

based entities' mobility facilitated by CAVs is conceptualized. Additionally, the capability to make accurate judgments in real-

time is vital to the operation of a self-sufficient system; nevertheless, assaults on these systems have a chance to degrade decision-

making skills and result in complicated CAV accidents. Such mishaps can be caused by several factors. Considering the existing 
accident analysis frameworks are inadequate to comprehend and solve these mishaps, this study proposes a 5Ws and 1H-based 

analytical technique to assist with cyberattack-related occurrences. This study [23] integrates a CNN with CWT (Convolutional 

Neural Network with Continuous Wavelet Transform) to provide a novel model for anomaly detection in an in-vehicle network. 

They split up in-car sensor inputs into discrete segments and then use CWT to produce wavelet coefficients for building vehicle 

status pictures.  A certain amount of redundancy is there in the continuous wavelet transform approach when it comes to signal 

processing. This paper proposes, [24] an expansion of the VeReMi dataset, which is a modification of the type 16 assault. When 

it comes to generating more accurate predictions, researchers can attempt and further use data balancing approaches such as DSSTE 

and SMOTE on extension datasets. Various methods suggested for VeReMi may also be used for the extended dataset. Traffic 

data from the city of Luxembourg is used to create the dataset above. Nevertheless, the attack type exhibited substantially lower 

precision and recall than other attack types. After seeming authentic for a while, vehicles start sending fraudulent data. This 

research, [25] suggests a safe and dependable blockchain-based data exchange system for autonomous vehicles (AVs). Its goal is 

to protect AVs' exchange of data. To achieve the desired outcomes of extremely low delay, excellent dependability, and 

accessibility, they integrate the powered-by-blockchain scheme that they have developed with the fifth-generation (5G) 

communication system. To handle data efficiently, integrating blockchain technology with edge intelligence nodes, or EINs.  

   In this article [26], an integrated learning-based approach is suggested. The current system does not account for scenarios 

involving LiDAR failures, which can critically impact the accuracy of vehicle tracking. Additionally, the framework does not 

incorporate an online robust clustering method to effectively manage image delays and signal dropouts. These issues are 
particularly relevant when performing trajectory-tracking tasks for multiple vehicles in real-time. The author of this study, [27], 

focuses on identifying several 3D vulnerable surfaces in real-world driving scenarios while maintaining real-time performance 

utilizing a monocular camera and a less costly single-beam LiDAR. Some of the challenges that this research also addresses include 

the complex relationships between elements where invisibility and reduction happen, as well as the constant alterations to bounding 

box perspective and size. 

 

III.METHODOLOGY 
 The proposed method combines FlowSceneGraphNet and RandomTrajecGAN-X to allow for improved real-time trajectory 

prediction and collision avoidance for autonomous vehicles. By combining the two modeling approaches, we can integrate 

understanding of the spatio-temporal scene and also generative forecasting for safe driving in changing traffic conditions. Fig. 1 

defines the overall architecture of this research.  

 Data Collection 

 Preprocessing and Sensor Fusion 

 Spatio-Temporal Feature Extraction using FlowSceneGraphNet 

 Trajectory Prediction using RandomTrajecGAN-X 

 

Data Collection 
 Collision avoidance starts with gathering information from the car's sensors. These include LIDAR for detailed 3D maps, 

RGB Cameras for visual details, and Radar for speed and distance, especially useful in bad weather. These sensors constantly 

collect raw data about the surroundings. 

 

 LiDAR Points:  

𝐿 = {𝑝1, 𝑝2, … , 𝑝𝑁}                                                     (1) 

where 𝑝𝑖 is a single 30 point in space, and 𝑁 is the total number of points. 

 

● Camera Images: 

𝐶 = {𝑖𝑚𝑔1 , 𝑖𝑚𝑔2, … , 𝑖𝑚𝑔𝑀}                                  (2) 

where 𝑖𝑚𝑔−𝑗 is an image frame, and 𝑀 is the total number of image frames. 

 

● Radar Detections: 

𝑅 = {𝑑𝑒𝑡1, 𝑑𝑒𝑡2, … , 𝑑𝑒𝑡𝐾}                                     (3) 

where 𝑑𝑒𝑡𝐾 is a radar detection (e.g. distance, velocity), and 𝐾 is the total number of radar detections. 
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 The proposed architecture presents an integrated vehicular communication and intelligent trajectory prediction framework 

designed for connected and autonomous transportation systems. The system operates through its two main components which 

include the vehicular layer and the edge cloud intelligence layer. 

  At the vehicular layer, multiple vehicles are equipped with onboard sensors that continuously collect dynamic traffic data 

such as position, velocity, acceleration, and surrounding object information. Roadside Units (RSUs) establish communication 

pathways between vehicles and infrastructure by deploying their equipment along the roadways. V2V communication enables 

vehicles to exchange information directly with nearby vehicles to establish cooperative awareness. V2I communication transmits 

aggregated traffic data to the RSUs which then send the information to the base station. The base station functions as a gateway 

that sends all incoming data to a centralized server which performs advanced processing. The system operates through an 

intelligence layer which processes structured data according to its design. The initial step of data collection process collects various 

types of data which come from both vehicles and infrastructure sensor systems [32-36]. The next step involves preprocessing 

operations which clean multiple data sources and create standardized time sequences before performing sensor fusion to merge 
different data sources into a single unified system. FlowSceneGraphNet enables the extraction of spatio-temporal features which 

use the network to model how vehicles interact in space and how traffic patterns evolve over time. This process identifies 

contextual dependencies which include lane usage patterns and vehicle distances and driver movement paths [37-40]. 

  The Random Traject GAN-X model which uses a generative adversarial network base predicts future vehicle movement 

through its ability to learn intricate driving behavior patterns. The combination of graph-based feature extraction together with 

adversarial trajectory modeling provides precise predictions which remain stable during unpredictable traffic situations. 

 

 
Fig. 1. Overall Architecture of this research 

 

IV.RESULT AND DISCUSSION 
 For comparison using the existing methods such as DRL [28], YOLOV4 [29], oneM2M-based Vehicular Fog Computing 

(oneVFC) [30], Gated Recurrent Unit with a Random Forest (GRU-RF) [31] 

 

Average Prediction Error 
 This parameter quantifies the accuracy of predicted trajectories, showing how close the model's forecasts are to the actual 

paths taken by objects. The average Euclidean distance is computed through the measurement of straight-line distances between 

each predicted trajectory point and its corresponding ground-truth position. The calculation extends to all agents which include 
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vehicles throughout every time step of the established prediction window. The distances are then averaged to obtain a single 

performance metric representing overall prediction accuracy. The measurement shows how far the model predictions deviate from 

actual results at two different times. The predicted trajectories match actual observed paths with higher accuracy when average 

Euclidean distance decreases which shows improved precision and better model performance in dynamic traffic conditions. 
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Fig. 2: Average Prediction Error (APE) 

 

 The Average Prediction Error (APE) results from the testing of three model systems which include DRL and YOLOV4 

besides the proposed method through multiple testing cycles to evaluate their learning capabilities and forecasting accuracy. The 

APE is quantified using the Average Displacement Error (ADE), a widely adopted metric in trajectory forecasting tasks. ADE 

computes the mean Euclidean distance between the predicted trajectory points and their corresponding ground-truth positions for 

all agents over the entire prediction horizon. The metric measures how accurately the predicted vehicle paths match their actual 

movements through both distance and time measurements. The models develop their internal parameters through successive 

training iterations which results in different patterns of error progress. The trajectory predictions become more precise and 

dependable when the ADE value decreases. The figure comparison shows that the proposed method effectively lowers prediction 

errors compared to DRL and YOLOV4 because it enables better model convergence and enhanced forecasting performance. A 
lower ADE value indicates higher prediction accuracy. Numerical results show that at 5 iterations, the DRL model recorded an 

error of 25%, YOLOV4 achieved 20%, and the proposed model showed superior performance with only 15% error. As iterations 

increased to 10, the error rose to 28% for DRL, 22% for YOLOV4, and 17% for the proposed model. At 15 iterations, the respective 

errors were 30% (DRL), 25% (YOLOV4), and 18% (Proposed). Continuing to 20 iterations, DRL reached 32%, YOLOV4 rose to 

28%, and the proposed method maintained a lower error of 20%. Finally, at 25 iterations, DRL peaked at 35%, YOLOV4 reached 

30%, while the proposed model remained significantly lower at 21.8%. These results clearly indicate that the Proposed approach 

consistently achieves lower prediction errors than both DRL and YOLOV4, highlighting its enhanced ability to forecast object 

trajectories accurately. 

 

V.CONCLUSION 
 This research works towards a real-time collision avoidance scheme called Random TrajecGAN-X and Flow Scene Graph 

Net. Using the nu Scenes dataset, we experimentally validated a new trajectory accuracy and collision avoidance method, which 

has proven to be remarkably better than an existing system. The incorporation of spatio-temporal representation and adversarial 

trajectory generation has enabled advancements for forecasting the motion and proactively anticipating obstacles/adaptive motion 

planning. Our work has been well-suited for deployment in real-world autonomous systems with different traffic density and 

occlusion conditions to the best of our knowledge. The future work we will explore includes the online learning application to 

enable learning of new traffic behavior dynamics. We would consider the integration into V2X systems and collaborative 
perception. We can also extend this work into the 3D multi-lane environments and incorporate unknown environmental scenarios 

involving adverse meteorological cases. Finally, we aim to optimize computational performance for real-time embedded 

deployment with low-power edge devices. 
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