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I. INTRODUCTION 

Educational campus required a intelligent safety solutions to protect students, staff, and infrastructure. Traditional CCTV-

based monitoring systems is heavily depend on human supervision and may fail to detect threats quickly. Intelligent campus safety 

management using IoT and CNN-based surveillance systems demonstrates how automated monitoring can improve the response 

time and detection accuracy [1]. Machine learning techniques enable real-time analysis of the surveillance data to detect suspicious 

objects, abnormal behaviour, and unauthorized access [3], [12]. IoT devices enhances the monitoring by collecting the 

environmental and motion data from different campus locations [6]. Hybrid AI-IoT systems combine the data from cameras and 

sensors to improve threat detection efficiency and automate emergency response. This paper proposes a machine learning driven 

campus security system using IoT that are integrated with surveillance analytics, activity monitoring, and automated alert 

mechanisms. The system aims to improve real-time threat detection, reduce manual monitoring effort, and enhance the campus 

safety management. With IoT-based sensing, these technologies enable real time monitoring, threat detection, and emergency 

response. This paper proposes an ML-driven IoT-based campus security framework inspired by intelligent campus safety 

management systems using CNNs for surveillance, access, and emergency response. 

 

II. LITERATURE SURVEY 

Intelligent campus safety systems using IoT and CNN-based surveillance models have been proposed for monitoring and 

emergency response [1]. Face recognition and IoT-based systems improve student attendance monitoring and behavior analysis 

for safety management [5]. Artificial intelligence-based intrusion detection systems enhance both physical and network security 

by identifying unauthorized access and malicious activities [3], [8]. Automated attendance systems using image processing 

demonstrate how computer vision can monitor student presence and movements [4]. Smart campus research shows how IoT 

sensors and AI can optimize campus operations and provide intelligent monitoring [6]. Hybrid CNN-LSTM models have been 

used for emotion and behavior recognition, which can support violence detection and abnormal activity monitoring [7]. Violence 

detection from CCTV footage and real-time student activity monitoring systems demonstrates the importance of deep learning in 

surveillance analytics [11], [12]. IoT sensor-based bullying prediction systems highlight the need for combining environmental 

monitoring with AI- based analysis [13]. Wearable sensor-based activity recognition further supports human behavior monitoring 

applications [10]. These studies emphasize the importance of developing a hybrid integrated system that combines IoT sensing, 

surveillance analytics, and machine learning into a unified campus security framework. 

Abstract: Campus security has become a critical concern due to increasing of threats such as unauthorized access, abnormal activities, and 

emergency incidents. Conventional surveillance systems rely heavily on the manual monitoring and lack of automated threat analysis 

capabilities. This paper will presents a machine learning–driven campus security system integrated with Internet of Things (IoT) technologies 

for a real-time monitoring and intelligent incident detection. The proposed hybrid framework combines the Convolutional Neural Networks 

(CNN) for visual surveillance analytics, machine learning–based intrusion detection for access monitoring, and IoT-enabled sensing for 

contextual event analysis. Continuous video streams and sensor data are processed by using intelligent models to classify activities as normal 

or suspicious. Automated alert mechanisms enables the rapid emergency response. Experimental evaluation will be done by using the 

performance metrics such as accuracy, precision, recall, F1-score, and confusion matrix analysis demonstrate in improving the detection 

efficiency, reduced false alarms, and faster response compared to traditional systems. 
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III. EXISTING SYSTEM 

Traditional campus security systems mainly rely on CCTV surveillance and manual monitoring. Some systems use image 

processing for attendance or basic activity tracking [4]. IoT-based safety systems may monitor specific parameters but often lack 

intelligent threat analysis [13]. 

Limitations include: 

 Dependence on human observation 

 Delayed response to emergencies 

 Lack of hybrid ML-IoT integration 

 Limited real-time automated alert generation 

These limitations will highlight the need for an intelligent, automated, and integrated campus security system. 

 

IV. PROPOSED SYSTEM 

The proposed system will integrates the surveillance cameras, IoT sensors, and machine learning algorithms into a hybrid 

intelligent campus security framework. 

 

System Architecture 

The system consists of three types of layers: 

1. Sensing Layer: Devices like Cameras, motion sensors, and access control modules collect real-time data. 

2. Processing Layer: Machine learning models will analyze surveillance video and sensor data. 

3. Application Layer: Alert mechanisms notify will security personnel through alarms and mobile notifications. 

 

 
Fig. 1. System Architecture 

 

System Operation 

 Cameras capture continuous video streams. 

 IoT sensors detect motion and access events. 

 CNN models analyze visual data for suspicious activities. 

 Intrusion detection algorithms monitor unauthorized access. 

 Activity recognition models identify abnormal behavior. 

 A decision fusion module combines outputs to classify threats. 

 Alerts are generated automatically for security response. 

The hybrid integration of the surveillance analytics and IoT monitoring will improve the detection accuracy and reduces 

false alarms. 

 

V. METHODOLOGY 

The system will follows in a structured workflow: 

Data Acquisition 

Video streams are captured using surveillance cameras, while IoT sensors collect motion and access data from campus locations. 

 

Data Preprocessing 

Video frames are resized and normalized. Noise reduction techniques improve image clarity. Sensor data is converted into 

structured signals. 

 

Feature Extraction 

Deep learning models will works on extracting visual features such as movement patterns and object shapes. Sensor data 

will provides additional contextual information. 
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Machine Learning Analysis 

 CNN models detect suspicious objects and individuals. 

 Intrusion detection models identify unauthorized access. 

 Activity monitoring models analyze student behavior. 

 Violence detection algorithms analyze abnormal motion.      

 

Decision Fusion 
Outputs from provided by different models and sensors are combined to classify events as normal, suspicious, or critical. 

 

IoT Alert System 

When threats are detected: 

 Arduino activates alarms 

 Notifications sent to security personnel 

  Incident displayed on monitoring dashboard. 

 

 
Fig. 2. Methodology 

 

VI. PERFORMANCE METRICS 

To evaluate the effectiveness of the proposed Machine Learning driven campus security system, multiple quantitative 

performance metrics were used. Since the system performs threat detection and activity classification, classification-based 

evaluation measures were applied. 

Accuracy: Measures the overall correctness of predictions. 

Precision: Measuring in correctness of detected threats. 

Recall: Measures ability to detect actual threats. 

F1 Score: The Harmonic mean of precision and recall. 

Confusion Matrix: It Shows true positives, true negatives, false positives, and false negatives. 

Response Time: Measures time taken from detection to alert generation. 

 

VII. RESULTS AND DISCUSSION 

The proposed hybrid ML-IoT based system demonstrates in improved the performance compared to the traditional 

surveillance systems. CNN-based models will effectively detect the suspicious activities and abnormal behaviors. IoT sensors will 

provide the additional environmental context to that enhances detection accuracy. 

Real-time alert mechanisms will reduce the response time and the improve incident management efficiency. The 

integration of surveillance analytics, intrusion detection, and activity monitoring will provide a comprehensive campus safety 

solution. Experimental evaluation will shows improved reliability and reduced false alarms, and making the system suitable for 

real-world deployment. 

 

7.1 Experimental Setup 

Dataset: Campus surveillance video + simulated IoT sensor data 

Training Data: 70% 

Testing Data: 30% 

Hardware: Edge device + GPU workstation 

 

Algorithms Tested: 

CNN 

YOLOv5 

Random Forest 

LSTM Behaviour Model 

 



A Machine Learning – Driven Campus Security System Using IoT  

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           64 | P a g e  

 

7.2 Quantitative Results 

 

 
 

 

7.3 Confusion Matrix 

 

 
 

VIII.FUTURE ENCHANCEMENTS 

Facial Recognition Integration 

Adding the advanced facial recognition can enables automatic identity verification and attendance monitoring. This will 

reduces the unauthorized entry and improves access control management. 

 

Violence and Behavior Analysis 

Advanced deep learning models will analyze aggressive movements and suspicious behavioral patterns. This will helps in 

early detection of fights, bullying incidents, and dangerous activities. 

 

Federated Learning for Privacy Preservation 

Federated learning will allows multiple campuses to train machine learning models collaboratively without sharing the 

sensitive data. This will improve the privacy protection while enhancing detection accuracy. 

  

Mobile Application Integration 

A dedicated mobile application will provide the real-time alerts, live surveillance access, and incident reporting features 

for security personnel and administrators. 

 

Smart City Integration 

The system can be expanded beyond the campus to public spaces such as schools, transport hubs, and smart city 

environments. Large-scale deployment can improve overall community safety. 

 

IX. CONCLUSION 

This paper presented by a machine learning driven campus security system using IoT technologies. The hybrid framework 

integrates surveillance analytics, intrusion detection, and automated alerts to improve campus safety. The system will reduces 

manual monitoring effort, improves threat detection accuracy, and enables the real-time emergency response. Experimental results 

demonstrate improved performance compared to traditional surveillance systems. The design is scalable, cost-effective, and 

suitable for modern intelligent for campus environments. 

Performance analysis using accuracy, precision, recall, F1 score, confusion matrix, and detection latency confirmed by the 

technical reliability of the system. The results showed that combining the IoT sensing with machine learning improves contextual 

awareness and reduction of missed threat events. The system will also supports centralized monitoring dashboards, automated alert 

generation, and remote access for the campus administrators and security personnel. Overall, the proposed ML-IoT based campus 

security framework offers an cost-effective, scalable, and intelligent solution for the modern smart campuses. It enhances student 

and staff safety by enabling the proactive monitoring rather than reactive response. The architecture is flexible and can be extended 

with more advanced AI models, cloud integration, and predictive analytics in future implementations. The research will 

demonstrates that intelligent automation can be significantly improve by the campus safety management while reducing the manual 

surveillance effort and operational risks. 
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