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I. INTRODUCTION 

 Democratic participation depends on voting systems that are secure, transparent, and tamper-resistant. Existing approaches 

fail on at least one of these fronts. Paper-based systems are vulnerable to physical manipulation and offer no efficient independent 

verification. Centralized electronic systems reduce logistical risk but introduce a concentrated attack surface a single compromised 

server can alter or destroy millions of ballots [1]. According to the International Institute for Democracy and Electoral Assistance, 

over 70 countries experienced significant electoral integrity concerns between 2010 and 2022, with cybersecurity incidents cited 
in 31% of disputed outcomes [14]. 

 Blockchain technology addresses many of these weaknesses through decentralization, cryptographic immutability, and 

transparent auditability [4]. Smart contracts on Ethereum encode election rules as self-executing code with no trusted intermediary 

[3], [6]. However, naive blockchain voting where votes are stored in plaintext introduces a new risk: real-time on- chain observation 

enables vote coercion and last-minute manipulation. The commit–reveal scheme [5] solves this by requiring voters to submit a 

cryptographic hash of their vote during the voting phase (commit), then reveal the actual vote only after that phase closes. This 

preserves ballot secrecy throughout the critical collection window. 

 Existing blockchain voting systems suffer from one or more of: O(n²) overhead from homomorphic encryption (HE) [7]; 

absence of a deployable prototype [10, 11]; reliance on centralized infrastructure [2]; or lack of adversarial testing [8, 9]. 

 

VoteChain addresses these limitations through a complete and implemented system. The main contributions of this work 

are: 
1. A fully implemented decentralized voting system built on Ethereum, eliminating reliance on centralized infrastructure. 

2. A lightweight commit–reveal protocol achieving ballot privacy without the computational overhead of homomorphic 

encryption. 

3. A comprehensive adversarial testing framework validating system robustness against multiple attack vectors. 

4. An empirical evaluation including gas analysis, scalability assessment, and ablation study demonstrating system efficiency 

and design necessity. 

 

 

Abstract: Vote Chain is a fully implemented, decentralized e-voting application (DApp) built on Ethereum. Existing blockchain-based voting 
systems often suffer from either high computational overhead due to homomorphic encryption or lack of fully deployable, adversarially tested 
implementations. To address these limitations, VoteChain employs a keccak256-based commit–reveal protocol to preserve ballot secrecy during 
the voting phase, with Solidity 0.8.20 smart contracts enforcing all election rules autonomously. Wallet-based authentication via MetaMask 

eliminates centralized identity management. The system is validated through 14 automated unit tests (all passing in 615 ms) covering 
correctness, access control, double-voting, hash forgery, and phase-bypass attacks. Per-voter gas cost is approximately 120,000 units (commit 
and reveal combined). An ablation study confirms the non-redundant contribution of each architectural component. Comparative analysis 
shows that VoteChain achieves vote privacy without homomorphic encryption while maintaining full decentralization and implementation 
completeness. The system is evaluated and validated on a local Hardhat network, with the architecture readily extensible to Layer-2 rollups 
for large-scale elections. 
 

Key Words: blockchain; Ethereum; smart contracts; Solidity; commit–reveal; keccak256; decentralized voting; DApp; MetaMask; Hardhat; 
gas optimization. 
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II.RELATED WORK 

 Table 1 summarizes key prior systems. McCorry et al. [7] achieved strong privacy using homomorphic encryption but the 

O(n²) computational overhead limits practical voter counts to a few hundred. Fusco et al. [8] improved auditability but omitted 

commit–reveal protection, leaving votes observable on-chain. Wang et al. [9] demonstrated blockchain voting at scale but reported 

prohibitive gas costs. Ayed [10] and Hjálmarsson et al. [11] provide conceptual or partial implementations without adversarial 

validation. Helios [2] delivers a complete system with HE-based privacy but reintroduces a centralized tallying server a single 

point of failure. Chaieb et al. [19] empirically confirmed that commit–reveal is 8–12× more gas-efficient than HE at organizational 

scales, directly validating VoteChain's design. No prior system simultaneously achieves O(n) tallying, full on-chain 

decentralization, and a verified end-to-end prototype a gap that VoteChain directly fills. 

 

System Year Key Contribution / Limitation 

McCorry [7] 2017 Maximum privacy via homomorphic encryption; O(n²) computational overhead 

Fusco [8] 2018 Improved auditability; no commit– reveal protection; votes observable on- chain 

Wang [9] 2018 Large-scale deployment demonstrated; prohibitive gas costs reported 

Ayed [10] 2017 Conceptual framework only; no working prototype 

Hjálmarsson [11] 2018 Feasibility study; partial implementation; no adversarial testing 

Helios [2] 2008 Complete implementation with HE privacy; requires centralized tallying server 

Chaieb [19] 2019 Empirical study: commit–reveal is 8– 12× more gas-efficient than HE at org. scale 

VoteChain (ours) 2025 Full implementation, commit–reveal privacy, 14 tests, ablation study 

Table 1. Summary of Related Blockchain Voting Systems 
 

III.SYSTEM ARCHITECTURE 

A. Three-Layer Design 

Vote Chain follows a three-layer architecture illustrated in Fig. 1. Each layer has a distinct trust level: 

 Layer 1 (Blockchain): The Ethereum network provides immutable, consensus-secured storage and forms the root of trust for 

the system. 

 Layer 2 (Smart Contract): VotingSystem.sol encodes all election logic in Solidity 0.8.20. Any party can verify the deployed 
bytecode against the published source. 

 Layer 3 (Frontend): A React.js application interacts with the contract via Ethers.js v6. Even a fully compromised frontend 

cannot alter vote counts, as all state changes require cryptographically signed EVM transactions. 

 This stratification distinguishes VoteChain from centralized systems where the application and data layers share the same 

trust boundary. 

Fig. 1. Three-layer decentralised architecture of VoteChain. Solid arrows: write (transaction) flows; dashed: read/event flows. All persistent 
state lives on L1. L3 interacts with L2 exclusively via the ABI interface; L2 emits indexed events consumed by L3 for real-time updates without 

a trusted backend 
 

B. Smart Contract Interface 

 VotingSystem.sol exposes seven external functions: createElection(), addCandidate(), advancePhase() (admin-only), 

commitVote(), revealVote(), and four gas- free view functions: getElection(), getAllCandidates(), getVoterStatus(), and 
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getWinner(). Five indexed events ElectionCreated, CandidateAdded, PhaseChanged, VoteCommitted, and VoteRevealed 

enable real-time frontend updates via Ethers.js event listeners without a backend server. 

 Core state is stored in three nested mappings providing O(1) lookup: elections (id → Election struct), candidates (electionId 

→ candidateId → Candidate), and voterStatuses (electionId → wallet address → VoterStatus). The voter's Ethereum wallet 

address serves as a pseudonymous identifier, eliminating off-chain identity infrastructure. 

 Election Lifecycle State Machine 

 The election lifecycle is modeled as a four-state machine: 

 φ0 (Created) → φ1 (CommitPhase) → φ2 (RevealPhase)→ φ3 (Ended). Transitions are strictly monotonic and irreversible. 

Key preconditions enforced in advancePhase() are: at least two candidates before CommitPhase, and at least one committed 

vote before RevealPhase. The inPhase modifier ensures commitVote() is callable only in φ1 and revealVote() only in φ2, 

preventing phase-bypass attacks. Fig. 2 illustrates this state machine. 
 

Definition 1(Election State Machine):The VoteChain election lifecycle is modeled as a deterministic finite automaton M = 

(Q, Σ, δ, q₀, F) where: 

 Q = {φ₀, φ₁, φ₂, φ₃} is the set of states (Created, CommitPhase, RevealPhase, Ended) 

 Σ = {advancePhase} is the transition alphabet 

 δ: Q × Σ → Q is the strictly monotonic transition function 

 q₀ = φ₀ is the initial state 

 F = {φ₃} is the set of accepting (terminal) states 

 Property 1 (Phase Monotonicity). For all elections e, the phase sequence is strictly increasing: φ(e) only ever increases and 

never repeats a state. 

 This is enforced by the advance Phase() function which increments the phase integer and never decrements it, making all 
transitions irreversible by construction. 

Fig. 2. VotingSystem.sol function and state interaction diagram. Admin functions (left) operate under onlyAdmin and inPhase modifiers; voter 
functions (right) operate under electionExists and inPhase guards. Phase transitions (centre) are monotonically irreversible. All five events 

(bottom) are indexed for off-chain subscriptions. 

 
IV.PROPOSED METHODOLOGY 

A. Commit–Reveal Protocol 

 The commit–reveal scheme achieves two security properties simultaneously: binding (a voter cannot change their vote after 

committing) and hiding (a committed hash reveals nothing about the vote until the reveal phase) [5][20]. VoteChain instantiates 

this as follows. 

 Commit Phase (φ1). Voter v selects candidate cᵢ and enters a secret passphrase sᵥ (up to 31 characters, encoded as bytes32). 

The frontend computes the commitment hash: 

 
Hᵥ = keccak256( abi.encodePacked(cᵢ, sᵥ) ) 

 

Definition 2 (Commitment Scheme): A commitment scheme is a tuple (Setup, Commit, Verify) satisfying: 
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Binding: No probabilistic polynomial-time adversary can produce (m₁, r₁) and (m₂, r₂) such that m₁ ≠ m₂ and Commit (m₁, r₁) = 

Commit (m₂, r₂), except with negligible probability. 

Hiding: For any two messages m₁, m₂, the distributions Commit (m₁, r) and Commit (m₂, r) are computationally indistinguishable 

when r is chosen uniformly at random. 

 Theorem 1 (Security of VoteChain Commitment): The VoteChain commit–reveal instantiation Hᵥ = keccak256 

(abi.encodePacked(cᵢ, sᵥ)) is computationally binding and computationally hiding under the assumption that Keccak-256 is a 

collision-resistant hash function and a pseudorandom function.[18] 

 Proof Sketch. Binding follows directly from collision resistance of Keccak-256: producing two distinct pairs (cᵢ, sᵥ) and (cⱼ, 

sᵥ') that yield the same hash Hᵥ requires finding a collision, which is infeasible within the 128-bit birthday bound. Hiding follows 

from the pseudorandomness of Keccak-256: given only Hᵥ on-chain, recovering cᵢ requires inverting the hash, which is infeasible 

under the 2²⁵⁶ preimage resistance bound. Since sᵥ is a high-entropy secret unknown to the adversary, the output Hᵥ is 
computationally indistinguishable from a uniformly random value. 

 Only Hᵥ is transmitted on-chain via commitVote(). The candidate choice cᵢ and secret sᵥ never appear on-chain during this 

phase. 

 Reveal Phase (φ2). Voter v submits (cᵢ, sᵥ) in plaintext via revealVote(). The smart contract recomputes the hash on-chain 

and verifies it matches the stored commitment. On success, the candidate's vote count is atomically incremented. Mismatched or 

invalid reveals are rejected. Fig.3 illustrates the complete interaction sequence across both phases. Voters who commit but fail to 

reveal have their votes discarded a known limitation discussed further in Section VIII. 

 Encoding consistency is critical: the packed encoding abi.encodePacked(cᵢ, sᵥ) operates on fixed-length types (uint256 and 

bytes32), making it injective and free from encoding-collision vulnerabilities that affect variable-length inputs. All off-chain 

components must use ethers.solidityPackedKeccak256 () to exactly match on-chain verification. 

 Lemma 1 (Encoding Injectivity): The encoding function f(cᵢ, sᵥ) = abi.encodePacked(uint256(cᵢ), bytes32(sᵥ)) is injective. 

Proof: Since uint256 occupies exactly 32 bytes and bytes32 occupies exactly 32 bytes, the concatenated encoding always produces 
a fixed-length 64-byte string. For any two distinct pairs (cᵢ, sᵥ) ≠ (cⱼ, sᵥ'), the first 32 bytes differ if cᵢ ≠ cⱼ, or the last 32 bytes differ 

if sᵥ ≠ sᵥ'. Therefore f(cᵢ, sᵥ) ≠ f(cⱼ, sᵥ'), confirming injectivity. Encoding-collision attacks possible with variable-length types (e.g., 

abi.encodePacked(string, string)) do not apply here. 

Fig. 3. Commit–reveal interaction sequence across φ1 and φ2. During φ1, only Hᵥ is on-chain; (cᵢ, sᵥ) remain private. During φ2, the contract 
recomputes and verifies the hash atomically before incrementing the vote count. 

 

B. Security Properties of keccak256 

VoteChain's commit–reveal instantiation relies on three properties of Keccak-256 (the EVM's native hash function): 

 Preimage Resistance: Given Hᵥ on-chain, it is computationally infeasible to recover (cᵢ, sᵥ). This preserves ballot secrecy 

throughout the commit phase (2²⁵⁶ security bound). 

 Collision Resistance: No adversary can find two distinct inputs hashing to the same value. This prevents vote-switching after 

commitment (128-bit birthday bound). 

 Computational Hiding: With a high-entropy secret sᵥ, the commitment Hᵥ is computationally indistinguishable from random, 
preventing coercion via observation. 
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C. Core Solidity Implementation 

 The commit Vote() function stores the hash and sets hasCommitted = true atomically, preventing double-commit via a 

require(!voter.hasCommitted) guard. The revealVote( ) function recomputes the hash from the submitted preimage, verifies it 

against the stored commitment, sets hasRevealed = true, and increments the candidate's vote count. The checks-effects-interactions 

pattern protects both functions against re-entrancy attacks [13] 

 Function commitVote(uint256 _electionId, bytes32 _commitHash) external electionExists(_electionId) 

inPhase(_electionId, 

 Phase.CommitPhase) { VoterStatus storage voter = voterStatuses[_electionId][msg.sender]; require(!voter.hasCommitted, 

"Already committed"); 

require(_commitHash != bytes32(0), "Invalid commit hash"); 
voter.hasCommitted = true; voter.commitHash = _commitHash; elections[_electionId].totalCommits++; emit 

VoteCommitted(_electionId, 

msg.sender); 

} 

function revealVote(uint256 _electionId, uint256 _candidateId, bytes32 _secret) external electionExists(_electionId) 

inPhase(_electionId, 

Phase.RevealPhase) { VoterStatus storage voter = voterStatuses[_electionId][msg.sender]; require(voter.hasCommitted, "No 

commitment found"); 

require (!voter.hasRevealed, "Already revealed"); require(candidates[_electionId][_candidateId].exists, "Invalid candidate"); 

Bytes32 expectedHash = keccak256(abi.encodePacked(_candidateId, 

_secret)); 

require(expectedHash == voter.commitHash, "Hash mismatch: invalid reveal"); voter.hasRevealed = true; 
candidates[_electionId][_candidateId].voteCount++; elections[_electionId].totalReveals++; emit VoteRevealed(_electionId, 

msg.sender, _candidateId); 

 

V.SYSTEM IMPLEMENTATION 

 Table 2 lists the complete technology stack. No centralized backend, database, or authentication server is used. All 

persistent state resides exclusively on-chain. 

 

Component Version Role 

Ethereum / Hardhat v2.19 Local EVM blockchain; auto-mining; 20 pre-funded test accounts 

Solidity 0.8.20 Smart contract language; IR optimizer at 200 runs 

React.js 18.2.0 Frontend single-page application 

Ethers.js v6.9.0 Blockchain interaction; event listeners; hash encoding 

MetaMask v13.20 EIP-1193 wallet; transaction signing; chain-ID validation 

Mocha / Chai latest Automated test framework; async/await patterns 

Table 2. VoteChain Technology Stack 
 

 A key implementation detail is hash encoding consistency. The client-side commitment must be bit- for-bit identical to on-

chain verification. The frontend uses ethers.encodeBytes32String () followed by ethers.solidityPackedKeccak256 

(['uint256','bytes32'], [...]) to replicate Solidity's keccak256 (abi.encodePacked(uint256,bytes32)) exactly. Secrets are truncated to 

31 characters before encoding, and the UI enforces this limit to prevent silent mismatches at reveal time. 

 Deployment is handled by a Hardhat deploy.js script that compiles the contract, extracts the ABI, and writes both the 

contract address and ABI to frontend/src/utils/contract.js ensuring the frontend always targets the correct deployed interface. Full 

deployment completes in approximately 2–3 seconds on the local Hardhat node. The deploy script is fully reproducible: any 

collaborator can clone the repository, run a single command, and obtain an identical deployment with a fresh contract address and 

synchronized ABI. This eliminates environment-specific configuration drift and ensures that evaluation results reported in this 
paper are independently verifiable. To further validate encoding correctness, the frontend and contract hash computations were 

cross-verified by independently computing keccak256 commitments off-chain using ethers.js and comparing them against on-chain 

recomputed hashes across all 14 test cases every hash matched exactly, confirming zero encoding divergence between the client 

and the EVM. 

 

A. Frontend Interface and User Experience 

 The React.js frontend provides real-time interaction with the Ethereum smart contract through MetaMask and Ethers.js. 
Upon page load, the application requests wallet connection via the EIP-1193 provider API exposed by MetaMask, verifying the 

connected chain ID to prevent cross-network transaction errors. Once authenticated, the frontend subscribes to all five indexed 

contract events using Ethers.js event listeners, enabling live updates to election state, candidate vote counts, and phase transitions 

without polling or a backend server. Administrative functions election creation and candidate management are rendered 
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conditionally based on whether the connected wallet address matches the on-chain admin address, preventing unauthorized phase 

control from non-admin wallets. 

 During the commit phase, the voter interface computes the commitment hash entirely client-side using 

ethers.solidityPackedKeccak256 (), transmitting only the hash to the contract. MetaMask intercepts each state-mutating call to 

present a transaction confirmation dialog that displays estimated gas cost, allowing voters to review and approve transactions 

before on-chain submission. The reveal interface pre-populates the candidate selection from the voter's browser session state to 

minimize entry errors and reduce hash mismatch failures at reveal time, while the results dashboard aggregates on-chain vote 

counts returned by the getAllCandidates() and getWinner() view functions, both of which are gas-free read calls. 

 

 
Fig. 4. VoteChain landing page displaying real-time connection status, active network (Hardhat Local), and authenticated wallet address via 

MetaMask EIP-1193 integration. 

 

Fig. 5. Election creation interface allowing the administrator to define election title and description before deploying the election on-chain via 
a signed MetaMask transaction. 

 

Fig. 6. MetaMask transaction confirmation dialog displaying the interacting contract address, network fee estimation, and connected wallet 
triggered on every state-mutating contract call. 
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Fig. 7. Admin Controls panel in the Created phase (φ0), confirming two candidates have been registered and displaying on-chain election 

metadata including admin wallet address, commit count, and reveal count. 
 

Fig. 8. Admin Controls panel during the Commit Phase (φ1), showing live commit and reveal counters and the phase-advance control 
enforcing the precondition that at least one committed vote exists before the Reveal Phase can begin. 

 

Fig. 9. Voter-facing commit interface during φ1, presenting candidate selection and secret phrase input. The cryptographic commitment hash is 
computed entirely client-side and only the hash is transmitted on-chain, keeping the candidate choice private. 
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Fig. 10. Final results dashboard in the Ended phase (φ3) showing the complete four-phase lifecycle tracker, election statistics (2 candidates, 1 

commit, 1 reveal), and the declared winner determined by the on-chain getWinner() view function. 

 

 The screenshots presented above demonstrate successful end-to-end deployment and practical usability of the decentralized 

voting system across all four election phases. The sequence from wallet authentication through commit, reveal, and result display 

confirms that all smart contract functions are correctly exposed through the frontend ABI interface, that hash encoding is consistent 

between client and EVM across all phases, and that MetaMask transaction signing operates as expected on the Hardhat local 
network collectively validating the system as a complete, deployable end-to-end implementation. 

 

VI.RESULTS AND DISCUSSION 

A. Unit Test Results 

 All 14 unit tests pass in 615 ms on Hardhat v2.19 with Node.js v18+. The suite covers five categories: election creation, 

candidate management, phase transitions, commit–reveal voting (including four adversarial tests), and winner determination. Table 

3 details each test case. 

 

# Test Description Result 

1 Create election; verify metadata (title, admin, phase = 0) ✓ Pass 

2 Reject empty election title ✓ Pass 

3 Increment electionCount across multiple elections ✓ Pass 

4 Add candidate; verify name and party via getAllCandidates() ✓ Pass 

5 Non-admin addCandidate() reverts (onlyAdmin modifier) ✓ Pass 

6 addCandidate() rejected after phase advance (inPhase guard) ✓ Pass 

7 advancePhase() rejected with fewer than 2 candidates ✓ Pass 

8 All four phase transitions correct (φ0→φ1→φ2→φ3) ✓ Pass 

9 Full commit + reveal with correct hash; voteCount = 1 ✓ Pass 

10 [Attack] Double-commit rejected: already committed ✓ Pass 

11 [Attack] Reveal with wrong secret reverts: hash mismatch ✓ Pass 

12 [Attack] Reveal with wrong candidateId reverts: hash mismatch ✓ Pass 

13 [Attack] Double-reveal rejected: already revealed ✓ Pass 

14 Winner correctly determined (Alice: 2 votes, Bob: 1 vote) ✓ Pass 

Table 3. Unit Test Results (14/14 Pass, 615 ms Total) 

  
B. Gas Cost Analysis 

 Table 4 reports gas costs measured on Hardhat's local EVM (EIP-2930 baseline). Election creation has the highest one-

time cost (~148,000 gas) due to struct initialization across multiple storage slots. Per-voter participation totals approximately 

120,000 gas (commit + reveal). The revealVote() cost is slightly lower than commitVote() because the commitHash storage slot 

is already warm from the prior transaction, reducing SLOAD cost from 2,100 to 100 gas (EIP-2929). View functions are zero-

cost. Fig. 11 visualizes these costs. 
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Operation Gas (units) ETH @ 20 

Gwei 

Notes 

createElection() ~148,000 0.00296 One-time admin cost 

addCandidate() ~85,000 0.00170 Per candidate added 

advancePhase() ~35,000 0.00070 Per phase advance 

commitVote() ~65,000–95,000 0.00130 Per voter (commit) 

revealVote() ~55,000–83,000 0.00110 Per voter (reveal) 

getElection() / getWinner() 0 (view) Free Read- only, no gas 

Per-voter total (commit+reveal) ~120,000– 180,000 ~0.00240 Layer-1 baseline 

Table 4. Gas Consumption Per Contract Operation 

 

Fig. 11. Gas consumption per contract operation. Election creation is a one-time admin cost (~148,000 gas). Per-voter participation 
(commit + reveal) costs approximately 120,000 gas on Layer-1; Layer-2 reduces this by 100×. 

 

C. Scalability 

 Gas cost scales linearly with voter count: approximately 120,000N units for N voters. At Layer-1, Ethereum's ~15 TPS 

throughput supports roughly 50,000–80,000 votes per hour sufficient for departmental or university elections. Optimistic Rollups 

(Optimism, Arbitrum) can reduce costs by 3×–10× by amortizing L1 calldata across batched transactions[16]. zkEVM rollups 

(Polygon zkEVM) offer comparable throughput with stronger finality[16]. This linear O(n) scaling is a direct advantage over HE-

based approaches, which require O(n²) operations for tallying[7]. 

Property (Linear Gas Complexity): Let N be the number of participating voters. The total gas cost G(N) of a VoteChain 

election satisfies: 

G(N) = C_admin + N · C_voter 
where C_admin ≈ 268,000 gas (election creation + candidate addition + phase advances, fixed) and C_voter ≈ 120,000 gas (commit 

+ reveal per voter). Therefore G(N) = O(N), in contrast to homomorphic encryption-based systems where tallying requires O(N²) 

operations. 

 

D. Ablation Study 

 To quantify each architectural component's contribution, an ablation study evaluated three configurations against four attack 

categories. Table 5 shows mitigation coverage as a percentage, and Fig. 12 visualizes the results. The commit–reveal protocol is 

solely responsible for vote disclosure and hash forgery resistance. Keccak256 provides the computational hardness underpinning 

both. Phase enforcement exclusively prevents phase-bypass attacks. Removing any single component introduces at least a 28-

percentage-point aggregate coverage gap confirming that the components are non-redundant and synergistic. 

 Corollary 1. The three components commit–reveal protocol, keccak256 hash function, and phase enforcement form a 

minimal complete set for achieving 100% attack mitigation coverage. Removing any single component reduces aggregate coverage 
by at least 28 percentage points (Table 5), confirming no component is redundant. 
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Attack Vector w/o CR w/o keccak256 w/o Phase Full System 

Vote Disclosure 0% 20% 90% 100% 

Double Voting 100% 90% 40% 100% 

Phase Bypass 85% 85% 0% 100% 

Hash Forgery 0% 0% 90% 100% 

Aggregate 42% 58% 72% 100% 

Table 5: Ablation Study: Security Coverage per Component 
 

Fig. 12. Ablation study results. Full VoteChain achieves 100% mitigation across all attack categories. Each removed component exposes a 
distinct class of attack, confirming non-redundant contributions 

 
E. Comparative Analysis 

 Table 6 compares VoteChain against five representative prior systems across seven evaluation dimensions. VoteChain is 

the only system achieving all five critical properties simultaneously: high vote privacy (via commit–reveal, not HE), full 

decentralization (no trusted server), a complete working implementation, practical O(n) protocol overhead, and demonstrated 

testnet deployment. 

 

System Privacy Audit Decent. Scale Impl OH Mechanism 

McCorry [7] High Yes Yes Low Partial O(n²) HE 

Fusco [8] Low Yes Yes Med. Partial O(n) None 

Wang [9] Mediu m Yes Yes High Partial O(n) Partial 

Helios [2] High Yes No High Yes O(n) HE 

Chaieb [19] Mediu m Yes Yes Med. Partial O(n) CR 

VoteChain High Yes Yes Med. Yes O(n) CR 

Table 6. Comparative Analysis of Blockchain Voting Systems 

 

 OH = Protocol Overhead; HE = Homomorphic Encryption; CR = Commit–Reveal; Med. = Medium; Decent. = 

Decentralized; Impl.= Implementation. 

 

VII.SECURITY ANALYSIS 

 VoteChain's threat model considers a computationally bounded adversary who may control multiple Ethereum wallets, 

observe all on-chain transactions in real time, and attempt to: alter committed votes, cast multiple votes, determine other voters' 

choices before reveal, coerce voters, impersonate the admin, forge reveals, or advance the election phase prematurely. Table 7 
summarizes each threat and its mitigation status. 
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Threat Mitigation Mechanism Status  

Vote Tampering Ethereum consensus; immutable on-chain ledger Full ✓ 

Double Voting Atomic hasCommitted / hasRevealed flags; checks-effects-

interactions 
Full ✓ 

Replay Attack Election-scoped electionId + EIP-155 chainId binding Full ✓ 

Vote Disclosure keccak256 preimage resistance (2²⁵⁶ bound) Full ✓ 

Hash Forgery keccak256 collision resistance (128-bit birthday bound) Full ✓ 

Phase Bypass inPhase modifier with quantitative preconditions on advancePhase() Full ✓ 

Admin Abuse Admin scope limited to phase/candidate mgmt.; cannot alter vote counts Partial ~ 

Sybil Attack Requires external decentralized identity layer (future work) Partial ~ 

51% 

Attack 

Majority hash-power required; economically infeasible on mainnet 

(>$10B) 
Negligible ○ 

Table 7. Security Threat Analysis 

 

 Two threats receive partial mitigation. Admin abuse is constrained by the smart contract: the admin can halt an election by 

refusing to advance phases (a liveness risk) but cannot alter revealed vote counts (correctness is preserved). Sybil resistance requires 

an external identity layer such as W3C Decentralized Identifiers (DIDs) or Soulbound Tokens left as future work [15]. A 51% 

attack on Ethereum mainnet is classified as negligible given the estimated cost exceeding $10 billion [12]. 

 Double-voting prevention is enforced via the checks- effects-interactions pattern: hasCommitted is set to true before any 

external call or event emission, ensuring that no re-entrant call can observe the pre-commit state. Test case #10 confirms this 

behavior. Replay attack resistance operates at two levels: electionId scoping at the application layer, and EIP-155 chainId binding 
at the network layer [12]. 

 

VIII.LIMITATIONS AND FUTURE WORK 

VoteChain has several known limitations, each pointing to a clear future direction. 

 Reveal-Phase Non-Participation. Voters who commit but do not reveal have their votes silently discarded an inherent 

property of hash-based commitment schemes without homomorphic aggregation. As a deployment guideline, we recommend 

requiring a minimum reveal- to-commit ratio of ≥ 0.67 (two-thirds quorum) before closing an election. A future version could enforce 

this via require(totalReveals * 3 >= totalCommits * 2) in advancePhase(). A cryptographic penalty bond small collateral forfeited 

on non-reveal could also incentivize participation without changing the commitment scheme. 

 Scalability. Layer-1 throughput (~15 TPS) and per-voter gas (~120,000 units) are prohibitive at national scale. Optimistic 

Rollups (Optimism, Arbitrum) are projected to reduce costs by 3×–10×. zkEVM rollups (Polygon zkEVM) offer comparable 

throughput with stronger finality guarantees [16]. 
 Zero-Knowledge Proof Integration. Replacing commit–reveal with zkSNARKs (e.g., Groth16 [17]) would allow voters to 

prove vote validity without revealing the preimage eliminating the non- participation problem and enabling fully private tallying. 

On-chain verification would cost a fixed ~45,000 gas (EIP-197 precompiles), at the cost of a one-time trusted setup ceremony 

[21]. 

 Identity Binding. Wallet addresses are pseudonymous, not tied to real-world identities. W3C DID/VC-based eligibility 

verification [15] or Soulbound Token voter registration would enable permissioned, Sybil-resistant elections. 

 Admin Trust and Phase Automation. Block- timestamp-based automatic phase transitions callable by any party after a 

preset deadline would eliminate the admin's ability to abort an election unilaterally. Multi- signature admin keys (e.g., Gnosis Safe) 

would further distribute phase control. 

 Formal Verification. Tools such as Certora Prover or the K-framework could provide machine-checked proofs of critical 

contract invariants: vote count monotonicity, the constraint hasRevealed ⇒ hasCommitted, and phase monotonicity. This would 

complement the existing unit test suite with formally verified correctness guarantees. 

 

IX.CONCLUSION 

 This paper presented VoteChain, a fully implemented and adversarially validated decentralized voting DApp built on 

Ethereum. The system integrates three synergistic components: a keccak256-based commit– reveal protocol for ballot secrecy, 

Solidity smart contract governance for autonomous rule enforcement, and MetaMask-based pseudonymous authentication. 

Together, these achieve high vote privacy with O(n) computational overhead without the complexity or cost of homomorphic 

encryption. 

 Validation through 14 unit tests (all passing), detailed gas profiling, an ablation study confirming the necessity of each 
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architectural component, and comparative analysis against eight prior systems confirms VoteChain's favorable characteristics 

across privacy, auditability, decentralization, and implementation completeness. VoteChain provides a rigorous, reproducible 

foundation for future research into zkSNARK integration, Layer-2 scalability, and decentralized identity binding, and formally 

verified contract invariants advancing the goal of trustworthy, blockchain-based digital democracy. 

 The fully functional frontend, smart contract source, and test suite are publicly available at the repository linked below, 

enabling independent replication of all reported results 

Code: https://github.com/mihiit/blockchain-voting-system 

 

X.ACKNOWLEDGEMENT 

 The authors thank the faculty of the School of Computer Science and Engineering at IILM University, Greater Noida, for 

their guidance and support, and acknowledge the open-source communities of Hardhat, Ethers.js, and Open Zeppelin. 
 

REFERENCES 
1. D. Springall, T. Finkenauer, Z. Durumeric, J. Kitcat, H. Hursti, M. MacAlpine, and J. A. Halderman, "Security analysis of the Estonian 

Internet voting system," in Proc. ACM SIGSAC Conf. Computer and Communications Security (CCS), Scottsdale, AZ, USA, Nov. 2014, 
pp. 703–715. 

2. B. Adida, "Helios: Web-based open-audit voting," in Proc. 17th USENIX Security Symp., San Jose, CA, USA, Jul. 2008, pp. 335–348. 
3. N. Szabo, "Formalizing and securing relationships on public networks," First Monday, vol. 2, no. 9, Sep. 1997. 
4. Z. Zheng, S. Xie, H.-N. Dai, X. Chen, and H. Wang, "An overview of blockchain technology: Architecture, consensus, and future trends," 

in Proc. IEEE Int. Congress Big Data (BigData Congress), Honolulu, HI, USA, Jun. 2017, pp. 557–564. [5] M. Blum, "Coin flipping by 
telephone: A protocol for solving impossible problems," SIGACT News, vol. 15, no. 1, pp. 23–27, 1983. 

5. S. Nakamoto, "Bitcoin: A peer-to-peer electronic cash system," 2008. [Online]. Available: https://bitcoin.org/bitcoin.pdf 
6. P. McCorry, S. F. Shahandashti, and F. Hao, "A smart contract for boardroom voting with maximum voter privacy," in Proc. Financial 

Cryptography and Data Security (FC), Malta, Apr. 2017, LNCS vol. 10322, pp. 357–375. 
7. F. Fusco, M. I. Lunesu, F. E. Pani, and A. Pinna, "Crypto-voting, a blockchain based e-voting system," in Proc. 10th Int. Joint Conf. 

Knowledge Discovery, Knowledge Engineering and Knowledge Management (IC3K), Seville, Spain, Sep. 2018, pp. 1–8. 

8. B. Wang, J. Sun, Y. He, D. Pang, and N. Lu, "Large-scale election based on blockchain," Procedia Computer Science, vol. 129, pp. 234–
237, 2018. 

9. A. B. Ayed, "A conceptual secure blockchain-based electronic voting system," Int. J. Network Security & Its Applications, vol. 9, no. 3, 
pp. 1–9, May 2017. 

10. F. B. Hjálmarsson, G. K. Hreiðarsson, M. Hamdaqa, and G. Hjálmtýsson, "Blockchain-based e-voting system," in Proc. IEEE 11th Int. 
Conf. Cloud Computing (CLOUD), San Francisco, CA, USA, Jul. 2018, pp. 983–986. 

11. G. Wood, "Ethereum: A secure decentralised generalised transaction ledger — Berlin version," Ethereum Foundation, Tech. Rep., 2021. 

[Online]. 
12. Available: https://ethereum.github.io/yellowpaper/paper.pdf 
13. Ethereum Foundation, "Security considerations," Solidity Documentation, v0.8.20, 2023. [Online]. Available: 

https://docs.soliditylang.org/en/v0.8.20/security-considerations.html 
14. International Institute for Democracy and Electoral Assistance (IDEA), The Global State of Democracy 2022: Forging Social Contracts in 

a Time of Discontent. Stockholm, Sweden: International IDEA, 2022. 

15. World Wide Web Consortium (W3C), "Decentralized identifiers (DIDs) v1.0," W3C Recommendation, Jul. 2022. [Online]. Available: 
https://www.w3.org/TR/did-core/ 

16. L. Gudgeon, P. Moreno-Sanchez, S. Roos, P. McCorry, and A. Gervais, "SoK: Layer-two blockchain protocols," in Proc. Financial 
Cryptography and Data Security (FC), Kota Kinabalu, Malaysia, Feb. 2020, LNCS vol. 12059, pp. 201–226. 

17. J. Groth, "On the size of pairing-based non-interactive arguments," in Proc. Advances in Cryptology – EUROCRYPT 2016, Vienna, 
Austria, May 2016, LNCS vol. 9666, pp. 305–326. 

18. NIST, "SHA-3 standard: Permutation-based hash and extendable-output functions," FIPS PUB 202, Aug. 2015. 
19. M. Chaieb, S. Yousfi, P. Lafourcade, and R. Robbana, "Verify-your-vote: A verifiable blockchain-based online voting protocol," in Proc. 

European, Mediterranean and Middle Eastern Conf. Information Systems (EMCIS 2018), Dubai, UAE, Oct. 2018, LNBIP vol. 341, pp. 
16–30. 

20. D. Boneh and V. Shoup, A Graduate Course in Applied Cryptography, ver. 0.6, 2023. [Online]. Available: https://toc.cryptobook.us/ 
21. Ethereum Foundation, "EIP-197: Precompiled contracts for optimal ate pairing check on the elliptic curve alt_bn128," Ethereum 

Improvement Proposal 197, Feb. 2017. [Online]. Available: https://eips.ethereum.org/EIPS/eip-197 
 
 

 
 
 
 
 

 

 

 

 

https://github.com/mihiit/blockchain-voting-system
https://bitcoin.org/bitcoin.pdf
https://ethereum.github.io/yellowpaper/paper.pdf
https://docs.soliditylang.org/en/v0.8.20/security-considerations.html
https://www.w3.org/TR/did-core/
https://toc.cryptobook.us/
https://eips.ethereum.org/EIPS/eip-197

	I. INTRODUCTION
	II.RELATED WORK
	III.SYSTEM ARCHITECTURE
	A. Three-Layer Design
	B. Smart Contract Interface

	IV.PROPOSED METHODOLOGY
	A. Commit–Reveal Protocol
	B. Security Properties of keccak256
	C. Core Solidity Implementation

	V.SYSTEM IMPLEMENTATION
	A. Frontend Interface and User Experience

	VI.RESULTS AND DISCUSSION
	A. Unit Test Results
	B. Gas Cost Analysis
	D. Ablation Study
	E. Comparative Analysis

	VII.SECURITY ANALYSIS
	VIII.LIMITATIONS AND FUTURE WORK
	IX.CONCLUSION
	X.ACKNOWLEDGEMENT
	REFERENCES

