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1. INTRODUCTION 

  Cybersecurity threats have grown from straightforward attacks to sophisticated, coordinated, and adaptive attacks targeting 

individuals, businesses, critical infrastructure, cloud systems, industrial systems, and Internet of Things (IoT) industries. The 

advent of artificial intelligence (AI) has brought a new dimension to this. AI can enhance cybersecurity by improving smart threat 

detection, response, malware analysis, intrusion detection, and cyber threat intelligence. But it can also be used by cyber criminals 

to enhance attacks. AI is one of the most significant factors in the present and future of cybersecurity because of this. 

  AI-based cyber threats are cyber-attacks that leverage AI techniques to enhance attack planning, automation, 

personalization, evasion, adaptation, or decision-making. Such threats could include machine learning, deep learning, natural 

language processing, generative AI, intelligent agents, and automated analytics. Many traditional cyber-attacks are scripted or rely 

on human input, whereas intelligent cyber threats can learn, adapt to the environment, take advantage of user patterns, and spread 

over digital ecosystems. Kaloudi and Li (2020) define the landscape of AI-based cyber threats as an emerging area where hackers 

can harness AI to boost the speed, accuracy, and sophistication of their attacks. 

  The rise of intelligent threats is noteworthy given that cybersecurity systems are increasingly using AI and machine learning 

technologies for protection. As cyberdefenders adopt AI-powered tools, cyber adversaries may also employ AI to avoid detection, 

confuse defenders, and discover vulnerabilities. This potentially results in an arms race of automated and intelligent cyberattacks 

and defense. Guembe et al. (2022) suggest that AI-based cyberattacks are a new threat because AI can amplify the scale and impact 

of cyberattacks. Likewise, Hu et al. (2021) demonstrate that AI systems are also vulnerable to security issues such as adversarial 

attacks, data poisoning, model stealing, and privacy attacks. 

  The emergence of smart cyber threats is also linked to the technological revolution. IoT, Industry 4.0, smart farming, 

industrial Internet of Things (IIoT), smart grids, and multi-cloud systems increase the attack surface. These systems produce 

massive amounts of data and are often comprised of diverse devices, services, and interdependencies. AI can be used to defend 

these environments, but it can also assist an attacker in identifying vulnerabilities, automating attacks, and evasion (Abdullahi et 

al., 2022; Bécue et al., 2021; De Azambuja et al., 2023; Lakhal et al., 2025; Liu et al., 2024). 

  This article explores emerging AI-based cyberattack techniques and their impact on cybersecurity practice and research. 

The key proposition is that intelligent cyber threats are a paradigm shift in cyber threats because they are automated, adaptive, 

personalized, and evasive. The goals of this article are to: 

1. Describe the notion of intelligent cyber threats and their link to AI. 

2. Discuss key new forms of AI-powered attacks. 

Abstract: Artificial intelligence (AI) is revolutionizing the cybersecurity threat environment by facilitating new types of intelligent, adaptive, 

automated, and scalable cyberattacks. Although AI has been extensively used to enhance cybersecurity, the same techniques can be used by 

malicious actors to automate reconnaissance, craft realistic phishing emails, bypass security controls, fool machine learning models, create 

smart distributed denial-of-service attacks, target Internet of Things and industrial control systems, and attack complex cloud and multi-cloud 

environments. This paper explores new methods of AI-driven cyberattacks and discusses the impact of intelligent cyber threats on cyber risk. 

The paper draws on recent research and industry publications to provide a thematic overview of AI-powered attack techniques, such as social 

engineering, malware evolution, adversarial machine learning, network attacks, IoT attacks, Industry 4.0 threats, cyber threat intelligence 

misuse, and multi-cloud attacks. The review demonstrates that intelligent cyber threats are not just faster forms of traditional cyberattacks, but 

are increasingly adaptive, targeted, evasive, and harder to detect with traditional cybersecurity solutions. The article concludes that to counter 

intelligent cyber threats, explainable AI, adversarial robustness, human-AI interaction, improved governance, integration of threat intelligence, 

and vigilance about evolving AI abuse patterns are needed. 
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3. Evaluate the challenges for cybersecurity in light of intelligent threats. 

4. Analyze research opportunities and challenges to mitigate AI-powered threats. 

 

II. METHODOLOGICAL APPROACH 

Review Design 

This article uses a narrative review approach with a systematic search strategy. The use of a narrative review is appropriate 

as the subject matter of AI-enabled cyber threats spans several areas, such as cybercrime, adversarial machine learning, cyber 

threat intelligence, IoT security, Industry 4.0, smart cities, cloud security, and intrusion detection. The aim is not to perform a 

statistical meta-analysis, but rather to identify key themes and gain insights into new AI-based attacks. The review is focusing on 

literature that talks about AI in cybersecurity, AI-based cyberattacks, smart threat detection, adversarial AI, IoT and IIoT attacks, 

cyber threat intelligence, network attacks, and future cybersecurity. The types of publications considered include journal articles, 

conference proceedings, systematic reviews, surveys, bibliometric analyses, book chapters, preprints, dissertations, and other 

research related to practice. 

 

Search Strategy 

A mix of search engines and publisher-specific databases was used to locate the studies, including Google Scholar, IEEE 

Xplore, SpringerLink, ACM Digital Library, ScienceDirect, MDPI, arXiv, SSRN, and ResearchGate. The search considered work 

from 2015 to 2025, with recent publications favoured as AI-powered cyber threats are evolving in real-time. A few earlier sources 

(before 2020) were also considered for conceptual and technical background. 

 

The following search terms and combinations were used: 

Search area Example search terms 

AI-driven cyber threats “AI-driven cyber-attacks,” “artificial intelligence cyber threats,” “intelligent cyber 

threats,” “AI-based cyber threat landscape” 

Adversarial AI “adversarial machine learning cybersecurity,” “AI adversarial attack and defense,” 

“artificial intelligence security threats” 

Network attacks “AI network attack detection,” “intelligent network attacks,” “DDoS artificial 

intelligence defense,” “intrusion detection AI review” 

IoT and IIoT threats “AI cybersecurity IoT attacks,” “IIoT hybrid cyber threats AI,” “Industry 4.0 cyber 

threats artificial intelligence” 

Cyber threat intelligence “AI cyber threat intelligence,” “AI threat prediction cybersecurity,” “advanced 

threat intelligence AI” 

Emerging attack methods “fifth-generation cyber attacks AI,” “AI phishing,” “AI malware,” “AI multi-cloud 

cyber attacks” 

Defense and explainability “explainable AI cybersecurity,” “AI-driven cybersecurity research directions,” 

“machine learning cybersecurity solutions” 

 

Inclusion and Exclusion Criteria 

The inclusion criteria were that at least one of the following was discussed: AI-based cyberattack methods; AI-based cyber 

threat environments; adversarial machine learning or AI security threats; a review of AI in intrusion detection, IoT security, or 

Industry 4.0 cybersecurity; cyber threat intelligence with AI; or future directions for intelligent threat detection and prevention. 

Sources were excluded if they examined AI without a cybersecurity focus; cybersecurity without an AI or intelligent threat 

perspective; were not academically or analytically rich; were a duplicate of another source; or did not add to the review question. 

 

Data Extraction and Synthesis 

  The identified sources were thematically analyzed. We extracted the type of AI technique, cybersecurity area, attack 

method, the challenge for cyber defense, and the future direction. The results were distilled into a taxonomy of emerging cyber-

attack methods and organized into eight broad themes: AI-based social engineering, AI-based malware, adversarial machine 

learning (AML), intelligent network attacks, IoT and IIoT, Industry 4.0 and critical infrastructure attacks, cyber threat intelligence 

(CTI) misuse, and cloud or multi-cloud intelligent threats. 

 

III. DEFINING INTELLIGENT CYBER THREATS 

Intelligent cyber threats are cyber threats that leverage AI or AI-like technologies to enhance their success. These threats 

don't necessarily involve fully autonomous systems. Instead, cybercriminals often leverage AI to assist with specific phases of the 

attack process, such as target identification, profiling, messaging, vulnerability identification, evasion, or decision-making. 

Consequently, smart threats can be regarded as automated, adaptive, learning, and data-driven cyberattacks. 

Kaloudi and Li (2020) give one of the key conceptual frameworks for thinking about the AI cyber threat. They demonstrate 

that attackers can use AI to enhance the efficiency of cyberattacks, as well as generate new vulnerabilities in AI systems. Similarly, 

Guembe et al. (2022) view AI-based cyberattacks as emerging cyber threats that can enhance existing cyber threats through 
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automation, intelligence, and scalability. Arif et al. (2024) also highlight that AI can create new cyber threats, such as smart 

phishing, automated attacks, and learning attack techniques. 

Intelligent cyber threats are also linked to fifth-generation cyberattacks. Dangi et al. (2023) describe fifth-generation 

cyberattacks as sophisticated, multi-faceted, and intelligent attacks that can use AI and automation. They are typically fast, 

sophisticated, stealthy, and multi-environment/multi-system in nature. This makes them harder to detect with traditional signature- 

or rule-based security systems. 

Smart cyber-attacks differ from conventional attacks in a number of ways. First, they can be automated, limiting the human 

attacker's involvement. Second, they can be adaptive, modifying their behaviour based on defensive measures. Third, they can be 

targeted, leveraging information on victims to increase the chances of social engineering or exploitation. Fourth, they can be 

adaptive, evading detection by changing attack patterns. Fifth, they can be multi-faceted, affecting multi-faceted environments like 

IoT, industrial, and cloud computing. 

 

IV. CLASSIFICATION OF NEW AI-BASED ATTACK METHODS 

  One way to organize intelligent cyber threats is by attack method or cybersecurity domain. We have developed a taxonomy 

of new AI-based attack methods from the literature we reviewed (see Table 1). 

 

Taxonomy of Emerging AI-Driven Cyberattack Methods 

Attack category Description Example risks Supporting literature 

AI-enabled social 

engineering 

Use of AI to generate persuasive, 

personalized, or context-aware 

deception 

Phishing, business email 

compromise, 

impersonation, deepfake-

enabled fraud 

Arif et al. (2024); Guembe 

et al. (2022); Kaloudi and 

Li (2020) 

AI-enhanced malware Malware that uses AI-assisted 

evasion, adaptation, or targeting 

Polymorphic malware, 

intelligent ransomware, 

malware evasion 

Hu et al. (2021); Qiu et 

al. (2019); Zhang et 

al. (2022b) 

Adversarial machine 

learning 

Manipulation of AI models or 

inputs to cause misclassification 

or failure 

Evasion attacks, data 

poisoning, model theft, 

model inversion 

Hu et al. (2021); Qiu et 

al. (2019); Zhang et 

al. (2022a) 

Intelligent network 

attacks 

AI-supported attacks against 

network infrastructure and traffic 

flows 

DDoS optimization, 

intrusion, and botnet 

coordination 

Aljabri et al. (2021); Khalaf 

et al. (2019); Muneer et 

al. (2024) 

IoT and IIoT attacks Intelligent attacks targeting 

connected devices and industrial 

IoT systems 

Device compromise, 

botnets, hybrid cyber-

physical threats 

Abdullahi et al. (2022); Liu 

et al. (2024); Kallepalli and 

Chaudhry (2021) 

Industry 4.0 and smart 

infrastructure threats 

AI-enhanced attacks against 

industrial systems and smart 

environments 

Operational disruption, data 

theft, safety risks 

Bécue et al. (2021); De 

Azambuja et al. (2023); 

Lakhal et al. (2025) 

Cyber threat intelligence 

abuse 

Use of AI to collect, analyze, and 

weaponize threat intelligence 

Automated reconnaissance, 

target profiling, and attack 

planning 

Eke and Onyejegbu (2023); 

Reddy (2023); Trifonov et 

al. (2018) 

Cloud and multi-cloud 

intelligent threats 

AI-enabled attacks in distributed 

cloud environments 

Misconfiguration 

exploitation, lateral 

movement, and identity 

attacks 

Smith et al. (2025); Yaseen 

(2023) 

 

V. SOCIAL ENGINEERING AND PHISHING WITH AI 

  AI has a major impact on social engineering. In the past, phishing messages were typically impersonal, poorly written, and 

widespread. With AI, this is no longer the case as hackers can generate more authentic-looking messages. Generative AI and 

natural language processing can be used to create realistic-looking emails, text messages, fake chat support, fake invoices, and 

impersonation messages. Guembe et al. (2022) list AI-powered cyberattacks as an emerging threat in part due to the fact that AI 

can enhance deception and automate processes. Kaloudi and Li (2020) also demonstrate how AI can be used to improve 

cyberattacks through the automation and personalization of attacks. Arif et al. (2024) also describe AI-based cyber threats, such 

as attacks that leverage AI to enhance social engineering. 

 AI-powered phishing relies on trust. Threat actors can gather publicly available information from social media accounts, 

business websites, social media websites, leaked data, and previous hacking incidents to craft messages. These can mimic 

colleagues, managers, banks, vendors, or government agencies. In business email compromise attacks, AI could assist in creating 

email messages that match a victim's writing style, work environment, or job title. The threat is more serious when AI-written 

messages are paired with deepfakes. While not all spear phishing attacks involve deepfakes, the potential for AI-generated voice 

or video adds to the legitimacy of the request. For instance, a hacker might mimic a manager’s voice, asking for immediate help 

to change a password or make a payment. This suggests that AI-based social engineering is a human, social, technical, and trust 

problem, rather than just a technical one. 
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 To protect against AI-based social engineering, organizations need more than filters. The company needs to enhance 

awareness, verification processes, email authentication, anomaly detection, and reporting. Training will need to be updated as old 

signs of phishing may become less effective when AI-based messages are grammatically sound and contextually relevant. 

 

VI. AI-ENHANCED MALWARE AND EVASION 

 Malware is a core cybersecurity concern, and AI could enhance it. AI-powered malware can potentially leverage learning 

algorithms to learn to evade detection, adapt to its environment, choose targets, or alter its behaviour in response to various factors. 

Although many cyberattacks still use traditional methods to deliver malware, literature shows that AI may help deliver more 

evasive and adaptive malware (Hu et al., 2021; Kaloudi & Li, 2020; Qiu et al., 2019). 

  AI could be used to help malware avoid detection by altering its behavior or appearance. Malware is frequently detected 

using signatures, rules, and other indicators. Cybercriminals may use AI to generate and test variants of malware against security 

tools to find those that are undetected. Such automated evasion can help speed up malware creation. Another threat that may be 

made worse by AI is ransomware. AI might assist the attacker in identifying valuable files, determining encryption targets, 

automating negotiation communications, or determining targets based on potential payment ability. While AI is not necessary for 

ransomware, it can help ransomware attacks be more effective and targeted. 

 Hu et al. (2021) note that AI security encompasses threats to AI systems and adversarial use of AI in cybersecurity. Qiu et 

al. (2019) survey adversarial attack and defense techniques and demonstrate how AI systems can be manipulated by adversarial 

examples. This is relevant for malware, as adversarial attacks may be used to evade AI-powered malware detection. With advanced, 

AI-powered malware, cybersecurity must take a multi-pronged approach. Antivirus alone won't cut it. Companies should employ 

behavior-based detection, endpoint protection, sandboxing, threat intelligence, anomaly detection, and continually update their 

models. Explainable AI may also help explain why a file is a cyber-attack (Zhang et al., 2022a). 

 

VII. ADVERSARIAL MACHINE LEARNING AND ATTACKS AGAINST AI 

 A critical intelligent threat is adversarial machine learning. Adversarial attacks manipulate AI models by influencing inputs, 

training data, or model training. This is particularly a threat in cybersecurity as AI models are becoming more widely used for 

intrusion detection, malware analysis, phishing detection, fraud detection, and threat intelligence. Qiu et al. (2019) survey 

adversarial attack and defense technologies, demonstrating that AI models are susceptible to adversarial examples that result in 

incorrect predictions. Hu et al. (2021) discuss security threats and defense strategies of artificial intelligence, such as adversarial 

examples, poisoning attacks, model stealing, and privacy attacks. Zhang et al. (2022a) also highlight the importance of explainable 

AI in cybersecurity, suggesting that interpretability is required for better understanding and optimization of AI-based security. 

 Adversarial attacks can be of various kinds. In evasion attacks, an adversary alters malicious input to fool the model into 

thinking it is benign. For instance, malicious software may be modified to go undetected by a machine learning model. In data 

poisoning attacks, the attacker modifies training data to teach the model to make incorrect predictions. In model theft, an attacker 

tries to steal a model by making queries. In model inversion or privacy attacks, the attacker tries to recover information from the 

model. 

  These attacks are concerning because they attack the "shield". If companies heavily depend on AI-powered security 

solutions, attackers may target these solutions. This expands cybersecurity from network and application security to data, model, 

training, and AI decision-making security. To protect against adversarial machine learning, cybersecurity professionals need to 

develop models, test for adversarial attacks, ensure secure data and model pipelines, monitor model performance, and provide 

explainable model outputs. Cybersecurity professionals should consider machine learning systems as assets that need to be 

protected. 

 

VIII. SMART NETWORK ATTACKS AND DDOS 

 AI can also have an impact on network attacks. DDoS attacks, intrusions, botnet management, and network scanning are 

all opportunities for automation and decision-making. Khalaf et al. (2019) give an overview of AI and statistical learning 

techniques used in DDoS attack and prevention techniques, demonstrating that AI can play a role in the detection and analysis of 

DDoS attacks. AI may help the attacker by generating attack traffic, target selection, rate limiting evasion, or shifting attack 

patterns. Botnets can also become smarter when AI is used by the attacker to coordinate the infected devices, identify resources, 

or modify their strategies to avoid detection. This is particularly worrying in IoT networks where many poorly protected devices 

could be infected and used in DDoS attacks. 

 Aljabri et al. (2021) survey intelligent methods for detecting network attacks and discuss how to improve detection. Muneer 

et al. (2024) also critically review AI-based intrusion detection systems, noting the need for accuracy, scalability, and adaptability. 

These reviews demonstrate the fundamental role of AI in network security, but they also suggest that a new class of attacks may 

be able to evade intelligent systems. Network attacks in the future may be more polymorphic, automated, and use AI to assist in 

reconnaissance. As a result, network defenders will need to build intrusion detection systems that are resilient, explainable, 

adaptive, and that can detect new types of attacks. 

 

IX. IOT, IIOT, AND SMART ENVIRONMENT THREATS 

  IoT and IIoT systems are particularly susceptible to intelligent cyber attacks for several reasons: these systems involve a 

large number of devices, diverse technologies, poor security settings, and low computational power. Abdullahi et al. (2022) 

conduct a comprehensive review of AI techniques for detecting cybersecurity attacks in IoT, demonstrating the broad applications 
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of AI in detecting attacks in connected device settings. But the complexity that allows AI to be applied to IoT defense also affords 

opportunities for attack. 

 AI-powered cyberattackers can automate attacks to discover vulnerable IoT devices, determine device types, take advantage 

of default credentials, or hack devices for botnet operations. IoT devices can be used for DDoS, data exfiltration, spying, or as 

pivot points. Kallepalli and Chaudhry (2021) explore smart security for IoT and smart environments, noting the need for advanced 

cyberattack detection using AI. IIoT environments add risks because threats can impact industrial processes, manufacturing, or 

safety. Liu et al. (2024) provide a review of hybrid cyber threats modeling and detection with AI in IIoT, and demonstrate that 

threats in the industrial sector are hybrid in nature. In such environments, smart threats might tamper with sensor data, interfere 

with control systems, or attack machine-to-machine communication. 

 Other threats come from smart agriculture. Ali et al. (2024) provide a review of AI in cybersecurity for smart agriculture, 

including cyber threats, AI applications, and ethical considerations. With increasing reliance on sensors, drones, smart irrigation, 

and data platforms, AI-driven cyber attacks may target food production systems, supply chains, or data. With the emergence of 

IoT and IIoT, smart cyber threats are no longer confined to computers and servers. They now impact physical and smart systems 

and services. 

 

X.INDUSTRY 4.0, SMART GRIDS, AND CRITICAL INFRASTRUCTURE 

 Industry 4.0 is a term that refers to automation, robotics, industrial Internet of Things (IoT), cloud, data analytics, and smart 

manufacturing. These enhance efficiency, but also open cybersecurity vulnerabilities. Bécue et al. (2021) discuss AI, cyber threats, 

and Industry 4.0, and explore the benefits and challenges of AI in industrial cybersecurity. De Azambuja et al. (2023) also provide 

an overview of AI-based cybersecurity in Industry 4.0 and the need to secure industrial networks. Cyber threats in Industry 4.0 

using AI may affect manufacturing lines, industrial control systems, sensors and robots, supply chain systems, and operational 

technology networks. Industrial attacks can lead to physical damage, product damage, injuries, or environmental degradation, 

which are not typical effects of cyber-attacks on information systems. So, intelligent threats are particularly concerning in 

manufacturing, energy, transportation, and utilities. 

 Intelligent threats apply to smart grids, too. Lakhal et al. (2025) explore the latest smart grid cybersecurity and describe 

operational technology cyber threats, AI-based cybersecurity, cyber deception, and novel security measures. Smart grids rely on 

communication networks, sensors, control, and data. Cyber threats using AI could target demand-response, monitoring, or field 

devices, or attack operational technology. Defending critical infrastructure goes beyond IT infrastructure. It requires holistic 

information technology, operational technology, physical safety, supply chain, and regulatory governance security. AI can help to 

defend this infrastructure, but it can also be used to identify attack paths, vulnerabilities, and execute attacks. 

 

XI.MALICIOUS USE OF CYBER THREAT INTELLIGENCE AND RECONNAISSANCE 

 Cyber threat intelligence is typically used by security professionals to gain insight into adversaries, vulnerabilities, 

indicators of compromise, and other threats. But AI can also be used by cyber criminals to collect and analyze intelligence. 

Trifonov et al. (2018) talk about the use of AI in cyber threat intelligence, and demonstrate how AI can be used to gather and 

analyze threat intelligence. Eke and Onyejegbu (2023) also discuss using AI in cyber threat intelligence using bibliometric and 

systematic reviews. 

 AI can support reconnaissance from an attacker's viewpoint, gathering open-source intelligence, discovering vulnerable 

assets, leaks, and credentials, profiling and reverse engineering organizations' structures, and targeting. AI can automate the 

analysis of large volumes of data from websites, social media, job postings, codebases, data breaches, and technical manuals. This 

helps target high-value assets and tailor attacks. Reddy (2023) addresses next-gen threat intelligence based on AI to predict and 

thwart cyber-attacks. Although this is a defensive perspective, a similar capability could be used by the adversary. This technology 

could be used for both defensive and offensive purposes, so organizations need to assume adversaries could use automated 

intelligence collection to inform attacks. So defenders should manage their external attack surface, limit the public profile of their 

systems, maintain good password practices, and defensively consume threat intelligence. These should also educate their staff to 

recognize how public information may inform specific attacks. 

 

XII.INTELLIGENT THREATS TO CLOUD AND MULTI-CLOUD 

 The cloud has become an essential part of most organizations, but it also presents a security challenge. Multi-cloud 

deployments are especially challenging to secure due to involving multiple providers, identity services, APIs, workloads, 

configurations, and monitoring platforms. Smith et al. (2025) provide an overview of AI-based attacks inmulti-cloud environments 

and explain how AI-powered cyberattacks are emerging to take advantage of the complexity of multi-cloud environments. 

 Threat actors could use AI to automate the discovery of misconfigured storage or APIs, identity issues, or privileged 

accounts. They may also leverage AI to map the cloud infrastructure and identify attack paths or to bypass cloud-native security 

tools. In hybrid cloud environments, a lack of uniform security policies may open the door to smart attacks. Yaseen (2023) refers 

to AI-based threats and threat detection as a cybersecurity revolution. This approach is needed because of the amount of data 

produced in cloud environments and the need for speedy detection. But the complexity and volume of data that make AI beneficial 

for cloud security also open the door to attacks using AI-enabled reconnaissance and exploitation. To protect cloud and multi-

cloud environments from intelligent threats, it's important to have effective identity and access management, continuous 

configuration monitoring, cloud security posture management, API security, threat intelligence, and automated response with 

human oversight. 
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XIII.CYBERSECURITY DEFENSE IMPLICATIONS 

 The emergence of intelligent cyber threats has a number of implications for cybersecurity. First, companies need to move 

from reactive to adaptive and proactive cybersecurity. Static rule-based approaches may struggle to defend against ever-evolving, 

adaptive, and personalized attacks that target AI models. Therefore, the AI-powered defense should be based on learning, anomaly 

detection, and response. Second, explainability is essential. Explaining AI systems in cybersecurity is crucial, as highlighted by 

Zhang et al. (2022a). Without explanations for AI-generated alerts, users might have difficulty understanding and responding. 

Explainable AI can assist security analysts with understanding and explaining system behavior, troubleshooting attacks, and 

increasing trust in AI systems. 

  Third, adversarial resilience is required for cyber defense. Cybersecurity systems with AI should be evaluated for evasion, 

poisoning, and manipulation. Enterprise systems should track model performance, secure training data, feature extraction, and 

inference systems. This is particularly the case for intrusion detection, malware detection, and fraud prevention. Fourth, humans 

are still needed. AI can be used to detect and assist in responding, but it can't completely take over. Humans are needed to interpret 

alarms, put them into context, determine their impact on the business, and make moral judgements. Sarker et al. (2021) suggest 

that using AI in cybersecurity needs security intelligence modeling and research opportunities, and AI needs to be coupled with 

other security processes. Fifth, businesses need to enhance cybersecurity governance. Smart threats impact technology, people, 

processes, and policies. Defending against such threats requires incident response, user awareness, vendor risk mitigation, data 

security, cloud security, and risk monitoring. 

 

XIV.RESEARCH GAPS 

 Despite growing research on AI and cybersecurity, a number of research gaps exist. First, much of the research is on the 

use of AI for cybersecurity rather than by adversaries. Although defensive AI is crucial, there is a need for research on the use of 

AI by an adversary in the cyberattack lifecycle. These are reconnaissance, weaponization, delivery, exploitation, persistence, 

evasion, and impact. Second, there is little empirical evidence on the potential effects of AI-based cyberattacks. Numerous analyses 

are theoretical or speculative. Researchers should make clear what is an attack (already achieved) versus what is plausible and 

what is speculative. This will prevent over- and under-estimation of the risks of AI. 

 Third, there should be more research on machine learning attacks in cybersecurity. Research in the lab demonstrates that 

AI models can be fooled, but more research is required on how these attacks transpire in practice during cybersecurity operations 

and how enterprises defend against them. Fourth, more research is needed, specific to IoT, IIoT, smart agriculture, smart grids, 

and multi-cloud. Intelligent attacks in these environments may be different from other IT systems due to the presence of physical 

processes, distributed systems, and safety issues. Fifth, explainability has yet to be achieved. AI-based detection systems need to 

make accurate decisions and explain their reasoning in a way that is easy to comprehend. Researchers should consider explainable 

AI in terms of usefulness, not just interpretability. 

 Finally, there is a need for more research on the ethical and governance issues. Cyber threats powered by AI pose challenges 

in responsible AI development and use, dual-use research, automated cyber defense, surveillance, privacy, and accountability. 

Such questions need to be addressed through interdisciplinary research that integrates computer science, law, ethics, management, 

and public policy. 

 

XV. FUTURE DIRECTIONS 

Design of Robust AI-based Systems 

 Cyber security systems of the future must be robust to adversarial attacks. This means training on robust data, adversarial 

training and testing, secure data, model monitoring, and techniques that mitigate the risk of evasion and poisoning. AI systems 

should be considered as key security resources. 
 

Explainable AI for Security 

 Explainable AI should be a focus for security. Security analysts must understand why a system detected a file, user, network 

connection, or application as suspicious. Interpretable results can enhance trust and prevent alert fatigue, and can aid in the 

investigation process (Zhang et al., 2022a). 
 

Human-AI Collaboration 

 The key to future cybersecurity will be effective human-AI collaboration. AI can ingest data, but humans can contextualize, 

creatively solve problems, set goals, and make ethical decisions. Human behaviour in using AI systems and processes for avoiding 

over-reliance should be investigated. 
 

AI-Enabled Threat Hunting 

 Threat hunting should more widely leverage AI to detect obscure patterns and subtle indicators of activity. But threat 

hunting should also be aware of how adversaries might use AI. Look for indications of automated scanning, AI phishing, dynamic 

malware, and manipulation. 
 

AI Supply-Chain Security 

 As businesses use AI tools, AI supply chains will be security-critical. Models, data sets, libraries, application programming 

interfaces (APIs), or other AI services may expose vulnerabilities. Researchers should focus on the security of AI supply chains, 

the transparency of models and data, and the trustworthiness of vendors. 
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Intelligent Threat Research for Different Sectors 

  For example, more research is required for intelligent attacks in the healthcare, finance, education, energy, agriculture, 

smart cities, and industrial sectors. These sectors have unique vulnerabilities, risks, regulations, and motivations for attack. In-

depth research for each sector can lead to useful mitigation strategies. 

 

XVI. RECOMMENDATIONS 

The literature reviewed makes the following recommendations: 

1. Companies should refresh threat modelling to consider AI attacks. Threat models should include automated scanning, AI-

created social engineering, smart adversarial machine learning, and smart evasion of malware. 

2. Defenders should improve detection capabilities. Behavioral, anomaly-based, threat intelligence, and monitoring are needed to 

detect smart threats. 

3. Machine learning cybersecurity solutions should be evaluated for attacks. Detectability for evasion, poisoning, drift, and 

manipulation. 

4. Companies should bolster user verification. Since social engineering can be improved with AI, critical actions such as 

payments, password resets, and approvals should be well-verified. 

5. The security of the cloud and IoT should be prioritized. These environments offer unique attack surfaces and are ideal targets 

for autonomous and smart attacks. 

6. Explainability should be considered when procuring AI. Systems ought to provide security analysts with evidence and 

explanations. 

7. AI threats should be covered in cybersecurity training. Users and security analysts should be aware of how AI impacts phishing, 

impersonation, malware, and threat detection. 

8. Policies must deal with dual-use AI. Companies should establish guidelines for AI use, data access, data handling, and incident 

response for AI systems. 

 

XVII. CONCLUSION 

 Cyber threats are evolving with the use of artificial intelligence towards becoming more automated, adaptive, sophisticated, 

and stealthy. Smart cyber threats include AI boosted social engineering, AI-powered malware, adversarial machine learning, 

intelligent network attacks, IoT and IIoT attacks, Industry 4.0 attacks, cyber threat intelligence misuse, and intelligent attacks in 

the cloud. These are not new threats, but rather they amplify and mutate existing cyber risks. 

 The literature review reveals AI has a two-fold impact on cybersecurity. On one hand, it enhances security by facilitating 

detection, prediction, automation, and response, but on the other, it gives a boost to cyber adversaries in reconnaissance, deception, 

evasion, and exploitation. This means that cyber security approaches need to change. Security practitioners need to protect not just 

networks, systems, and data, but also AI models, data used to train models, algorithms, and automated decision-making. 

  Cyber security in the future will demand adversarial resilient AI, explainable cybersecurity, human-AI collaboration, 

industry-specific research, AI supply-chain security, and improved governance. Smart attacks will increase as AI technologies 

become more widespread and the cyber world becomes more sophisticated. Those who anticipate and plan for AI-powered cyber 

attacks will be better equipped to develop robust, adaptable, and secure cybersecurity solutions. 
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