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Abstract: Around the country, medical files sit scattered, held separately by hospitals, clinics, and diagnostic labs, with no central link
between them. Because of this separation, doctors often lack full details when making decisions. Duplicate lab work becomes common, care
slows down, and mistakes creep in more easily. At the core of HealthLockr is a digital record built around the individual, giving patients
ownership of their own information. Access happens only when permission is clearly granted by the person involved. To prevent mismatched
identities, the platform checks against Aadhaar linked verification. Providers can view records temporarily, under timed windows set per visit.
Starting with a foundation of current web tools such as Next.js, Node.js, Express.js, and PostgreSQL, HealthLockr emphasizes ease of use,
strong protection, and scalability. This paper outlines how the system was structured, implemented, and secured while demonstrating its
relevance within India’s evolving digital healthcare ecosystem
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I. INTRODUCTION

Across Indian healthcare facilities such as hospitals, clinics, and laboratories, medical records typically remain isolated in
standalone systems. One clinic’s files rarely communicate with another’s, causing a patient’s medical history to fragment across
locations. When patients switch doctors, prior test results or treatment records are often unavailable. As a result, physicians are
forced to operate with incomplete information or repeat previously conducted tests.

This fragmentation slows care delivery and introduces risk. Time is lost retrieving historical data, and missing details such
as allergies or chronic conditions can lead to incorrect decisions. Although digital health systems are widespread, interoperability
remains limited. Patients usually lack visibility and control over how their data is accessed or shared.

Health Lockr addresses these concerns by shifting data ownership to patients. It provides an encrypted digital space where
individuals store their medical records and selectively grant access. This model supports transparency while maintaining privacy,
ensuring that sensitive information remains under the patient’s direct control.

I.PROBLEM STATEMENT AND OBJECTIVES
A. Problem Statement
Medical records in India are stored across independent systems operated by hospitals and clinics. These silos prevent
seamless sharing of information across providers. As a result, patients frequently undergo duplicate diagnostic procedures,
increasing costs and delaying treatment. Privacy risks rise when data moves without transparent oversight. Patients are often
unaware of who accesses their records or for what purpose, leading to erosion of trust.

B. Obijectives
The primary objectives of HealthLockr are as follows:

* To design a secure web based platform for managing electronic health records

* To implement Aadhaar based OTP authentication without storing Aadhaar numbers
* To allow patients to upload and manage health data in a unified system

* To ensure healthcare providers access records only with explicit, time bound consent
* To maintain transparency through audit logs and role based access control

* To enable future compatibility with national digital health initiatives
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II.LITERATURE REVIEW

Various electronic health record systems exist globally, often functioning effectively within single hospitals or regional
networks. However, interoperability across organizations remains a challenge due to technical and administrative barriers.

Blockchain based solutions have been explored to enhance security and immutability of health records. While secure, such
systems require substantial computational resources, limiting their feasibility in regions with constrained infrastructure.

Research also highlights the importance of identity verification and access control mechanisms. Strong authentication
improves security but can reduce usability. Many systems prioritize institutional requirements over patient autonomy.
HealthLockr distinguishes itself by emphasizing patient consent while maintaining usability and scalability, aligning with
healthcare workflows in Indian clinical settings.

IV.SYSTEM ARCHITECTURE AND METHODOLOGY
A. System Overview
HealthLockr follows a three tier architecture consisting of presentation, application, and data layers. Users are categorized
as patients, doctors, or administrators, with access governed by predefined roles enforced at the application level.

B. Patient Workflow

Patients register using Aadhaar linked OTP authentication. Upon verification, they can upload medical documents such as
lab reports and prescriptions. Access to these records is granted to doctors through time limited permissions. All access events are
recorded in audit logs viewable by the patient.

C. Doctor Workflow

Doctors authenticate using secure credentials. They can access patient records only after receiving explicit consent.
Emergency access protocols allow limited viewing under strict logging and accountability. Every access attempt is time stamped
and recorded.

D. System Implementation

The frontend is built using Next.js for responsive user interfaces. The backend uses Node.js and Express.js to manage
authentication, consent, and record handling. PostgreSQL serves as the primary database. Secure communication is enforced via
HTTPS, and role based access control is implemented through middleware.

E. Tools and Technologies

Frontend: Next.js

Backend: Node.js, Express.js

Database: PostgreSQL

Authentication: Aadhaar OTP

Security: HTTPS, Role Based Access Control
Version Control: Git and GitHub
Deployment: Vercel

V.APPLICATIONS AND ADVANTAGES
A. Applications
HealthLockr can be used in outpatient clinics, hospitals, emergency departments, and telemedicine platforms. It supports
chronic disease management and healthcare research. Public health analysis can also benefit from aggregated, anonymized
insights.

B. Advantages
Patients retain ownership of their medical records. Doctors gain faster access to complete histories, reducing redundant
tests. Care coordination improves, and digital integration becomes smoother across healthcare settings.

VI.LIMITATIONS
Manual data entry is currently required. Direct integration with hospital information systems has not yet been implemented.
Limited digital literacy and poor connectivity in rural areas may affect adoption.

VIL.SECURITY AND PRIVACY ANALYSIS
HealthLockr verifies identity using Aadhaar OTP without storing Aadhaar numbers. Access is strictly consent driven and
time bound. Data transmission is secured using HTTPS, and data at rest is protected through database level safeguards. Role based
permissions limit access scope, and audit logs ensure traceability.

VIII.PERFORMANCE EVALUATION
Testing under simulated workloads showed stable performance. Response times remained suitable for clinical
environments. Consent validation introduced minimal latency, and expired permissions automatically blocked access. Audit logs
scaled reliably under moderate usage.
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IX.COMPARATIVE ANALYSIS
Traditional EHR systems prioritize institutional ownership of data. HealthLockr shifts control to patients. Unlike
blockchain heavy solutions, it achieves security through efficient encryption and access control mechanisms, making it suitable
for resource constrained environments.

X.ETHICAL AND REGULATORY CONSIDERATIONS
Patient autonomy is central to HealthLockr. All access is consent based and reviewable. Emergency access is logged
transparently. The system aligns with Indian digital health regulations and privacy standards.

X1.DISCUSSION
HealthLockr demonstrates that patient controlled electronic health records can be implemented using existing web
technologies. Consent driven access minimizes unnecessary data exposure while preserving usability and scalability.

XI1.CONCLUSION AND FUTURE WORK
HealthLockr presents a secure and patient centric approach to managing electronic health records in India. Aadhaar based
authentication ensures identity accuracy without compromising privacy. Future work includes deeper encryption mechanisms,
automated hospital integrations, multilingual support, and advanced analytics on anonymized data.
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