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I. INTRODUCTION 
  With their ability to support a wide range of applications in precision farming, industrial automation, healthcare analytics, 

environmental monitoring, and large-scale smart city ecosystems, wireless sensor networks, or WSNs, have emerged as a 

fundamental element of contemporary intelligent systems[1-3]. As these networks continue to expand in spatial distribution and 

upscaling, they require communication infrastructures capable of delivering low latency, high bandwidth, and robust resilience 

against upcoming cyber threats [4-5]. Parallelly, the rapid advancemments in quantum computing has brought in new long-term 

risks in existing cryptographic mechanisms, which leads to greater interest in security approaches that remain robust even in the 

presence of quantum-capable adversaries [6-7]. 

  Fifth-generation (5G) cellular networks have emerged as a encouraging facilitatitor for next-generation WSNs. Features 

such as ultra-reliable low-latency communication (URLLC), massive machine-type communication (mMTC), and enhanced 

mobile broadband (eMBB) align closely with the operational requirements of large-scale sensor deployments [8-10]. By enhancing 

spectral efficiency and reducing per-hop delay, 5G-assisted WSNs can significantly improve communication performance while 
enabling computation decentralization to edge servers, which helps in reducing the processing burden on constrained sensor nodes 

[11]. These features are especially beneficial in real-time monitoring systems—such as industrial control, disaster prediction, and 

remote medical sensing—where delay in communication and reliability are the deciding factors of system stability. 

  The enhancement of performance factors alone, however, do not fully address the security demands of modern WSNs. 

Many deployments manage sensitive or mission-critical data, making them susceptible to attacks such as eavesdropping, data 

manipulation, replay attacks, and key exhaustion [12]. Over and above, the advancement of large-scale quantum computers 

threatens traditional public-key cryptosystems; algorithms such as RSA and elliptic curve cryptography are predicted to be 

vulnerable to quantum assaults based on Shor’s algorithm [13,14]. Consequently, the usage of quantum-resilient or 

quantum-secure communication mechanisms has become an important constraint for long-lived WSNs expected to operate well 

into the quantum computing era [15]. 

 Quantum Key Distribution (QKD) represents one of the best approaches for achieving information-theoretic secure key 

exchange in distributed networks. By taking advantrage of the physical properties of quantum states and the no-cloning principle, 
QKD allows the establishment of symmetric keys whose integrity can be verified through measurable disturbances in the quantum 

channel, observed as the Quantum Bit Error Rate (QBER) [16,17]. Latest advancements in QKD implementation for IoT and low- 

power wireless systems have showcased its potential for secure communication even in resource-constrained environments 

[18-21]. 
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 This research work is baesd on simulation studies and explores a comprehensive hybrid architecture that integrates 5G 

communication capabilities with QKD-based secure key management for WSNs. In this detailed study, refined models are 

incorporated for 5G-assisted latency behaviour, QKD timing overheads, and QBER variation under different channel noise 

conditions. Using reproducible Python-based simulations, the study analyses key performance indicators—including latency, 
Packet Delivery Ratio (PDR), energy consumption, bandwidth variation, and QBER stability—across multiple network 

configurations. 

  The results indicate that 5G integration substantially reduces delay in communication and improves bandwidth utilisation, 

while QKD improves stable security properties even under controlled quantum noise fluctuations. Comparative analysis against 

classical routing baselines such as LEACH and MULE further shows that the hybrid architecture delivers lower latency and more 

reliable secure communication without imposing impossible energy costs. The observations collectively point to the potential of 

5G- enabled, QKD-secured WSNs as a viable foundation for future quantum-safe IoT deployments, smart urban infrastructures, 

and mission-critical monitoring environments. 

 

II. RELATED WORK 

 Over the last decade, Wireless Sensor Networks (WSNs) have evolved substantially, guided by state of art communication 

technologies, edge computing with intelligent processing capabilities, and sophisticated encryption methods. Conventional WSN 
designs mainly utilized energy-efficient radio systems and basic key based security protocols that were appropriate only for 

limited-scale implementations. However, as sensor-based applications grew in scale, complexity, and data sensitivity, these 

traditional methodologies exposed fundamental weaknesses, especially in case of latency, effective bandwidth utilization, and 

enhanced security robustness. In response to these challenges, several recent research have explored improved routing strategies, 

clustering algorithms, and energy-conscious communication protocols, with established frameworks like LEACH and MULE 

remaining valuable benchmarks for evaluating system performance [1-3]. 

 Fifth-generation (5G) wireless technology has empowered the WSN systems to upscale yet, to communicate with each other 

with smaller delay. Research on IoT architectures using 5G technology shows that combining ultra-reliable low-latency 

communication (URLLC) features with enhanced mobile broadband (eMBB) capabilities can greatly cut down on end-to-end 

transmission delay while still thinking for large-scale device deployments [4]. 

 Furthermore, research shows that offloading processing tasks to edge computing platforms in 5G networks is a better 
approach. This allows some of the load off of sensors with limited resources and enables them as more energy-efficient when they 

are running for a long time [5]. These studies show that 5G technology can help solve many of the connectivity problems that 

have always been a problem for wireless sensor networks (WSNs). 

 At the same time, the possible advent of quantum computing attacks has made scientists more concerned about the future 

safety of WSNs. Commonly used public-key encryption techniques in sensor networks, such RSA, ECC, and hybrid key-exchange 

protocols, could be attacked with Shor's algorithm, which means we need quantum-resistant cryptographic methods right away. 

Recent academic research on quantum-secure IoT frameworks emphasizes Quantum Key Distribution (QKD) as a possible method 

for future secure communications, particularly because any attempts at eavesdropping result in identifiable abnormalities in the 

Quantum Bit Error Rate (QBER)[6-8]. Present QKD implementations illustrate that secure key formation can be sustained even 

amidst real-world interference, hence augmenting QKD's feasibility for integration with conventional wireless communication 

systems [9]. 

 Apart from these developments, several hybrid architectures have been proposed to combine classical wireless 
communication with quantum security primitives. Early conceptual models primarily explored feasibility, whereas more recent 

approaches examine detailed system-level integration aspects, such as quantum channel noise modelling, multi-hop quantum relay 

strategies, and the interaction between latency and security overhead ¹⁰. Despite these advancements, relatively few studies address 

The combined role of 5G and QKD in WSNs. Prior IoT-oriented QKD works often assume idealised network conditions or 

focus narrowly on key-management processes, without evaluating bandwidth utilisation, packet-delivery behaviour, or per-round 

latency trends under realistic constraints [11-12]. Similarly, several 5G-enabled WSN simulations emphasise performance 

improvements while omitting quantum-safe key establishment or QBER-driven security analysis. 

 The gaps identified in existing literature emphasise the need for a combined evaluation of sensor communication that can 

manage a parallel framework for 5G-assisted performance and QKD-enabled security. The present study attempts to map this need 

by integrating 5G latency, bandwidth capacity, and edge-processing merits with a lightweight QKD model optimised for WSN 

schemes. Built upon two simulation phases, the work extends earlier LEACH and MULE baselines with updated 5G–QKD 
experiments and consolidated performance analysis across multiple key perfromance indicators—including Packet Delivery Ratio 

(PDR), energy consumption, latency, bandwidth, and QBER stability. By fixing the research in reproducible and empirically 

validated simulations, the study aims to bridge the gap between theoretical quantum-secure architectures and practical deployment 

considerations for future large-scale WSNs. 

 

III. PROPOSED HYBRID 5G–QKD INTEGRATED WSN ARCHITECTURE 

 The proposed system integrates the harmonious strengths of fifth-generation (5G) communication technologies and 

Quantum Key Distribution (QKD) to manage a secure, energy-aware, and latency-optimised Wireless Sensor Network (WSN). 

This hybrid architecture is build upon earlier simulation models developed in phase one and interates the extended quantum-

security and 5G-performance benefits introduced in the second phase. At a high level, the design focuses on three central 

objectives: maintaining quantum-resilient security, retaining communication latency low all the time, and preserving the limited 

energy resources of sensor nodes. 
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Figure 1: Proposed 5G–QKD Integrated WSN Architecture 

 

 This figure illustrates the integrated 5G/QKD communication workflow, focusing on uplink/downlink connectivity, edge-

server processing, and QKD-based secure key exchange between sensor nodes and the base station. 

 At the architectural core, the system endorses a clustered WSN topology in which sensor nodes periodically generate 

environmental or event-driven data. These nodes forward their sensed information to cluster heads or directly to the base station, 

depending on the routing model in use. While traditional frameworks such as LEACH and MULE [1-3] provide energy-efficient 
mechanisms for data aggregation and relay, they are inadequate in communication bandwidth and long-term security measures 

required for emerging deployment scenarios. The integration of 5G uplink and downlink channels directly addresses these 

Limitations by offering better spectral efficiency, reduced per-hop delay, and support for real-time edge processing [4-5]. 

 The second major improvement—QKD—works alongside the classical communication layer to provide information-

theoretic secure key generation. In standard wireless sensor network installations, symmetric keys require frequent renewing to 

reduce cryptanalytic risks, whereas public-key protocols used for key distribution are vulnerable to potential quantum assaults. 

Embedding a lightweight QKD module within the communication workflow ensures that every round of data transmission is 

protected using secret keys established through quantum-state exchange. Any eavesdropping attempt introduces measurable 

disturbances in the Quantum Bit Error Rate (QBER), enabling early detection of interception and strengthening the resilience of 

the network [6-9]. 

 Interaction between the classical and quantum layers is arranged through the 5G infrastructure. Edge servers deployed 
within the 5G network perform computational offloading, improving efficiency, while QKD manages secure key communication 

between sensor nodes and the base station. Although QKD introduces a modest per-round delay—dependent on channel stability 

and noise conditions—the low-latency characteristics of 5G help overcome this overhead. Eventually, even under moderate QBER 

conditions, the combined system maintains communication delays suitable for real-time or near-real-time sensor applications 

[10-12]. 

 

 
Figure 2: Simulation Workflow 

 

 The complete simulation workflow is summarized in Figure 2, which outlines the JSON-driven execution pipeline, per-

round 5G and QKD event simulation, and CSV aggregation.To more precisely mirror practical deployment constraints, the 

architecture also models the energy implications of integrating QKD and 5G communication. While quantum key generation 
carries extra processing overhead, this impact is reduced through periodic batching of QKD rounds and by transferring intensive 

tasks to edge servers. In addition, even though 5G transmissions use more energy per bit than conventional low-power radios, the 

larger bandwidth and diminished retransmission rate decrease the total energy expenditure across the network. 
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 The hybrid design frames 5G not only as a high-performance communication medium but also as the foundational 

framework for feasible quantum-secure wireless sensor networks (WSNs). The integrated architecture highlights the integration 

of classical and quantum technologies within the constraints of low-power distributed systems, providing a feasible approach to 

secure, scalable, and futuristic IoT infrastructure. 
 

IV. METHODOLOGY 

 The methodological framework used in this study was developed in two distinct phases: an initial simulation design 

implemented before the third Doctoral Committee review, followed by a refined and substantially expanded simulation pipeline 

incorporating 5G performance modelling and quantum-safe security through QKD. This two-stage structure reflects both the 
evolution of the research and the deliberate strengthening of the experimental design in response to committee feedback. Across 

both phases, the updated methodology emphasises three principles—reproducibility, controlled parameter variation, 

and Multiphase experimentation—all of which are essential for evaluating the feasibility of hybrid 5G–QKD Wireless Sensor 

Networks. 

 The simulation environment was implemented entirely in Python, using lightweight behavioural models to represent WSN 

operation over multiple communication rounds. Each round replicated a classical data-gathering cycle characteristic of clustered 

sensor networks, closely aligned with earlier LEACH- and MULE-based studies [1-3]. To maintain coherence with the pre-review 

work, the extended implementation preserved the original metrics—latency, Packet Delivery Ratio (PDR), Secure-PDR (SPDR), 

energy consumption, and bandwidth—while introducing new quantum-security metrics such as the Quantum Bit Error Rate 

(QBER) and QKD timing overhead. These additions enabled a unified comparison between classical and quantum-enhanced 

scenarios within a single experimental framework. 

 A structured JSON configuration file defined all simulation parameters, including node count, number of rounds, QBER 
noise levels, uplink and downlink latency values, jitter, bandwidth, and random-seed values for reproducibility. This design choice 

simplified experimentation by allowing identical configurations to be rerun for validation or selectively modified for sensitivity 

analysis. As recommended during the third review, the codebase was modularised into dedicated components, separating the QKD 

subsystem into qkd_module.py and developing an enhanced log-parsing and CSV generation tool (log_to_csv.py). This modular 

pipeline supported the conversion of raw logs into structured datasets suitable for aggregation, comparative analysis, and figure 

generation. 

 A key methodological enhancement involved the modelling of 5G behaviour within WSN constraints. Rather than relying 

on abstract assumptions, the simulation incorporated realistic uplink, downlink, and edge-processing delays, along with 

configurable jitter to represent fluctuations common in cellular communication. Prior studies on 5G-enabled IoT and URLLC 

behaviour indicate that such factors can have a measurable influence on end-to-end latency [4-6]. In accordance with these insights, 

the simulation added the computed 5G latency to each communication round, adjusted bandwidth according to the active 
communication mode, and evaluated network performance both with and without 5G assistance. 

 The QKD component functioned as an independent quantum-secure key-generation subsystem interfacing with the classical 

communication flow. Based on channel-noise parameters, the QKD module generated a per-round QBER value and an associated 

QKD processing delay. Although simplified, this implementation was designed to reflect behaviour commonly reported in QKD–

IoT experiments, where QBER remains stable under moderate noise conditions but rises sharply under adversarial interference or 

increased channel loss[7-10]. The resulting QKD parameters were incorporated directly into the simulation output, ensuring 

compatibility with the CSV parsing pipeline and enabling joint analysis of classical and quantum-security metrics. 

 To evaluate the proposed architecture thoroughly, the simulation was executed across multiple QBER noise levels (0.00– 

0.03), node densities of 30, 50, and 100 nodes, and both 5G and non-5G communication modes—mirroring configurations used 

during the initial pre-review experiments. Each simulation produced detailed logs that were parsed, aggregated, and visualised to 

create the core performance figures presented in later sections: latency vs. QBER, energy vs. QBER, and PDR vs. QBER. 
Following MDPI guidelines, each figure is inserted within the corresponding results subsection where it is discussed. 

 

V. EXPERIMENTAL SETUP 

 

  

 

 

 

 

 

 

 
 

 

 

 

 

 

 
Figure 3: Experimental Setup 
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 The experimental evaluation of the proposed 5G–QKD integrated Wireless Sensor Network architecture was conducted 

using a fully reproducible Python-based simulation environment. This environment evolved across two phases of the research, 

eventually forming a stable and extensible codebase which is able to model latency dynamics, QKD timing behavior, classical 

routing baselines, and QBER variation under controlled noise. Although the simulations run entirely on classical computing 
hardware, the framework incorporates lightweight quantum-behavior models that reflect the governing principles of QKD as 

reported in recent studies [1-3]. By keeping away idealized assumptions and accepting parameter-driven execution, the 

experimental design aims to mirror the practical constraints that are typical of low-power sensor deployments. 

 

VI. RESULTS AND DISCUSSION 

 The performance of the hybrid 5G–QKD Wireless Sensor Network was evaluated across multiple dimensions, including 

latency, Packet Delivery Ratio (PDR), energy consumption, bandwidth utilization, and QBER stability. The analysis integrates the 

earlier pre–third DC baseline simulations with the expanded post–third DC experiments, enabling a comprehensive comparison 

between classical LEACH/MULE routing and the proposed 5G–QKD architecture. The following subsections synthesise these 

results and examine how 5G connectivity and QKD-based security influence the behavior of resource-constrained WSNs. 

 

6.1 Latency Behavior With 5G and QKD 
 Latency is one of the most important performance measures for new sensor-network applications, especially those that need 

to respond quickly or are vital to safety. In classical WSN deployments, latency is usually higher because of inefficiencies in multi-

hop routing, restricted bandwidth, and higher retransmission costs. 5G, on the other hand, has a lot less uplink/downlink delay, 

better spectral efficiency, and less control-plane overhead [1–3]. 

 The simulation findings consistently demonstrated that 5G-enabled nodes attained significantly reduced per-round latency 

compared to their non-5G counterparts across all evaluated QBER configurations. The baseline latency in traditional mode stayed 

between 0.065 and 0.070 seconds, whereas 5G-assisted configurations stayed between 0.050 and 0.055 seconds. Even with the 

QKD processing overhead of about 5ms per round, the end-to-end latency was still much lower than in standard WSN situations. 

 As expected, QBER had no effect on latency. The timing of QKD is mostly based on the procedures of exchanging photons, 

sifting, and reconciling, not on the size of the error rate. This finding is in line with prior research on QKD performance, which 

show that key generation times stay steady even when there is significant noise [4–5]. The latency stayed stable and well within 
real-time limits in the evaluated QBER range (0.0–0.010). 

 

 

 

 

 

 

 

 

 

 

 
 
 

Figure 4: Latency vs QBER across 5G and Non-5G Modes 

 

 The figure clearly displays the difference in latency curves for 5G and non-5G setups, which shows that 5G has 

unobvious advantage in terms of low latency. Even with small changes in QBER, latency in the 5G-enabled option stays 

consistently lower. This shows that the hybrid architecture is good for deployments that need low latency, such industrial IoT and 
telemedicine. 

 

6.2 Energy Consumption in Hybrid Operational Modes 

   

 
Figure 5: Energy Consumption vs QBER 
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 Energy is still a big problem for the long-term health of WSNs because most nodes run on batteries that don't last very long. 

5G transmission uses more power right now than low-power radios do, but its higher throughput and lower retransmission 

frequency help make up for this cost [6]. QKD also increases the stages in computation, but the lightweight approach proposed in 

this work ensures that these stages does not consume more energy. 
 Across all the tests, the system displayed a steady and monotonic energy reduction trend, which is what earlier WSN 

research has observed. The hybrid 5G–QKD configuration is observed to use almost the same amount of energy as the conventional 

systems. In certain cases, 5G-assisted situations used less energy, since there were fewer retransmissions and the channels were 

more dependable.  

 The graph indicates that increases in QBER does not impact the energy usage. This behavior shows that QKD can work 

in low-power environments, which is what state of the art research on quantum-safe IoT devices [7-8] suggests. The results show 

that the proposed hybrid strategy makes security better without using extra energy. 

 

6.3 Packet Delivery Ratio (PDR) and Secure-PDR Analysis 

 PDR is a key indicator of how accurate communication is. PDR dropouts are common in classical WSNs due to 

interference, congestion, or multi-hop failures. On the other hand, 5G's large bandwidth and better error-correction 

mechanisms make connections far more reliable [9]. 
 The simulation results demonstrate that PDR in 5G-enabled systems consistently ranged from 0.90 to 0.95, whereas 

the classical Wireless Sensor Network (WSN) PDR occasionally decreased to 0.85. The QKD-protected communications 

reflected by Secure-PDR (SPDR) were almost the same as regular PDR at all QBER values. 

 This result shows that QKD does not reduce packet delivery performance, at least not within the specified noise levels. 

The protocol, on the other hand, keeps data transmission reliable while additionally permitting for quantum-safe key exchange. 

This reinforces what has been observed in recent QKD–IoT experimental experiments [10]. 

 The small difference between the PDR and SPDR curves shows that adding QKD does not cause communication loss, even 

when there are changes in noise. This makes it more likely that quantum-secure channels can be used in WSN workloads that need 

to be monitored all the time. 

 

 
 

 

 

 

 

 

 

 

 

 
 
 
 

Figure 6: PDR vs QBER 
  

6.4 QBER Stability and Security Implications 

 QBER is the essential parameter for analyzing the integrity and viability of QKD-based key generation. Most practical 

QKD systems have limits, such the 11% limit for BB84, above which it is impossible to safely extract keys [11]. 

 In this study, QBER remained stable and consistently below 0.03, even under increased noise configurations. These values 

are far below standard failure thresholds, indicating that secure keys can be generated reliably throughout all simulation rounds. 

This observation is consistent with recent QKD–IoT research demonstrating that moderate quantum noise does not impede secure 

key generation [12-13]. 

 Stable QBER values indicate that frequent key refresh—necessary for long-term security in WSN deployments—is feasible 

within the proposed architecture. Even under varying noise conditions, the hybrid system maintains a secure and dependable 
communication pipeline. 

 

6.5 Summary of Findings 

 The combined findings show that there are significant benefits to the suggested 5G–QKD integrated WSN architecture 

over traditional wireless sensor deployments: 

Important Takeaways 

 5G has far reduced latency, especially when you factor in the extra time it takes for QKD. 

 The amount of energy used stays the same and is similar to that of traditional WSNs, which proves that the lightweight 

QKD implementation works. 

 PDR and SPDR stay high and almost the same, which shows that communication is reliable. 

 QBER stays low and stable, which makes sure that quantum-secure key generation can continue. 

 Overall performance and security get better at the same time, without losing energy efficiency or reliability. 
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 These results show that hybrid quantum-secure WSNs are theoretically possible, energy-efficient, and a good fit for smart 

infrastructure and IoT applications of the future. 

 

VII. CONCLUSION 
 This research proposes a comprehensive analysisof the integration of fifth-generation (5G) communication capabilities with 

Quantum Key Distribution (QKD) to enhance the security, latency performance, and energy efficiency of Wireless Sensor 

Networks (WSNs). Building upon the simulation models developed in the first phase and significantly extending them second 

phase refinements—the work demonstrates how classical and quantum communication paradigms can be effectively combined 

well within the operational constraints of low-power sensor deployments. 

 The findings reveal several important insights. First, 5G connectivity consistently reduces per-round communication 

latency, even when combined with QKD’s additional timing overhead. This behaviour is compatible with contemporary results in 

5G-enabled IoT systems, where low-latency channels and efficient uplink scheduling substantially improve responsiveness in 

distributed sensing environments [1-2]. Second, the hybrid architecture maintains stable energy consumption across all tested 

scenarios. This outcome confirms that lightweight QKD models, when carefully optimized, do not impose prohibitive 

computational or energy costs on sensor nodes—echoing recent evidence that quantum-safe methods can be adapted to power- 

constrained IoT settings[3]. 
 Third, the Packet Delivery Ratio (PDR) and Secure-PDR remain high for all QBER values that were examined at. This 

means that 5G connectivity is dependable and that the security layer backed by QKD is strong. The quantum-secured channel 

keeps working smoothly because the QBER values continue to fall well below the theoretical constraints needed for secure key 

generation.  These trends make it more probable that QKD will be a long-term security solution for WSNs that are expected to 

work safely even while quantum-capable attackers are prevalent [4-5]. 

 When combined together, the results showcase the fact that a hybrid 5G–QKD architecture can simultaneously achieve 

enhanced performance and quantum-resilient security without compromising node energy efficiency. The proposed system is 

therefore fits in position for next-generation IoT environments, including industrial automation, environmental monitoring, smart 

city infrastructures, and remote healthcare applications. In other words, the system proposed is compatible for domains where both 

strong security and near real-time responsiveness are an integral part of the system. 

 

VIII. FUTURE WORK 

 Although the results demonstrate the feasibility and benefits of a hybrid 5G–QKD WSN, several promising research 

directions remain for future exploration: 

 

8.1 Realistic Physical-Layer Modelling 

 The current simulation uses lightweight abstractions of QKD processes to support rapid experimentation. Future work 

should incorporate detailed physical-layer models, including photon loss, atmospheric attenuation, channel scattering, and 

adversarial disturbance. Such refinements would allow closer comparison with real-world QKD field trials and improve the fidelity 

of QBER evolution modelling [6-7]. 
 

8.2 Integration with Post-Quantum Cryptography (PQC) 

 While QKD offers information-theoretic security, many WSN applications may benefit from hybrid cryptographic 

frameworks. Combining QKD-based key exchange with post-quantum signature schemes or lattice-based authentication represents 

an important direction for creating multilayer quantum-safe sensor architectures [8]. 
 

8.3 ns-3 and Digital-Twin Validation 

 The Python-based simulation provides excellent flexibility but abstracts away detailed radio-layer behaviours. Validation 

using ns-3—particularly with its 5G NR and mmWave modules—would strengthen the practical credibility of the proposed 

architecture. A network digital twin could further refine modelling of jitter, spectral contention, and 5G-edge processing delays 

[9]. 
 

8.4 Multi-Hop Quantum Relay and Key Distribution 

 The present architecture assumes single-hop QKD communication between nodes and the base station. Extending this 

framework to support multi-hop quantum relays or repeater-assisted QKD would enable secure communication across large-scale 

or geographically dispersed WSN deployments—a key challenge for future quantum-secured IoT networks [10]. 
 

8.5 Energy-Aware Quantum Scheduling 

 Although energy consumption remains stable in the current model, more sophisticated scheduling techniques could further 

optimize QKD operations. For example, adaptive QKD triggering based on node battery levels, data urgency, or detected channel 

noise could enhance overall network longevity and reduce unnecessary quantum operations. 
 

8.6 Hardware Prototyping and Field Deployment 

 Ultimately, the most decisive step forward would be the development of a physical testbed combining low-power 5G- 

enabled sensor nodes with emerging compact QKD hardware modules. Experimental validation would bridge the gap between 

simulation and real-world deployment, offering valuable insights into practical challenges such as synchronization, environmental 

interference, and hardware energy costs. 
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