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Abstract: The increasing evolution of ransomware attacks has created significant challenges for traditional cybersecurity systems that rely
primarily on signature-based detection and manual incident response mechanisms. According to the National Institute of Standards and
Technology (NIST) Special Publication 1800-26, maintaining data integrity through timely detection and response is critical for minimizing
organizational downtime and preventing data corruption caused by ransomware and other destructive events. Inspired by the NIST data
integrity and ransomware response framework, this paper presents an intelligent and automated Ransomware Threat Detection and Response
System designed to identify ransomware behaviour in real time and minimize data loss through rapid containment actions. The proposed
framework integrates Wazuh for continuous system monitoring, behavioural analysis, log correlation, and threat detection with Python-based
automated response mechanisms. The system continuously monitors critical indicators such as abnormal file modifications, suspicious process
execution, unusual CPU and memory utilization, and shadow copy deletion attempts. Upon detecting ransomware-like activity, automated
response actions including malicious process termination, network isolation, alert generation, and system containment are executed instantly
to prevent further encryption and propagation. The framework is deployed in a virtualized environment consisting of Ubuntu Server, Windows
client systems, and Kali Linux attack simulation machines to evaluate real-world attack scenarios safely. Experimental results demonstrate that
the proposed behaviour-based approach effectively detects ransomware activity at early stages with faster response times and reduced system
impact compared to conventional reactive security solutions. The proposed system offers a scalable, lightweight, and cost-effective
cybersecurity solution suitable for academic, enterprise, and small-scale organizational environments.
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I. INTRODUCTION

The rapid growth of digital technologies and interconnected systems has increased the risk of ransomware attacks.
Ransomware encrypts critical files and demands payment for recovery, causing data loss and operational disruption. Traditional
security solutions mainly rely on signature-based detection and are ineffective against modern and zero-day ransomware attacks.

This work proposes a Ransomware Threat Detection and Automated Response System that uses behaviour-based
monitoring and automated response mechanisms. The system continuously monitors suspicious activities such as abnormal file
modifications, malicious processes, and unusual system behaviour using Wazuh and Python automation scripts. Upon detection,
the system automatically performs actions like process termination, network isolation, and alert generation.

The framework is implemented in a virtualized environment using Ubuntu Server, Windows, and Kali Linux for safe
ransomware simulation and testing. The proposed solution provides a lightweight, scalable, and cost-effective approach for
ransomware protection.

1.1 Research Contributions

The principal contributions of this research are as follows:

o Development of a behaviour-based ransomware detection framework capable of identifying suspicious activities such as
abnormal file modifications, unauthorized process execution, unusual CPU and memory utilization, and shadow copy deletion
attempts in real time.

¢ Integration of Wazuh for centralized log collection, endpoint monitoring, rule-based correlation, and real-time threat analysis
across distributed systems.

o Design and implementation of automated incident response mechanisms using Python scripts to perform malicious process
termination, system isolation, alert generation, and rapid containment during ransomware attacks.
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o Creation of a secure virtualized cybersecurity environment consisting of Ubuntu Server, Windows client systems, and Kali
Linux attack simulation machines for realistic ransomware behaviour analysis and testing.

e Real-time monitoring and analysis of ransomware indicators including mass file encryption activity, suspicious privilege
escalation, abnormal resource consumption, and backup deletion behaviour.

o Implementation of automated alerting and response workflows that significantly reduce ransomware propagation, encryption
impact, and manual response delays compared to traditional security approaches.

ILLITERATURE SURVEY

Cybersecurity threats have evolved rapidly, with ransomware emerging as one of the most destructive malware types
targeting modern systems. Traditional security mechanisms such as antivirus software and signature-based intrusion detection
systems rely on known attack patterns, making them ineffective against zero-day and polymorphic ransomware that continuously
change their behaviour.

Behaviour-based ransomware detection has gained attention as an effective alternative, as it monitors system activities like
file modifications, process execution, registry changes, and unusual encryption behaviour. Studies show that behavioural analysis
improves detection of unknown threats by focusing on malicious patterns rather than static signatures. Modern SIEM and endpoint
monitoring platforms such as Wazuh enhance this approach by enabling centralized log collection, file integrity monitoring, rule-
based detection, and real-time alerting across distributed systems.

Automated incident response techniques are increasingly important due to the fast execution speed of ransomware attacks.
Delayed manual response often leads to severe data loss, whereas automation enables immediate actions such as process
termination, network isolation, and alert generation. Virtualized environments like Ubuntu, Windows, and Kali Linux are widely
used for safe ransomware simulation and analysis, helping researchers study attack behaviour and test defence mechanisms without
affecting real systems.

Despite these advancements, a key research gap exists in integrating real-time behavioural monitoring, centralized
detection, and automated response into a single lightweight system. Most existing solutions focus either on detection or require
complex infrastructure. This work addresses this gap by proposing an integrated ransomware detection and automated response
system using Wazuh and Python to enable early detection, rapid containment, and reduced data loss.

111.PROBLEM STATEMENT AND MOTIVATION
3.1 Limitations of Traditional Security Systems
Traditional security solutions such as antivirus software and firewalls mainly rely on signature-based detection, making
them ineffective against modern zero-day and polymorphic ransomware attacks. As a result, ransomware can encrypt files before
detection occurs.

3.2 Delayed Detection and Manual Response
Ransomware spreads rapidly, while many existing systems depend on manual monitoring and response. Delays in
identifying threats, isolating infected systems, and stopping malicious processes increase data loss and operational downtime.

3.3 Lack of Real-Time Behavioural Analysis

Most traditional tools focus on known malware signatures instead of monitoring system behaviour. Suspicious activities
such as mass file modifications, abnormal CPU usage, malicious process execution, and shadow copy deletion may remain
undetected during early attack stages.

3.4 Absence of Automated Containment
Many security solutions only generate alerts without taking immediate action. Without automated responses like process
termination and network isolation, ransomware can continue spreading across systems and networks.

3.5 Motivation of the Proposed Work

The proposed system aims to provide early ransomware detection and rapid automated response using Wazuh and Python-
based automation. The framework focuses on real-time behavioural monitoring, automatic containment, and cost-effective
ransomware protection.

IV.PROPOSED METHODOLOGY
The proposed system implements a continuous ransomware detection and automated response pipeline using Wazuh for
monitoring, Python for automation, and virtualized environments for attack simulation. The architecture is organized into six
functional stages:

Stage 1: System & Log Data Acquisition

The data acquisition layer is handled by the Wazuh Agent installed on monitored endpoints (Windows user system and
Linux server). It continuously collects system logs, file integrity monitoring data, process execution logs, and authentication
activities. These logs are forwarded to the Wazuh Manager for centralized analysis in real time.

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 271|Page



Ransomware Threat Detection and Automated Response System Using Wazuh and Python

Stage2: Feature Extraction and Activity Monitoring

From collected logs, key behavioural indicators are extracted such as:

o File modification frequency

Unusual process creation (e.g., unknown executables)

High volume file rename or encryption-like activity

CPU and disk usage spikes

Shadow copy deletion attempts

These features represent ransomware-like behavioural patterns used for detection.

Stage 3: Behavioural Anomaly Detection (Wazuh Rules Engine)

Wazuh decoders and correlation rules analyze incoming logs to detect abnormal behaviour. Rule-based logic identifies
ransomware indicators such as rapid file encryption patterns, mass file changes, and privilege escalation attempts. When thresholds
are exceeded, the system flags the activity as suspicious or malicious without relying solely on known malware signatures.

Stage 4: Signature and Rule-Based Threat Correlation
Detected events are correlated with predefined Wazuh security rules and MITRE ATT&CK mappings. This stage classifies
threats such as:
e File encryption behaviour (ransomware execution pattern)
e Unauthorized system modification
e Suspicious script execution (PowerShell / Bash abuse)
e Lateral movement attempts
This enhances detection accuracy by combining behavioural and signature-based intelligence.

Stage 5: Automated Response Execution (Python Integration)
Once a ransomware-like activity is detected, Python scripts are triggered automatically through Wazuh Active Response.
The system performs containment actions such as:
Terminating malicious processes
Blocking attacker IP addresses via firewall rules
Isolating the affected endpoint from the network
Stopping file encryption processes
Initiating backup protection workflows
This ensures immediate mitigation and minimizes data loss.

Stage 6: Alerting, Logging, and Reporting
All detected events and responses are logged in the Wazuh dashboard. Real-time alerts are sent via email and Telegram bot
notifications. Alerts include:
e Severity level (Low / Medium / High / Critical)
e Source system details
o Type of ransomware behaviour detected
e Action taken by automated response system
This enables continuous monitoring, forensic analysis, and post-incident review.

V.SYSTEM ARCHITECTURE
The Ransomware Threat Detection and Automated Response System architecture is organized into multiple functional
modules operating through a centralized Wazuh Manager and a Python-based automation engine. The system continuously
monitors endpoint activities, analyzes logs, and triggers automated responses upon detecting ransomware-like behaviour.

Module Function Technology Used
Monitoring Log & activity tracking Wazuh
File Integrity Management Detect file changes Wazuh FIM
Detection Identify threats Wazuh Rules
Analysis Behaviour monitoring Wazuh & Python
Response Alert & auto actions Wazuh & Python

TABLE I: Ransomware Detection System Modules And Technologies
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5.1 Behavioural Detection and Rule-Based Analysis Engine
The detection engine relies on Wazuh rule-based correlation combined with behavioural indicators of ransomware activity.
Key monitored parameters include:
o Rapid file modifications or encryption patterns
o High frequency of file rename operations
e Suspicious process execution (e.g., unknown binaries)
e Unauthorized access to sensitive directories
o Shadow copy deletion attempts
Rules are defined using Wazuh decoders and custom detection logic. Alerts are triggered when predefined thresholds are exceeded.

5.2 File Integrity Monitoring (FIM) Architecture
The File Integrity Monitoring system continuously tracks changes in critical system directories.
Monitored activities include:
File creation
File modification
File deletion
Permission changes
FIM operates in real-time and compares system state against a trusted baseline. Any deviation is flagged as suspicious and
forwarded to the Wazuh Manager for analysis.

5.3 Automated Response Engine

The automated response engine is implemented using Python scripts integrated with Wazuh Active Response.
When ransomware activity is detected, the system performs:

Termination of malicious processes

Blocking of suspicious user sessions

Network isolation of compromised endpoints

Execution of system lockdown scripts

Triggering backup protection mechanisms

The response workflow is executed instantly to minimize encryption impact.

5.4 Alerting and Notification System

The alert engine provides multi-channel notification support including:
o Email alerts via SMTP

e Telegram bot notifications

e Wazuh dashboard alerts

Each alert contains:

o Event type

Severity level

Affected host

Timestamp

Suggested mitigation action

VI.IMPLEMENTATION
6.1 Development Environment
Operating System: Ubuntu Server 24.04 LTS
Security Platform: Wazuh SIEM (Manager + Agent)
Language: Python 3.10+ (automation & response scripts)
Database: Wazuh Indexer
Monitoring Tool: Wazuh Dashboard (OpenSearch/Kibana)
Simulation Environment: Kali Linux + Windows VM
Automation Layer: Python
Deployment: system service (auto-start on boot)

6.2 Wazuh Integration and Log Processing
The system integrates Wazuh Agents across endpoints to continuously forward security logs to the Wazuh Manager. The
log processing pipeline includes:
e Log decoding
e Rule-based classification
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o Event correlation

e Severity scoring

o Alert generation

This ensures real-time visibility of system activity and ransomware behaviour detection.

6.3 Attack Simulation Module

The attack simulation module replicates ransomware-like behaviour for testing detection capabilities. Simulated scenarios include:
e Mass file encryption behaviour

Rapid file renaming attacks

Process injection simulation

Privilege escalation attempts

Shadow copy deletion simulation

These scenarios are executed using Python scripts and Kali Linux-based tools.

6.4 Response Automation Workflow

The response workflow follows a structured pipeline:
Event detected by Wazuh rule engine

Alert generated with severity classification

Python automation script triggered

Active response executed on endpoint

System state restored or isolated

. Incident logged for analysis

his ensures minimal delay between detection and mitigation.

doarwNE

6.5 Deployment and Accessibility

The system is deployed as a centralized security monitoring solution using Wazuh architecture.
Deployment features include:

e Auto-start Wazuh Manager via system

Agent-based endpoint monitoring

Cross-platform support (Windows & Linux agents)

Web-based dashboard for SOC monitoring

Scalable architecture for multiple endpoints

VII.RESULTS AND DISCUSSION

The proposed ransomware detection and automated response system successfully identified ransomware-like behaviour
during testing in a virtualized environment. The system was able to detect abnormal activities such as rapid file modifications,
unauthorized process execution, and suspicious encryption patterns in real time using Wazuh monitoring and rule-based detection.
Once malicious behaviour was detected, the automated response mechanism was triggered immediately. The system successfully
terminated harmful processes, generated real-time alerts, and performed network isolation to prevent further spread of the attack.
This significantly reduced potential data loss compared to traditional manual response methods.

The behaviour-based detection approach proved more effective than signature-based methods, as it was able to identify
unknown and simulated ransomware attacks. Integration of Python-based automation improved response speed and ensured quick
mitigation without human intervention.

Overall, the system demonstrated high effectiveness in early detection, fast containment, and automated mitigation of
ransomware threats. However, further improvements such as machine learning-based detection and cloud integration could
enhance adaptability and scalability in real-world environments.

VIII.CONCLUSION

This paper presented an Integrated Ransomware Threat Detection and Automated Response System that addresses the
limitations of traditional signature-based security mechanisms through behaviour-based monitoring, real-time threat detection, and
automated incident response using Wazuh and Python.

The system effectively detected ransomware-like activities such as rapid file encryption, abnormal process execution, and
suspicious system behaviour during simulated attack scenarios in a controlled virtual environment. The integration of real-time
monitoring, rule-based correlation, and automated response actions such as process termination and network isolation significantly
reduced response time and potential data loss.

The proposed approach demonstrated improved detection efficiency for both known and unknown ransomware threats
compared to conventional antivirus systems. The use of virtualization environments (Ubuntu, Kali Linux, and Windows) ensured
safe testing and validation of attack scenarios without impacting real systems. Overall, the system provides a lightweight, scalable,
and effective solution for early ransomware detection and automated mitigation.
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