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Abstract: The emergence of fault-tolerant quantum computing poses an existential threat to classical public-key cryptographic systems,
including RSA and Elliptic Curve Cryptography (ECC), through Shor's polynomial-time factorization algorithm. The Harvest Now, Decrypt
Later (HNDL) attack paradigm further amplifies this threat by enabling adversaries to archive ciphertext today for future quantum-enabled
decryption, rendering long-term data confidentiality immediately at risk. While the National Institute of Standards and Technology
(NIST) finalized post-quantum cryptographic standards ML-KEM (FIPS 203) and ML-DSA (FIPS 204) in August 2024, their practical
integration into complete application-level communication systems remains a largely unaddressed research gap. This paper presents
QuantumShield, a hybrid post-quantum secure peer-to-peer communication platform that integrates ML-KEM-768 for quantum-safe key
encapsulation, ML-DSA-65 for authenticated digital signatures, and AES-256-GCM for high-throughput symmetric encryption. Our
primary research contribution is a rigorous empirical analysis of PQC integration overhead in a real-world communication pipeline,
quantifying latency, key size, and security trade-offs against classical RSA-2048 and ECC-256 baselines under controlled experimental
conditions. Experimental evaluation across 1,000 iterations demonstrates that ML-KEM-768 encapsulation completes in 2.8 + 0.2 ms
compared to 4.1 + 0.3 ms for ECDH key agreement — a 32% latency reduction while providing NIST Level 3 post-quantum security.
The complete secure transfer pipeline processes 1 MB files in under 22 ms on commodity hardware. The system further provides interactive
cryptographic visualization, adversary threat modeling, tamper detection simulation, and a hybrid migration framework demonstrating
practical transition from classical to post-quantum infrastructure. QuantumsShield establishes that quantum-safe communication is not
merely theoretical but deployable today with negligible performance compromise.

Key Word: Post-Quantum Cryptography, ML-KEM, ML-DSA, AES-256-GCM, Key Encapsulation Mechanism, Digital Signatures, Lattice
Cryptography, NIST FIPS 203, NIST FIPS 204, Harvest Now Decrypt Later, Secure File Transfer, Forward Secrecy, Hybrid Cryptographic
Migration, Peer-to-Peer Security.

I. INTRODUCTION
Secure digital communication infrastructure depends critically on the computational hardness of mathematical problems
underlying public-key cryptography. RSA relies on integer factorization hardness; Elliptic Curve Cryptography (ECC) on the
discrete logarithm problem over elliptic curves. Both assumptions fail catastrophically in the presence of Shor's quantum algorithm
[1], which solves these problems in O((log N)?) time — exponentially faster than the best classical sub-exponential algorithms.
RSA-2048, requiring approximately 10 classical operations, becomes tractable for a quantum computer with approximately 4,000
error-corrected logical qubits [2].

The trajectory of quantum hardware development has accelerated substantially. IBM's quantum roadmap targets 100,000+
qubit systems by 2033, and recent demonstrations of quantum error correction progress indicate that cryptographically relevant
quantum computers may emerge within this decade [3]. This urgency is compounded by the Harvest Now, Decrypt Later (HNDL)
threat model [4]: nation-state adversaries are demonstrably recording encrypted network traffic today with the strategic intent to
decrypt it once quantum capability matures. Classified government communications, financial records, and medical data
transmitted under current TLS-protected channels are therefore retroactively vulnerable regardless of present security margins.

In response, NIST concluded an eight-year standardization competition in August 2024, publishing three post-quantum
cryptographic standards: FIPS 203 (ML-KEM), FIPS 204 (ML-DSA), and FIPS 205 (SLH-DSA) [5][6]. These algorithms derive
security from lattice-based mathematical problems — specifically the Module Learning With Errors (MLWE) and Module Short
Integer Solution (MSIS) problems — for which no polynomial-time quantum algorithm is currently known.
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Despite the availability of standardized algorithms, a significant gap exists between algorithm standardization and practical system
deployment. Existing post-quantum implementations are predominantly isolated library demonstrations or protocol-level
experiments, with limited work addressing complete application-level integration encompassing authentication, key management,
encrypted file transfer, real-time messaging, and comprehensive performance characterization under realistic operating conditions.
Research Contributions. This paper addresses this gap through the following original contributions:

(1) Empirical PQC Integration Analysis: A rigorous quantitative evaluation of ML-KEM and ML-DSA integration overhead
in a complete communication pipeline, providing the first comparative latency analysis against ECDH and ECDSA under
identical hardware conditions with statistical significance (n=1,000 iterations, 95% confidence intervals).

(2) Hybrid Cryptographic Migration Framework: A novel three-mode operational architecture (Classical / Hybrid /
Post-Quantum) enabling incremental migration from legacy cryptographic systems, addressing a practical deployment challenge
not covered by existing literature.

(3) Complete System Implementation: A fully functional peer-to-peer communication platform integrating NIST FIPS 203/204
algorithms via audited library implementations (libogs), demonstrating production-viable post-quantum security.

(4) Adversary Threat Model Validation: Real-time tamper detection demonstration using genuine ML-DSA verification failure
under controlled ciphertext modification, empirically validating integrity guarantees.

(5) Forward Secrecy Analysis: Characterization of per-session ephemeral ML-KEM key exchange providing post-quantum
forward secrecy, extending classical FS properties to the quantum threat model.

Il. RELATED WORK

Post-quantum cryptography research has expanded substantially following the NIST standardization initiative. Bernstein
and Lange [7] surveyed principal PQC families — lattice-based, code-based, hash-based, and multivariate — identifying lattice-
based schemes as optimal for general-purpose applications due to their computational efficiency and worst-case to average-case
security reductions. The CRYSTALS-Kyber algorithm, basis for ML-KEM, was proposed by Bos et al. [8] with security formally
reduced to the MLWE problem. CRYSTALS-Dilithium, basis for ML-DSA, was proposed by Ducas et al. [9] with security
reduced to MSIS and MLWE.

Protocol-level PQC integration has been explored in several contexts. Paquin et al. [10] evaluated hybrid TLS
configurations combining ECDHE with Kyber-768, reporting 1.4x handshake latency increase — acceptable for practical
deployment. Campagna et al. [11] analyzed hybrid key exchange in enterprise VPN contexts, demonstrating forward
compatibility with existing infrastructure. Stebila et al. [12] formalized hybrid key exchange security models, proving that hybrid
schemes are secure if either component is secure.

Recent industry deployments validate practical PQC feasibility. Google integrated ML-KEM into Chrome 124 for TLS
1.3 key exchange in August 2024 [13]. Apple deployed ML-KEM in iMessage's PQ3 protocol, achieving post-quantum forward
secrecy for over one billion devices [14]. Signal implemented PQXDH combining X25519 with ML-KEM for initial key
agreement [15]. These deployments confirm that ML-KEM is production-viable.

However, existing academic literature lacks complete application-level system evaluations integrating both ML-
KEM and ML-DSA with authenticated file transfer, real-time messaging, and empirical comparative benchmarking. Works such
as [10]-[12] address protocol layers only, without application-level implementation. Industry deployments [13]-[15] provide
limited public performance data under controlled experimental conditions. QuantumShield addresses this gap by providing a
complete, reproducible system implementation with rigorous empirical evaluation.

I1l. CRYPTOGRAPHIC BACKGROUND
A. The Quantum Threat: Computational Complexity Analysis
The security of classical public-key cryptography rests on problems for which no efficient classical algorithms are known.

RSA security reduces to integer factorization: given n = pq for large primes p, g, recovering p and g requires O(exp(n 13 Iog2/3
n)) operations classically (General Number Field Sieve). ECC security reduces to the elliptic curve discrete logarithm problem
(ECDLP): given points P and Q = kP on an elliptic curve, recovering k requires O(In) operations classically (Pollard's rho).

Shor's algorithm [1] reduces both problems to quantum polynomial time: O((log N)?(log log N)(log log log N)) gate
operations. For RSA-2048, a quantum computer executing Shor's algorithm requires approximately 4,000 logical qubits and 10%°
Toffoli gates [2]. Given current quantum hardware trajectories, this threshold is estimated reachable between 2030 and 2035 [3].
Grover's algorithm [16] provides a quadratic speedup for symmetric key search, reducing AES-128 effective security from 128 to
64 bits — insufficient — while AES-256 retains 128-bit post-quantum security, remaining secure.

B. Module Learning With Errors (MLWE)

The security of both ML-KEM and ML-DSA reduces to the MLWE problem, defined as follows. Let Rg = Zqg[x]/(xn + 1)
be a polynomial ring. Given a uniformly random matrix A € Rgkxk, a secret vector s € Rgk with small coefficients, and error
vector e € Rgk with small coefficients, the MLWE problem is to distinguish (A, As + €) from uniformly random. No quantum
algorithm is known to solve MLWE more efficiently than classical algorithms for appropriate parameters [17]. ML-KEM-768 uses
k=3, n=256, q=3329, providing NIST security level 3.
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C. Algorithm Specifications

Security Basis MLWE MSIS + MLWE Factorization ECDLP
NIST Security Level 3 (192-bit) 3 (192-bit) 1 (112-bit) 1 (128-hit)
Public Key Size 1,184 bytes 1,952 bytes 256 bytes 64 bytes
Private Key Size 2,400 bytes 4,032 bytes 1,218 bytes 32 bytes
Ciphertext/Sig Size 1,088 bytes 3,309 bytes 256 bytes 64 bytes
Quantum Safe Yes Yes No No
NIST FIPS 2024 FIPS 203 FIPS 204 N/A N/A

TABLE I. Cryptographic Algorithm Specifications and Properties

IV. SYSTEM ARCHITECTURE
Quantum Shield adopts a modular four-layer architecture providing clear separation between presentation, application
logic, cryptographic operations, and data persistence. This design enables independent testing and replacement of each layer.

QUANTUMSHIELD — LAYERED SYSTEM ARCHITECTURE

PRESENTATION LAYER React 18 + TailwindCSS + Recharts + Framer Motion Dashboard | File Transfer |
Encrypted Chat | Crypto Visualizer | Benchmark | Logs

¥V REST / WebSocket ¥

APPLICATION LAYER FastAPI (async) + SQLAIchemy ORM + JWT Auth (RS256) + berypt Auth API | File API |
Chat WS | Demo API | Benchmark API | Log API

V¥ Crypto Operations ¥

CRYPTOGRAPHIC LAYER libogs-python 0.10.0 (ML-KEM-768, ML-DSA-65) + PyCryptodome 3.20 Key Generation
| Encapsulation | Decapsulation | Signing | Verification | AES-GCM

DATA LAYER SQLite (SQLAlchemy) — Users | Public Keys | Encrypted Files | Sessions | Logs
Fig. 1. Quantum Shield Four-Layer System Architecture

A. Authentication and Key Management

User registration triggers deterministic generation of an ML-KEM-768 keypair and ML-DSA-65 keypair via libogs
CSPRNG. Public keys are stored in plaintext in the database for peer retrieval. Private keys are encrypted using AES-256-GCM
with a 256-bit key derived via PBKDF2-HMAC-SHA256 (100,000 iterations, 16-byte random salt) from the user's password,
ensuring that private key compromise requires password recovery. JWT tokens use RS256 signing with 60-minute access token
expiry and 7-day refresh token rotation. A bidirectional contact confirmation system enforces that cryptographic sessions can only
be established between mutually authenticated peers.

B. Hybrid Operational Modes

Quantum Shield implements three selectable operational modes: Classical Mode demonstrates RSA-2048 and ECDHE
operations for comparative baseline; Hybrid Mode executes both classical and post-quantum key exchange in parallel, deriving
the session key from the XOR combination of both shared secrets, ensuring security if either component remains secure [12];
Post-Quantum Mode uses exclusively ML-KEM and ML-DSA. This architecture implements the migration strategy
recommended by NIST SP 800-208 [18] for transitioning from classical to post-quantum infrastructure.

V. CRYPTOGRAPHIC PROTOCOL DESIGN
A. Secure File Transfer Protocol
The Quantum Shield file transfer protocol follows the KEM-DEM (Key Encapsulation Mechanism — Data Encapsulation
Mechanism) paradigm, a standard construction in hybrid encryption providing IND-CCA2 security. The protocol proceeds as
follows:
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Sender fetches receiver ML-KEM-768 public key pkp from server
1 Key Retrieval (authenticated via JWT)
2 AES Key Generation .
v Generate k <$ {O,l}256 using OS CSPRNG (getrandom syscall)
Compute (Csym' tag) «— AES-GCM.Enc(k, nonce, plaintext) where nonce
3 File Encryption «$ {0,1}*
Compute (Cy gy K) <= ML-KEM.Encaps(pkg); derive k' = HKDF(K,
4 Key Encapsulation context)
5 Digital Signin .
g gning Compute 6 < ML-DSA.Sign(skg, Csym | ckem Il nonce || tag)
e RS e Send (Csym’ CKEMy NONCe, tag, o, certg) to receiver
Compute b <~ ML-DSA.Verify(pkg, Cq\y Il CkgMm Il NONCE | tag, o); abort
7 Sig. Verification if b = false
Compute K «— ML-KEM.Decaps(skg, ¢k g\); derive k' = HKDF(K,
8 Key Decapsulation context)
Compute plaintext «— AES-GCM.Dec(k', nonce, Csym’ tag); abort if tag
9 File Decryption invalid

TABLE I1. Quantum Shield File Transfer Protocol (KEM-DEM Construction)

B. Post-Quantum Forward Secrecy

Classical forward secrecy is achieved via ephemeral Diffie-Hellman, ensuring that compromise of long-term keys does
not expose past session keys. Quantum Shield achieves post-quantum forward secrecy by generating a fresh ML-KEM key pair
for each transfer session. The encapsulated shared secret K is used to derive the session key via HKDF and is immediately
discarded post-operation. Long-term private keys (ML-KEM skR) are used solely to decapsulate the ephemeral shared secret;

knowledge of skR after session termination does not enable derivation of past session keys, as K is computationally
indistinguishable from random without the corresponding encapsulation randomness, which is also discarded.

C. Security Game Analysis

The Quantum Shield protocol's confidentiality property can be analyzed under the IND-CCA2 security game. An
adversary A is given access to an encryption oracle and a decryption oracle (excluding the challenge ciphertext). A wins if they
distinguish encryption of my from my with non-negligible advantage. Under the assumption that ML-KEM is IND-CCA2

secure and AES-256-GCM is semantically secure, Quantum Shield's KEM-DEM construction achieves IND-CCAZ2 security by
the standard hybrid encryption composition theorem [19]. The authenticity property holds under the EUF-CMA security of ML-
DSA: any polynomial-time adversary's advantage in forging a valid signature is negligible under the MSIS hardness assumption.

VI.SECURITY ANALYSIS
A. Threat Model
We consider a Dolev-Yao adversary model [20] extended with quantum capabilities. The adversary controls the network
channel and can intercept, record, modify, delay, replay, or inject messages. The adversary additionally possesses future access to
a cryptographically relevant quantum computer capable of executing Shor's algorithm. We assume the adversary cannot
compromise endpoint devices directly (out-of-scope) and cannot break AES-256-GCM or the MLWE/MSIS problems.

Passive Eavesdropping Traffic interception AES-256-GCM encryption Protected
Active Tampering Ciphertext modification ML-DSA signature + GCM tag Protected
Replay Attack Session packet reuse Nonce + session tokens Protected
MITM Attack Key substitution ML-DSA cert + JWT auth Protected
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HNDL (Quantum) Archive + future decrypt ML-KEM (MLWE hard) Protected

Signature Forgery False sender identity ML-DSA EUF-CMA Protected
security

Key Compromise Long-term key exposure Per-session forward secrecy Protected

Brute Force (Quantum)  AES key search (Grover) AES-256 (128-bit PQ level) Protected

TABLE I1l. Threat Model and Mitigations

B. Tamper Detection Validation

We empirically validated integrity guarantees through controlled tamper simulation. For each of 500 test vectors, a valid
ML-DSA signature was generated over an encrypted payload. A single byte at a uniformly random position within the ciphertext
was then modified by XORing with a random non-zero value. ML-DSA verification was executed on the modified payload. In all
500 cases (100% detection rate), verification returned false, triggering an integrity failure event. This validates that even minimal
ciphertext modification — one bit — is reliably detected by the signature scheme, consistent with ML-DSA's EUF-CMA security
guarantees.

VII.PERFORMANCE EVALUATION

A. Experimental Setup

Benchmarks were conducted on a controlled testbed: Intel Core i5-1135G7 (2.4 GHz, 4 cores), 8 GB LPDDR4X RAM,
Ubuntu 22.04 LTS, Python 3.11.4, libogs 0.10.0, PyCryptodome 3.20.0, OpenSSL 3.0.2. Each operation was measured over
n=1,000 independent iterations using high-resolution monotonic clock (time.perf_counter). The system was isolated from network
load during benchmarking. Results are reported as mean + one standard deviation. Classical reference values (RSA-2048, ECDH
P-256) were measured under identical conditions using OpenSSL Python bindings to ensure fair comparison on the same hardware.
Methodological Note on Comparison Fairness: We compare ML-KEM against ECDH P-256 (the most common TLS 1.3 key
exchange) and ML-DSA against ECDSA P-256 (the most common TLS 1.3 signature scheme) as these represent the precise
algorithms that post-quantum alternatives are designed to replace. RSA-2048 values are included as supplementary reference for
legacy system comparison. All measurements were conducted on identical hardware in the same software environment.

B. Latency Results

ML-KEM-768/ ML-DSA- | ECDH P-256/ECDSA P- PQ
Operation 65 256 RSA-2048 (ref.)| Advantage

Key Generation 21+03ms/3.4+04ms 1.8£0.2ms/2.1£0.2ms 285.0+12ms  Comparable
Encapsulation / Sign 28+0.2ms/8.2+0.6 ms 4.1+0.3ms (ECDH) /6.8 12.4 £ 0.8 ms 32% faster
+0.5ms (KEM)
Decapsulation / 31+£02ms/41+03ms 41+03ms/3.9+0.3ms 10.1£0.7ms Comparable
Verify
AES-256-GCM (1 1.4+£0.1ms 1.4+£0.1ms 1.4+£0.1ms Equal
MB)
Full Pipeline (1 MB) 21.1+1.8ms N/A (no auth. pipeline) N/A —

TABLE IV. Latency Benchmarks (n=1,000 iterations, mean + 1 SD, same hardware baseline)

Results indicate that ML-KEM-768 encapsulation (2.8 ms) is 32% faster than ECDH P-256 key agreement (4.1 ms) under
identical conditions, attributable to the avoidance of modular exponentiation in favor of polynomial ring arithmetic. ML-DSA
signing (8.2 ms) is 21% slower than ECDSA P-256 (6.8 ms), representing an acceptable trade-off for NIST Level 3 post-quantum
security. Key generation costs for PQC algorithms are comparable to ECC. The complete pipeline processing a 1 MB file in 21.1
ms demonstrates practical viability for real-world deployment.

C. Key and Ciphertext Size Analysis

A recognized trade-off in lattice-based PQC is increased key and ciphertext sizes relative to classical algorithms. ML-
KEM-768 public keys (1,184 bytes) are 18.5x larger than ECDH P-256 public keys (64 bytes). ML-DSA-65 signatures (3,309
bytes) are 51.7x larger than ECDSA P-256 signatures (64 bytes). For the file transfer use case, this represents negligible
overhead: a 3,309-byte signature adds 0.003% overhead to a 100 KB file transfer. For chat messages, signature overhead is more
significant — a 3,309-byte signature exceeds a typical 200-byte message — and may require protocol-level aggregation in high-
frequency messaging scenarios.
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ML-KEM-768 ECDH P-256 ML-DSA-65 ECDSA P-256

Public Key 1,184 B 64 B 1,952 B 64 B

Private Key 2,400 B 32B 4,032 B 32B

Output Size 1,088 B (ct) 32 B (secret) 3,309 B (sig) 64 B (sig)
Security Level 192-bit (PQ) 128-bit (classical) 192-bit (PQ) 128-bit (classical)

TABLE V. Key and Output Size Comparison

VIII.SYSTEM FEATURES
A. Encrypted Peer-to-Peer Chat
Real-time messaging is implemented via Web Socket connections managed by FastAPI's async Web Socket handler. Each
conversation session executes a full ML-KEM key exchange upon connection establishment, deriving a unique AES-256-GCM
session key. Messages are encrypted client-side before Web Socket transmission and decrypted client-side upon receipt. Each
message carries an ML-DSA signature enabling per-message authenticity verification, displayed as an Encrypted v Verified v
badge in the Ul. Communication is restricted to mutually confirmed contacts, enforced at the server authentication layer.

B. One-Click Demonstration Mode

A complete automated demonstration executes the full cryptographic pipeline — key generation, AES encryption, ML-
KEM encapsulation, ML-DSA signing, transmission simulation, verification, decapsulation, and decryption — against a bundled
sample file, with 600 ms inter-step delay for observability. Each step updates an animated progress indicator, appends a time
stamped security log entry, and updates the live benchmark chart. This feature is specifically designed to enable complete system
demonstration within a 3-minute evaluation window.

C. Cryptographic Visualization

An animated SVG-based protocol flow diagram presents the complete cryptographic handshake across six annotated stages,
with directional arrow animations illustrating data flow between sender and receiver entities. Each stage includes an explanatory
panel describing the cryptographic operation, algorithm used, and security property achieved. This component serves a dual
purpose: providing educational value for non-specialist evaluators and serving as a visual protocol specification.

IX. LIMITATIONS AND CONSTRAINTS
This work presents several limitations that should be acknowledged for accurate interpretation of results and future research
planning:
L1. Single-Environment Benchmarking: Performance measurements were conducted on a single hardware configuration.
Latency characteristics will vary across processor architectures, particularly ARM-based mobile hardware and servers with
hardware AES acceleration. Future work should evaluate PQC performance across heterogeneous deployment environments
including embedded systems and cloud instances.

L2. Key Size Overhead in Chat: ML-DSA-65 signatures (3,309 bytes) represent significant overhead for short chat messages.
Production messaging deployments may require signature aggregation or session-level batch verification to reduce per-message
overhead, a protocol optimization not implemented in the current system.

L3. No Formal Verification: While the protocol design follows formally analyzed constructions (KEM-DEM, hybrid encryption),
the specific implementation has not undergone formal verification using tools such as ProVerif or Tamarin Prover. The security
arguments presented are analytical rather than machine-verified.

L4. Classical Mode Limitation: Classical Mode in the hybrid framework uses RSA-2048 for conceptual demonstration rather
than full production integration, as the research focus is post-quantum migration rather than classical cryptography performance
optimization.

L5. Network Latency Exclusion: Benchmarks measure local cryptographic operation latency only. Real-world deployment
performance will include network round-trip latency, server processing overhead, and database access times not captured in the
current evaluation.

L6. Novel Algorithm Risk: Although ML-KEM and ML-DSA have undergone extensive NIST evaluation, post-quantum

algorithms have shorter cryptanalytic history than RSA or ECC. Newly discovered structural weaknesses, while currently
unknown, remain a theoretical possibility.
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X.COMPARATIVE ANALYSIS

ML-KEM
PQ Key Exchange X (initial) X v/ ML-KEM-768
PQ Signatures X X X v ML-DSA-65
NIST FIPS 2024 X Partial X v FIPS 203+204
Forward Secrecy v (ECC) v (ECC) v (ECC) v (ML-KEM)
HNDL Protection X Partial X Y
P2P File Transfer + Auth v v X v
Tamper Simulation X X X v (real verify)
Perf. Benchmarking X X X v (live)
Open Implementation X v Partial v (libogs)

TABLE VI. Comparison with Existing Secure Communication Systems

XI.LAPPLICATIONS
Government and Defence: Classified inter-agency communication requiring long-term confidentiality protection against
nation-state quantum adversaries under the HNDL threat model.
Financial Services: Long-term financial record transfer requiring protection beyond current data retention periods that may extend
into the quantum computing era.
Healthcare: Protected health information (PHI) transfer with privacy requirements extending decades beyond current
transmission, subject to HNDL risk.
Critical Infrastructure: Secure SCADA and ICS control channel communications requiring authenticated integrity verification
against active adversaries.
Legal and Intellectual Property: Long-term confidential document exchange requiring cryptographic non-repudiation and
forward secrecy.

XI11.CONCLUSION

This paper presented Quantumshield, a hybrid post-quantum secure communication platform providing the first complete
application-level integration of NIST-finalized ML-KEM (FIPS 203) and ML-DSA (FIPS 204) in a peer-to-peer file transfer and
messaging system. Our primary empirical contribution — controlled comparative benchmarking of PQC versus classical
algorithms under identical hardware conditions — demonstrates that ML-KEM-768 encapsulation is 32% faster than ECDH P-
256 key agreement while providing NIST Level 3 post-quantum security, and that the complete secure transfer pipeline processes
1 MB files in under 22 ms on commodity hardware.

The system demonstrates that the principal barrier to post-quantum migration is not computational performance — PQC
algorithms are competitive with classical counterparts in key exchange latency — but rather key and ciphertext size overhead,
particularly for constrained messaging scenarios. The hybrid operational framework provides a practical migration path addressing
this constraint incrementally.

QuantumsShield establishes that quantum-safe communication is deployable today with acceptable performance trade-offs,
advancing the case for immediate industry migration from classical to post-quantum cryptographic infrastructure ahead of the
projected quantum computing threat horizon. The system serves as a reproducible reference implementation for organizations
planning NIST SP 800-208 compliant migration.

X1.FUTURE WORK

- Formal verification of the Quantum Shield protocol using ProVerif symbolic model checker to provide machine-verified security
guarantees.

+ Multi-environment benchmarking across ARM processors, hardware AES-accelerated servers, and embedded systems to
characterize PQC deployment feasibility across device classes.

- Signature aggregation protocol for chat messaging to reduce ML-DSA overhead in high-frequency scenarios.

» TLS 1.3 hybrid key exchange integration following the draft RFC specification combining ECDHE and ML-KEM as
standardized in NIST SP 800-208 [18].

- Integration of SLH-DSA (FIPS 205) as an alternative stateless hash-based signature scheme for scenarios requiring long-term
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signature validity.
 Network-layer performance characterization under simulated WAN conditions to quantify key size impact on protocol overhead
in realistic deployment scenarios.
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