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I. INTRODUCTION 

 Along with the growing technologies, the threats have also increased in the modern world. Most of the fraudulent websites are 

designed to look exactly like a genuine website, and phishing is a type of a cyberattack in which the attackers attempt to get private 

data including password credentials, personal details and financial details. Phishing attack also acts as an entry point for other 

attacks like ransomware and illegal remote system access. Attackersusually perform these attacks by sending spam mails, 

advertisements texts, social media messages and such to make users mistake them for an actual site. When users provide the 

required information like login credentials in the website, the attackers can gain un-authorized access to their data which can also 
results in the identity theft as well as financial loss. In between 2024 and 2025, Tamil Nadu (India) has seen a drastic increase in 

number of cases on phishing which caused loss of approximately ₹1100 crores. These losses are incurred through the misleading 

websites and online scams. Traditional detection involves methods like URL analysis, blacklist matching and signature 

analysis[5][6][10]. These techniques work by taking the URL and formatting them in a manner to check them for irregular patterns 

and to check for the presence of these URLs in threat databases that records phishing sites. Since these predefined rules are for 

detection of known phishing attack[5][6] whose information has not been changed by the attackers. Once these rules have been 

recorded, they cannot adapt automatic to the evolving attacks like zero-day threats which will be neglected by this detection system. 

These are the reasons for a need for advanced detection techniques with real time capabilities which attackers can’t easily bypass 

like predefined rules. This research focuses on a behavioral cue based phishing detection [1][9][16][19]with real time monitoring of 

mouse movements, click patterns, scrolling activity, keystroke and time spent by users when interacting with websites. These data 

are analyzed to categorize the sites as legitimate or phishing. 
 

II.METHODOLOGY 

 The primary goal of this study is to create an effective phishing detection system by analyzing the behavioral cues. It focuses 

on analyzing how people interact with websites by monitoring the real time behavior of the user.  

The primary goals of this research include, 

 To examine typical user behavior patterns on genuine and fraudulent websites 

 To gather data including keystrokes, mouse movements, scrolling counts, the time spent on the website  
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 To identify the notable behavioral traits that point to the user hesitant behavior and suspicious interaction 

 To differentiate between the genuine and fraudulent websites using a random forest classifier [4][8][15]  

 To develop a real time behavior detection to identify whether it is phishing or authentic 

 

Requirements  

 The requirements to develop a behavioral phishing detection framework,  

 Collection of the datasets for the behavior cues from legitimate and phishing pages  

 Preprocessing and normalization of the datasets  

 Implementation of the machine learning model (Random Forest classifier)[4][8] 

 Web based interface for the real time interaction (login website) 

 Integration of backend with the frontend for data processing and prediction results generation 

 Database for storing the user interaction data and detection history 

 

 
Fig1: Workflow Diagram – Behavior Cue Based Phishing Detection System 

 

III.SYSTEM DESIGN AND DEVELOPMENT PHASE 

 System Architecture of the Behaviour Cue based detection of the phishing websites involves a multi-layer architecture of 

frontend, backend, database and machine learning model layers. These layers work together to perform both specific and integrated 
tasks necessary for the framework to perform properly. 

 

User Interface Layer:  

Page Structure Definition Technology  

 HTML is used to create the structure framework of the web-based interface and acts as the foundation of the user interface. 

It defines the layout of the webpage including the login portal, input fields and containers. The sections are created to display the 

behavioural parameters and prediction results whether it is legitimate or phishing. The login page is designed collect behavioural 

data from the users. 

 

Visual Styling Layer  

  The styling framework is done using CSS. It is used to enhance the visual appearance of the web page. The role of the CSS 

is to style the overall frontend layout of the system for better accessibility and readability. The CSS also improves user experience 
by giving the framework responsive design. 

 
Fig 2 : system access page 
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Fig 3 : status and features 

 

Client Side Scripting Language 

  The interaction handling script is JavaScript which plays a major role in collecting the user behaviour data in real time, and 

in dynamic communication interactions between frontend and backend. The script collects the necessary datasets like mouse 

patterns, clicks, movements, time spent on site and other behavioural cues[1][9][16][19]. These data are converted from the raw data 

to structured data which is communicated with the backend for processing and to fetch the results to verify whether it is phishing 

or legitimate and updates the predicted result on the User Interface (UI).  

Behavioral Feature Extractions that are recorded by the JavaScript[1][9][19], 

 

 Mouse movement – Total number of cursor movements 

 Mouse movement irregularity – Frequency of sudden directional changes 
 Click Frequency – Total number of clicks and their time intervals 

 Scroll count – Number of scrolling actions 

 Scroll Behaviour – Measurement of irregular scroll patterns 

 Keystrokes – Timing between keyboard inputs 

 Hesitation Duration – Delay between page load and initial input 

 Dwell Time – Total time spent on the webpage 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 
Fig 4 : Real-time behaviour tracking 

 

Server Side Programming Language 

 The backend layer is responsible for the server handling and the data analysis. It is programmed by the integration of the 

python and JavaScript. It acts as intermediary between frontend collection interface and machine learning classification layer 
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Integration of Python and JavaScript  

 The backend receives the collected behaviour data from the frontend, the data received are converted into JSON format by the 

JavaScript  

 JavaScript processes the data received from the frontend and sends it to the python for validation and preprocess to convert it 
into machine learning model’s format.  

 Python validates the data by sending the formatted data to the machine learning model (Random Forest Classifier) 

 After the prediction, the predicted results are sent back to the JavaScript to return to frontend to be shown on webpage 

 Python responsible for the data processing and the ML training and the JavaScript maintains the communication and the data 

handling in this system  

    

Data Management Layer  

 Database layer is in charge for the storage management and the data retrieval. It stores from the user behavior data to the 

prediction result data it is used for the enhanced data handling and for the future analysis. The technology used for database is 

SQL Database (Structured Query Language) 

 

Relational Database Management System  
 SQL database is used for storage management purpose. 

 It stores the raw data (Behavioral Cues) that are collected using JavaScript in real-time from the system.  

 Data needs to be preprocessed to machine learning model’s format for the analysis and raw data that is converted into processed 

data are also stored in the database  

 Data used to train and test the ML model are stored 

 The predicted classification of whether it is phishing or legitimate are also stored in the database  

 The history of the analysis that is done in the webpage are also stored in the database  

 The operations that are done in the SQL Database includes storing the new behavior data, retrieval of stored data, modifying 

the exiting records and the deletion of unnecessary data  

 It supports the scalability of the system while helping to maintain historical data and improves the overall model performance. 

 

Machine Learning -Based Classification Layer  

  The machine learning model is the main component in this proposed phishing detection system. The machine 

learning model that is used in this system is Random Forest Classifier[4][8]. This is an ensemble-based technique suitable  

 

Ensemble Learning Model  

 This model initially receives a preprocessed datasets of the user behavior cues such as the mouse movements. Scrolls, mouse 

clicks, time spent on webpage. 

 These datasets are taken into account and formatted as structured data for the training. Before training, datasets have to be 

preprocessed 

 The preprocessing of datasets includes removal of the incompatible data, feature values normalization and the labeling of the 

data which means separating the data into legitimate (normal) and phishing (suspicious). 

 Random Forest model is trained using the labeled datasets that is done in the preprocessing of data[4][8]. 
 The training process involves the split in datasets which is training sets and testing sets 

 Using the subsets of the dataset, Multiple trees are created and each of the tree learns the pattern from the behavior feature. 

 This is based on the ensemble-model, so it combines the predictions of all the decision trees[4]. 

 After each tree provides its decision the final result prediction is depends on the majority decision that is given by the trees. 

 One of the two outputs which is legitimate and phishing is given by the trees.  

 It handles the complex behavior patterns and works efficiently in the multiple input dataset to provide results[4][15] 

 

 
Fig 5 : Training phase of the prediction layer 

 

IV.RESULT 

 This proposed system was validated by testing the detection system using both the preprocessed collected datasets and the 

real-time user interactions collected on the webpage. The collected datasets included the normal user behavior as well as the 

phishing like behavior patterns like hesitant behavior seen on suspicious webpage. This system was tested under several 

possibilities and conditions including normal, suspicious and also the mixed interaction patterns to evaluate the system’s ability to 
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differentiate between the legitimate and the phishing patterns. The machine learning model (Random Forest Classifier) was used 

to categorize the user behavior data and results of such input shows that the classification accuracy improved by the multiple 

behavior features which were taken into consideration for further observations[4][15]. During the observation, it was found that the 

legitimate users had a smooth and consistent behavior in the webpage login portal [16][19], and in the phishing scenarios the user 
behavior shows irregular mouse movements, abnormal typing speed[1][9][19] and the time spent on website is also long. These 

behavioral patterns were effectively captured in real time and analyzed by the system. The system successfully displayed results 

as “Legitimate” or “Phishing” with corresponding date, time and the Username on the frontend interface (UI). 

 

 
Fig 6: login portal of the webpage with real-time detection 

 

 

 
Fig 7: detection history 

 

 
Fig 8: Detailed test results 
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V.SUGGESTIONS 

 Even though the proposed system shows promising results, improvements can be made to the system to improve its 

performance and scalability: The dataset that are used for the training can be expanded with real-world behavioural data to enhance 
the model accuracy and generalization. Advanced machine learning techniques such as deep learning can be integrated for the 

better pattern recognition [2][17]. The system can be developed as a real-time browser extension for more practical deployment 

Feature engineering can be enhanced by including the additional behavioural features. Techniques can be implemented to reduce 

false positives and false negatives of the system The system can be enhanced with constant learning mechanisms to adapt to 

evolving phishing techniques and Integration with other traditional security methods such as URL analysis and content-based 

detection can improve overall detection performance[5][6][10][12]. 

 

VI.CONCLUSION 

 The developed academic prototype proves that behavioural cues can used as a reliable indicator for the phishing detection 

system[1][16][19]. This proposed system successfully analyses the user behaviour interactions from the collected real-time predictions, 

therefore enhancing the overall security mechanism of the system. This approach highlights the potential of combined behavioural 

features with machine learning model to build an intelligent and adaptive cybersecurity solutions [4][15][17]. 
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