Indian Journal of Computer Science and Technology R) ‘

https://www.doi.org/10.59256/indjcst.20240302032 | Check for |
Volume 3, Issue2 (May-August 2024), PP: 225-229 et ‘
www.indjcst.com ISSN No: 2583-5300

Performance Analysis of Scattered Record Utilizing Block
chain for Identifying Visual Substance Imitation

Sivakumar Nagarajan
Technical Architect, | & | Software Inc, 2571 Baglyos Circle, Suite B-32, Bethlehem, PA-18020, USA.

To Cite this Article: Sivakumar Nagarajan: “Performance Analysis of Scattered Record Utilizing Block chain for Identifying Visual
Substance Imitation ”, Indian Journal of Computer Science and Technology, Volume 3, Issue2 (May-August 2024), PP: 225-229.

Abstract: Visual content captured by monitoring devices are vulnerable to local or remote malicious modifications of visual
information by offenders. These malicious visual content code changes (called forgeries) are divided into Cloning, Splicing,
Inter-frame and Intra-frame forgeries. Rapidly improving editing software tools have made visual content manipulation
feasible. Consequently, malicious attackers are trying to manipulate the visual content. Detecting visual content tampering is
a major need for many applications Distributed databases can be used to detect visual content tampering by storing the
evidence created by hashing the visual content at the source itself. However, these distributed databases lack in data
transparency and security against Byzantine failures in an untrusted environment.

Blockchain is a technology with the inherent ability to store data in a chronological chained link of events:
establishing an irrefutable database. Using cryptographic hashes together with blockchain one can generate cryptographic
hashes of the data content from a video recording, and consequently transmit these hashes to a blockchain. In this thesis we
have proposed a model called Evidence chain based on Blockchain to ensure the credibility of the visual content. Unlike bitcoin
which is a digital currency the proposed system documents content hash by using IPFS, Hash based technology, RSA, Elliptic
Curve Cryptography. Image and Video segments are hashed and stored in chronological order as a chain of blocks which are
detectable and non-altering guaranteeing the validity of the information. This research is significant in establishing the trust
between any two parties.
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I.INTRODUCTION

Talking about today's digital revolution, where we play an imperative role in visual knowledge, usually the entry,
processing and sharing of data is done with the aid of videos and photos. Visual data of relevance can be used in media, law
enforcement, magazines, police cases, medical imagery, military, consumer museums photography, claims for insurance, with
the scale of forgery have become so massive that this altered material in court rooms has entered legal trails, rendering them
disputable for use as proof. Bank signatures are special in paper work, but still documents can easily be forged by not leaving
any signs that can be identified. In order to generate synthetic images, digital cinema uses high-end computer technology to
produce a film that's unbelievable. This illustrates precisely how its origins have been created by immense digital tampering.
This section is to present a collective survey on blind tampering in both photos and videos. Photos are cloned and spliced so
violently that they are often not viewed by the naked eye. Video is series of images, some modification of images and these can
be changed in frames

I.CURRENT SCENARIO

Digital visual media have played a crucial role in influencing our views and values since the invention of photography by
constantly impacting our understanding of the environment and the events that occur in it. Photographs and videos have been
offering investigative advantages for quite some time now by acting as repositories of facts that can be used for post-event
investigation and decision-making. But although the visual information generated by photographs and videos in today's world
has incontrovertible forensic utility, the widespread availability of strong and user-friendly content editing tools is causing us to
become increasingly suspicious of this information's legitimacy. It is therefore necessary to first verify the credibility and validity
of this information in the matters, where digital visual content constitutes possible evidence and a job that is conducted using the
digital visual media forensics chain of scientific inquiry. As a way of disseminating and assimilating knowledge and among all
pictorial representations, humanity has a long history of using pictorial representations of information. Nothing bears more
verisimilitude than photographs and videos.

Photographs and videos, as direct expressions of truth, provide an impression of the world that affects human opinion the
same way that real-world stimuli do. The most reliable means of recording people & objects are images & videos and the visual
knowledge they provide serves as an objective and universal record of events happening, often used as justification for making
important decisions and assessments in highly sensitive fields such as media, politics, civil litigation, criminal trials, defense
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planning. The forensic applications of photos have been recognized in reality, almost as soon as photography was invented to
understand the extent of impact of digital forgeries. Digital forgeries occurred in leading state, in India are shown in Figure 1.
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Figure 1: Digital forgery Incidents State wise

I1l. APPROACHES FOR FORGERY DETECTION

In the history, researchers divided the approach to forgery detection into two fields. as: Passive and Active approach. In
the past, an active method has been suggested in which data is held on the source side. This can be either a watermark or a
signature. Later verification has done, by comparing the values of certain watermarks or signatures, when any changes in the
image were detected. However, active approaches involve digital camera equipment for storing the signature or the watermark.
But in the market there are several de-watermarking software, making the active approaches least authenticated. For digital
cameras, it is still important to set common standard protocols for the applicability of this technique. It is too difficult to meet
this requirement for cameras. This places a cap on the application of solutions to restricted scenarios. Knowledge without exterior
information whatsoever is based on the pre-assumption, that tampering of the image content may intersperse the content
semantics and statistical characteristics or anomalies that intercalate some new objects into the image. Studying these objects
may assist in judging the forged region. In different ways, tampering can be achieved. Cloning and Splicing are the two most
popular tampering techniques. Cloning or forgery of copy-move duplicates some portion in image to somewhere else in order to
conceal something. Another term for copy-paste forgery is Splicing, is described as portion of an image being copied and pasted
into other image. In order to exploit the presence of all objects inserted by manipulations, various digital forensic have been
developed.

IV.FORGERY APPROACHES IN DIGITAL IMAGE
The following is the general description of each approach. Cloning and Splicing in images are becoming attractively common,
and hence an effort has been made, to put just both of these to emphasize.
1. A Pixel-based approach which works to find various counterfeits such as Resampling, Cloning, Retouching and Splicing
on arithmetical variations at pixel levels.
2. By estimating various objects such as camera response function and chromatic aberration, the camera-based approach is
based on detecting consistency in fingerprints unique to the camera.
3. The geometric approach based on the object's geometric dimensions and its location relative to the camera. Lens distortion,
reflection, glare, perception, calibration may be these geometric measurements.
4. Examples of physics-based methods are such as physical object interaction, (2D) illumination, 3D lighting of camera.
5. The format-oriented approach is based on various image formats such as JPEG (Joint Photography Expert Group), Double
JPEG or JPEG Header formats.
6. The statistical approach used to classify forensics, are Linear Discriminant Analysis (LDA) or Principal Component
Analysis (PCA)
7. The printer-based approach works with the material present in the image being clustered, banded and profiled.

V. STEPS TO DETECT TAMPERING IN IMAGE
Picture Acquisition:

The generalized algorithm steps are shown in Figure. 2 Due to irregularities in the optical lenses of the camera, the
imaging sensor may introduce artefacts into the image during the image acquisition phase in the initial step. Color Filter Array
(CFA), pattern is further dependent on the manufacturer, performs light filtering, supplementary processing such as gamma
correction, enhancement is done before storage in the memory. Therefore, certain objects are inserted into the camera itself, so
that the image must be acquired from a high quality camera such as canon DSC-P10, Sony etc.

Gray Scale Conversion:
After image capture, it is possible to change the colored image to a Gray Scale image in order to minimize computation.
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Dimension Reduction and Block Division:
The algorithm for dimensional reduction is used to further minimize computational complexity. Division of the image
into either overlapping or non-overlapping blocks is carried out.

Feature Extraction:
Small information extracted is a feature or descriptor. Descriptors are categorized as local and global descriptors.

Function Sorting:
Features are contained in a matrix. This puts all of the same blocks next to one another. Radix Sorting, Lexicographic
sorting etc. can be used.

Feature Matching:
The degree of block similarity is known, by aligning each block with every other block.
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Figure 2 General diagram of Image tampering detection

VI.COPY-MOVE FORGERY

Copy-move forgery is a process that covers some portion of the image in order to add or delete data from the same original
image as shown in Figure 3. Since the copied element belongs to the same image, no perceptible indicative changes occur, in the
properties of the image texture. These characteristics may be color or noise, which makes forgery detection a difficult task.

Bayram et al.worked on lossy compressed JPEG images and suggested that lexicographic sorting works best on highly
compressed images, otherwise the bloom filter was advantageous in complexity. Another form of new technique was provided
using discrete transformations. For better outcomes on JPEG compressed images, wavelet transformation and phase correlation
was proposed, but computational aspects did not help much. So Unhung suggested a method that was based on improved linear
embedding. The biggest downside of this method was that the fused edges could not be identified by the PCA technique. As
shown in the survey provided by Qureshi, an enhancement was made that distinguishes between copy-move areas and fused
edges.

A method for detecting forged images, multi copies using SIFT-based technique was proposed by Arizonan et al. Ameren
et al. provided a forensic method for CMFD with some post-processing geometric transformation with 98.21 percent True
Positive Rate (TPR). Improved SIFT-based methods were given by Liu et al. for multiple detections using broad first search
neighbors (BFSN) clustering and color filter array (CFA). Many researchers have developed a segmentation-based method, mix
of SIFT and SURF which has increased the detection rate but decreases the speed. A new method for detecting geometric
transformation using SIFTS key-point features was introduced with related work based on grey level interpolation. Various other
techniques used in incorporation with DWT and SIFT or individually using DWT which provided that reduced computation time
and thus reduced computational complexity.

To enhance robustness random transformation with phase correlation is proposed. In methods, various algorithms were
used to detect copy-move forgery using Krawtchouk Moment and mixed moments. Another process has been implemented on
the basis of the shared knowledge found in it in different regions of the image given. Another idea of comparing triangles in
place of matching blocks, was proposed in the new hybrid method.

Figure 3: Tampered Image Generation
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Figure 3 Generation of a tampered image sample as a copy-move forged image from CoMoFoD dataset for the
identification of counterfeits, photographs subjected to attacks such as rotation or scaling effects. Speed Up Robust Features
(SURF) and Binary Robust Invariant Scalable Key-point (BRISK) descriptors are used in the scheme to use BRISK's scaling
effect invariance in SURF attacks such as rotation, too, turn out to be unsuccessful.

VIL.SPLICING FORGERY

Splicing an image involves cropping and pasting a certain image area to a certain location in some other image, with no
post-processing operations conducted and are difficult to perceive. For being nnoticeable any selected sections in image need to
undergo few geometric changes. This could include tossing, rotation, folding, scaling, skewing, etc. a method was suggested
using bicoherence features for the detection of blind spliced images and the results are estimated with the aid of the Support
Vector Machine (SVM) classifier with an accuracy of 62% to about 70%. But they could not explain the reason for the sensitive
splicing of bicoherence to extract more features. Another method proposed in is based on the detection of trace resampling aided
by the detection of image splicing. But this approach worked effectively when compression ratio in images was lower. In 2010,
a highly efficient method based on CRF was introduced (Reply function of the camera), but spatial constraints such as continuity
and alignment etc. were still liable for error prune outcomes.

Figure 4: Splicing of Images

Figure 4 On the right-hand side, the target image formation is Copy-Move Forged Image from CASIA v1.0 Dataset by
pasting from the first to the second image a spliced section Several scientists have proposed concepts based on the transparency
of the images with enhanced splicing detection by either understanding the edge blur or adjusting variance or quantization, but
the precision was not sufficiently attractive. Later on, Run Length Matrix (RLM) based approaches demonstrated better
performance than other current techniques. Therefore, many RLM combinations have emerged, such as RLM & SVM, RLM &
edge statistics with substantially improved precision.

VIII.STEPS TO DETECT TAMPERING IN VIDEOS

It is possible to take a video as a series of images that differ with time. First the frames are extracted and saved in any
picture format depending on the researchers' preference like jpg, bmp, png or some other format. The conversion of a colored
image into a grey scale image is now included in more steps. In reality, data induced by color increases training time. In many
applications, color information is often of limited benefit, as it does not help us distinguish significant edges due to high
oscillation variations that are quickly detected in Gray-scale images by perceiving. To reduce the computational complexity
further, the Dimension Reduction. algorithm is applied. So some features in the function extraction algorithm should be so
efficient that the required accuracy is achieved in the image. The frame is then broken into blocks that are overlapping or non-
overlapping. The next step is to gather these characteristics and then store them in a feature matrix and sort them. The forged
region in the frame will be explained by similarity index of features. The Generalized Forgery Detection Block Diagram for
Videos is shown in Figure 5.

Input Video Extract Frames [—> Dimension Reduction |[—>| Block-Division [—»| Feature Extraction

!

Attacksfor  e—|  Forgery Detection and Location [¢—|  PostProcessine  [¢—|  Block Matching
Robustness test ~

Figure 5 Video Tampering detection block diagram
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Fgure 6 Forged Video Frames

Figure 6Sample frames from the Dataset REWIND video Top row:

original video frames and bottom row: added forged video frames to help identify forgeries of copy-move and image

splicing.

IX. CONCLUSION
We discussed the motivation and essential aspects of Visual Content Forensics including characteristics, applications, and

challenges. Increased security breaches and the need for digital forensic services have resulted in the dynamic nature of
technology, combined with an increase in its use by members of society. Over the last decade, due to the increased availability
of digital evidence in courts, across jurisdictions in both criminal and civil cases, digital forensics has become increasingly
common. Digital forensics must meet the requirements needed for proof in court to ensure acceptance in court.

References

1.

2.

3.

Oommen, R. S., Jayamohan, M., & Sruthy, S. (2015). A survey of copy moves forgery detection techniques for digital images. International
Journal of Innovations in Engineering and Technology (IJIET), 5(2), 419-426

Jaseela, S., & Nishadha, S. G. (2016). Survey on copy move image forgery detection techniques. International Journal of Computer Science
Trends and Technology (IJCST), 4(1), 87-91.

Ansari, M. D., Ghrera, S. P., & Tyagi, V. (2014). Pixel-based image forgery detection: A review. IETE Journal of Education, 55(1), 40—
46.

Singh, R., & Thakkar, M. (2016). Copy move image forgery detection techniques: Survey. International Journal of Modern Trends in
Engineering and Research, 3(4), 654-657

Singh, R. D., & Aggarwal, N. (2018). Video content authentication techniques: A comprehensive survey. Multimedia Systems, 24(2), 211
240.

Hany, F. (2008). Digital image forensics. Scientific American, 298(6), 66-71.

Redi, J. A., Taktak, W., & Dugelay, J. L. (2011). Digital image forensics: a booklet for beginners. Multimedia Tools Application, 51(1),
133-162.

Parveen, A., Tayal, A. (2016) An algorithm to detect the forged part in an image. In Proceedings of 2nd international conference on
communication and signal processing (pp. 1486-1490).

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/indjcst 229|Page



