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I. INTRODUCTION 

 Online banking enables 24/7 access to your financial accounts including checking balances, transferring funds, and paying 

bills without requiring a visit to a physical branch location. Online banking is done from a desktop or laptop, while mobile banking 

takes place on portable electronic devices like smartphones and tablets. Online-only banks are gaining popularity for their 

comprehensive digital features and better interest rates on deposit accounts. But you may need to visit a brick-and-mortar bank or 

credit union once in a blue moon. The development of online and mobile banking systems has been one of the key innovations in 

personal banking since the 1990s. This has led to the emergence of online-only banking, in which banks do not have physical 

locations and handle all customer transactions remotely. Although banking institutions have developed complex systems to protect 

their customers’ privacy and security, customers using online and mobile banking still place themselves at an increased risk of 

unauthorized account access. Still, Internet and mobile banking are considered safe so long as users adhere to basic principles 

regarding computer security and the protection of personal information. In addition, customers are advised to research account 

protection policies before opening an account at a bank or credit union. 

According to the Federal Deposit Insurance Corporation (FDIC), online and mobile banking is safe for most consumers, as 

long as customers adhere to personal safety guidelines and only conduct banking with federally insured, legitimate banking 

institutions. The rise of Internet-only banking has left consumers vulnerable to exploitation by illegitimate banking institutions 

or by emerging banks that lack the ability to protect consumer assets. 

 

II. LITERATURE SURVEY 

A. Machine Learning-based approaches 

In recent years, machine learning approaches has been achieved through the integration of deep learning techniques, 

synthetic data generation, multimodal systems, and security-enhancing mechanisms. Machine learning have explored various 

approaches to improve accuracy, computational efficiency, scalability, and robustness against adversarial attacks while also 

Abstract:  Online banking systems have become an essential part of modern financial services, allowing users to perform transactions 

conveniently through digital platforms. However, the increasing number of cyber threats and identity theft incidents has raised serious 

concerns regarding the security of online banking authentication mechanisms. Traditional methods such as passwords and PINs alone are 

often insufficient to prevent unauthorized access. To address these challenges, this project proposes a secure Online Banking Transaction 

System using vision Transformer (ViT) based Face Recognition, DeepFace-based Liveness Detection, and SHA-256 Hashing to strengthen 

authentication and transaction security. In the proposed system, users register their facial data and personal credentials in the banking 

platform. During transaction initiation, the system captures the user’s facial image through a camera and performs face recognition using 

the Vision Transformer (ViT) algorithm. The ViT model extracts deep facial features and generates unique facial embeddings that are 

compared with stored facial representations in the database to verify the user’s identity accurately. To prevent spoofing attacks such as the 

use of photographs, videos, or masks, the system integrates DeepFace-based liveness detection, which analyzes facial movements and real-

time characteristics to confirm that the captured face belongs to a live person. Once the biometric verification is successfully completed, the 

user is allowed to proceed with the banking transaction. For additional security, transaction passwords and PINs are protected using the 

SHA-256 hashing algorithm, ensuring credentials are securely stored and verified without revealing the original values. The system performs 

validation checks before processing transactions to ensure secure operations. This approach improves the security and reliability of online 

banking while preventing fraud and unauthorized access. 

 

Key word: Online banking, authentication ,biometric security ,face recognition ,vision transformer(ViT) ,liveness detection ,anti-spoofing 

,SHA-256 ,cybersecurity , identity verification ,multi-factor authentication 

. 

. 

. 

 

 

 

 

 

 

 
 

 

 
 

 

 

 
 

 

 
 

 
 

 

 

 

 

 

 

.  

http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.indjcst.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://www.investopedia.com/the-best-online-banks-11722209
https://www.investopedia.com/best-high-yield-checking-accounts-5070332
https://www.ebsco.com/research-starters/computer-science/computer-security
https://www.ebsco.com/research-starters/business-and-management/credit-unions
https://crossmark.crossref.org/dialog/?doi=10.59256/indjcst.20260501063&domain=pdf


Multi Factor Biometric Authentication System Using Vision Transformer and Deep Face for Scam Resistant Intelligent Online 
Banking Transactions 

 

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           559 | P a g e  

 

addressing ethical concerns related to data privacy. This section presents a detailed analysis of relevant studies, highlighting their 

key contributions, methodologies, datasets, and limitations, which collectively form the foundation for identifying research gaps 

and motivating the proposed work. 

 

B. Real time detection 

Future work may focus on improving detection accuracy for more sophisticated adversarial attacks, integrating real-time 

detection mechanisms into live systems, and combining multiple defense strategies such as adversarial training and anomaly 

detection to further strengthen system security. 

 

 
 

III. DATA PREPROCESSING 

Data preprocessing is critical step that impacts the performance of the machine learning model. Banking transaction data 

collected from not real-world systems noisy, and inconsistent. If such raw data is used without proper processing, it can lead to 

inaccurate predictions and poor fraud detection. 

 

 a. Handling missing values 

Missing values are a common issue in financial datasets due to system errors, incomplete user inputs, or data transfer 

problems. These missing entries need to be handled carefully to avoid loss information. In this system, missing values are treated 

using simple and effective techniques such as mean, median, or mode imputation based on the type of feature. For numerical data, 

mean or median values are used, while for categorical data, the most frequent value is considered. 

 

b. Data cleaning 

 Apart from missing values, the dataset may contain duplicate records, incorrect entries, or outliers. These issues are 

addressed by removing duplicate transactions with correcting inconsistent data formats. Outliers, which may represent unusual or 

extreme values, are analyzed carefully since they could either indicate fraud. Proper cleaning improves data quality and reduces 

errors during model training. 
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c. Data normalization 

Data normalization is applied to scale all numerical values into a common range, usually between 0 and 1. This is important 

transaction features such as amount, balance, and frequency may have different scales. Without normalization, features with larger 

values may dominate the model can treat all features equally effectively. 

 

d. Feature scaling 

Feature scaling techniques such as standardization are used to transform the data so that it has a mean of zero and a standard 

deviation of one. This helps improve the performance of machine learning algorithms, especially those based on distance 

calculations. Scaling ensures faster convergence and better accuracy during training. 

 

 
 

e. Feature selection 

Not all features in the dataset are equally important for fraud detection. Some features may be irrelevant .which can reduce 

model efficiency. Therefore, important features are selected based on their contribution to the prediction process. This reduces 

complexity and improves model performance. 

Overall, data preprocessing ensures that the input data is clean, consistent, and suitable for building an accurate fraud 

detection system. idea of performance, accuracy alone is not sufficient in fraud detection because the dataset is often balanced. 

 

 

f. Precision 

Precision is the ratio of correctly predicted fraud cases to the total predicted fraud cases. It indicates how reliable the model 

is when it flags a transaction as fraudulent. High precision means fewer false positives, which reduces unnecessary alerts for users. 
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g. Cross-validation 

To ensure that the model performs well on different datasets, cross-validation techniques such as k-fold cross- validation 

are used. In this method, the dataset is divided into multiple subsets, and the model is trained and tested multiple times. This helps 

in reducing and improves the generalization ability of the model. 

 

IV. MODEL EVALUATION 

 

 
 

 Accuracy measures the correct less of the model by calculated the ratio of corrected predicted transactions to the total 

number of transactions. Although it gives a general 

 

V. SECURITY MEASURES 

Internet banking engage a comprehensive multi-layered security system framework combining 256-bit SSL encryption for 

safeguarding data, biometrics and real time AI motivated behavioral analysis to identify potential fraud. Transaction controls 

include velocity limits and step-up authentication for high-risk activities like transfers above₹50,000 to new payees. Continuous 

monitoring of user patterns such as login time and device 

Fingerprints enables 99.02%+ fraud detection rates with minimal false positives (1.12%), while instant SMS/email alerts 

and automated account freezes ensure rapid incident response and take immediate actions. This defense in depth strategy effectively 

balances robust security with smooth user experience, achieving PCI-DSS compliance and RBI regulatory standards for modern 

digital banking operations.This ensures transaction safety. 

 

A. Security authentication 

Online banking systems use strong encryption method to protect user data. One of the main techniques is AES-256 

encryption (Advanced Encryption Standard with 256-bit keys) integrated with TLS(Transport Layer Security) 1.3 protocols to 

safeguard data transmitted between user devices and bank servers. This symmetric key encryption 

standard processes data in fixed sized using a single key for both encryption and decryption, offering computational 

infeasibility against brute-force attacks . Hybrid systems pair AES with asymmetric algorithms like RSA-2048 for key exchange 

public keys encrypt session keys, while AES handles huge transaction data for speed and efficiency. 

 

B. Regular updates 

Software update are critical for internet banking security patching vulnerabilities that hackers exploit in outdated systems. 

Banks automatically push security patches for their apps and servers, while users must enable auto updates for banking apps, OS, 

browsers, and antivirus software to close known exploits. Encryption protocols evolve too .TLS 1.3 replaced older SSL versions, 

and banks periodically upgrade to quantum-resistant algorithms and rotate AES-256 keys. 

RBI mandates continuous 2FA enhancements (effective April 2026), requiring dual verification beyond single OTPs. 

Quarterly PCI-DSS audits ensure compliance, while real- time threat intelligence updates ML fraud models with emerging attack 

patterns. This continuous update cycle reduces exploit success rates by 86-94% while maintaining seamless transaction flows. 

 

Acknowledgment 

This project presents a secure and intelligent solution for digital transaction systems by integrating multiple advanced 

authentication and security mechanisms. The system effectively addresses the limitations of traditional methods by incorporating 

biometric verification, multi-factor authentication, and tamper-resistant data storage. The use of the Grassmann Learning 

Algorithm enables efficient and robust facial feature extraction, ensuring accurate representation of user facial data under different 

conditions. This is further enhanced by DeepFace-based liveness detection, which verifies the presence of a real user and prevents 

spoofing attacks using photos or videos. The system achieves high identity verification accuracy through the Vision Transformer 

(ViT) model, which generates deep facial embeddings and ensures reliable face recognition. In addition to biometric authentication, 

the implementation of the Illusion PIN with Shuffle PIN mechanism provides strong protection against observation-based attacks 
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such as shoulder surfing. The Reverse OTP verification adds an extra layer of security, ensuring that only authorized users can 

complete transactions even if OTP information is compromised. Furthermore, the integration of a blockchain- based transaction 

mechanism ensures that all transaction records are securely stored in an immutable and tamper- proof manner. This enhances 

transparency, data integrity, and trust in the system. The overall system demonstrates high performance with improved accuracy, 

low error rates, and efficient processing time. By combining multiple advanced algorithms and security techniques, the system 

provides a reliable, scalable, and secure framework for modern online transaction environments, ultimately enhancing user 

confidence and reducing the risk of financial fraud. 
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