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Abstract: Medi Scan is a safe and reliable Al-based solution that helps authenticate medicines as well as gives drug details. Medi Scan
scans QR code and applies Optical Character Recognition (OCR) technology to get the relevant data of medicines packed on it. It cross-
verifies the collected data with the cloud-based database to make sure the data is correct. Machine learning technology is implemented in
this system to detect fake QR codes. Drug details, such as dosage, expiration period, manufacturers, and side effects of medicines are
available through this system. Data encryption is ensured by AES-256 technology.
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I. INTRODUCTION

The proliferation of fake medicines and medication errors can be very dangerous for the safety of patients. In most
cases, the fake drugs will have wrong or dangerous chemicals and also will not provide relevant information regarding doses,
expiration dates, and possible side effects.

In order to solve these challenges, the Medi Scan system will utilize QR technology, optical character recognition, and
machine learning techniques. Through Medi Scan, QR codes will be scanned and checked against information on cloud-based
databases. The system will employ machine learning to detect any fakes or altered codes. In addition, AES-256 encryption will
protect the integrity of the data.Generally, the use of this system will provide information about medicines and promote the safety
of patients.

II. LITERATURE REVIEW

A number of research articles and current systems have emphasized enhancing the authentication of medicines and their
information acquisition through digital technology. The use of QR codes has been extensively practiced for identifying and
tracing products owing to its speed and large storage capability. Some research articles suggested incorporating encoded
information in the QR code to improve its security. Nevertheless, such practices depend entirely on the data stored in the QR
code without solving the problem of duplicated and manipulated QR codes.

Medscape and Drugs.com are two mobile applications that offer extensive drug information; however, they demand
manual entry by users, leading to errors and user inconvenience. On the other hand, barcode scanners are employed in
pharmacies, and yet they provide limited drug information and may become ineffective against counterfeit medicines in case of
replicated barcodes.

Deep learning approaches have been used in recent years in medicine for image processing and text recognition. One
of the most common OCR applications is Tesseract; however, it might not be sufficient for recognizing text in real-life packages
because of noise, varying light conditions, and background diversity. Deep learning architectures, including CNN, have proven
to be superior in image and document recognition processes.

Machine learning models can be used for distinguishing between authentic and fraudulent labels. Still, existing solutions
concentrate solely on one aspect of the process, either verifying the label or extracting its information, and do not provide an
integrative framework for combining different approaches.
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Hence, there is an evident need for an integrated solution involving QR code scanning, OCR, machine learning
verification, and safe database management. That is why we propose an advanced Medi Scan solution, which will address all
these issues simultaneously.

III. PROBLEM STATEMENT

The growing trend in the pharmaceutical sector with fake medicines within the pharmaceutical chain has caused a
serious problem with patient safety and public health. The counterfeits might contain wrong or dangerous substances that can
cause ineffectiveness of the treatment or even pose additional risks for the health. Moreover, the issue with patients' and
physicians' inability to get valid information on medicines and their usage, such as dosage, expiration date, and potential side
effects, is prevalent nowadays.

Current technologies related to the scanning codes with the help of simple QR code and barcode readers fail to verify
the genuineness of goods because they solely focus on the received data without checking the product.

Besides, modern solutions for receiving drug information usually require manual input of the information and thus are not
efficient.

Finally, the absence of an integrated and intelligent technology that would unite the process of verification, information
provision, and information security makes the development of a solution necessary The aforementioned problems have
necessitated a need for intelligent and automated timetable generation that avoids conflicts as per all the academic constraints.

The following system will be able to address the aforementioned problems. The help of Constraint-Based Intelligent Scheduling
of Al that promotes equity, scalability, and efficiency.

Technological Landscape and Opportunity:

QR codes offer a promising solution due to their high data capacity, fast readability, and widespread integration into smartphone
technology. However, their security is a primary concern, as they can be easily copied and replaced on counterfeit packaging.
This creates a pressing need for a system that not only reads QR codes but also verifies their authenticity and provides a secondary
layer of validation.

The motivation for Medi Scan stems from the convergence of these factors: the urgent need to combat counterfeit drugs, the
necessity of reducing medication errors, and the opportunity to leverage advanced technologies like deep learning and computer
vision to create a secure, user-centric solution.

.IV. OBJECTIVES OF THE PROPOSED SYSTEM
The main purpose and objective of the proposed project is the design and development of a smart medicine
authentication system and data extraction tool using artificial intelligence and QR code technology. The objective of designing
the smart system revolves around achieving automation and efficiency in checking for fake medicines as well as providing
authentic data regarding any medication.

Objectives of the Project are:
1. Automatic verification of the authenticity of medicines using QR code scanning.

2. Automatic detection of fake/modified QR code using machine learning techniques.
3. Automatic extraction of critical information such as dosages, expiration dates, and side effects using OCR techniques.
4. Cross-verification of extracted information with the help of a secure database hosted in the cloud.
5. Providing accurate information about any medicine.
6. Data security using various cryptographic techniques like AES-256.
7. Creation of an easy-to-use GUI for patients, pharmacists, and doctors.
V.SYSTEM REQUIREMENTS
Points:
Hardware:

e  Processor: Intel i3 or higher
e RAM: At least 4 GB
e Storage: 500 GB

Software:

Operating System:

e  Windows/Linux

e Programming Language: Python

e  Web framework: Flask/Django

e Libraries: OpenCV, Py z bar, OCR
e Database: MySQL/MongoDB

e Description of Components:

The system needs both software and hardware resources for working. Hardware-wise, a system should have at least an
Intel i3 processor, 4 GB RAM, and enough storage space. Camera is needed for scanning QR codes from the medicine packets.
Software-wise, the program is built with the use of Python programming language and web frameworks like Flask/Django.
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OpenCV and Py z bar libraries are used for detecting and scanning QR codes, whereas OCR is used for extracting text data.
Database technologies like MySQL and MongoDB are used for storing and accessing medicine data.

VI. SCOPE OF THE PROJECT

[ Scope of the Project

>

‘ Medicine Package ‘

|

‘ QR Code Scanning ‘

!
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|

’ Database Verification ‘
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!

{ Display Information l

Fig. 1. (Scope of the project -MEDISCAN QR System)

The system is designed to deliver an all-in-one emergency management system by incorporating accident detection and blood
donation management.This project aims at developing a system that will authenticate medicine through QR Code, OCR, and
Machine Learning. It offers accurate details about drugs such as dosage, expiry date, and potential side effects. It will detect fake
drugs, ensure patient safety, offer secure data storage, and operate at real-time efficiency. Applications of this technology are
limitless; it can be implemented in hospitals, pharmacies, and even for personal use.

VII. PROPOSED SYSTEM / METHODOLOGY
This process involves the use of QR codes scans, optical character recognition, and machine learning techniques to authenticate
and provide accurate information about the medication. This technology identifies fake medications, gathers information
through packaging analysis, and validates information by comparing it with the database.
There are five main stages in this approach:

A. Data Acquisition and Pre-processing
Data acquisition is done via scanning and capturing images of the medicine's packaging.
Input data includes:
e QR code data
Medicine name
Manufacturing information
Expiry date
Dose information

The pre-processing procedures include:
e Enhancement of image to make QR detection easy
e Noise filtering and normalization of image
e Cleaning of text to ensure clean OCR output

B. Verification and Validation
Verification can be categorized into two:
1. Hard verification
e  Checking if the QR code is valid
e The data extracted should be in conformity with database records
e  The expiry date should be valid
e  Manufacturer details should be valid
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2. Soft verification

Lack of any missing or incomplete data

Conformity of data obtained from QR code and OCR
Validation of several criteria in a balanced way
Quick response with no delay

After ensuring the above criteria, authentication is done.
C. Machine Learning Model
Where:

e M =Medicine Data

e Q=QR Code Data

e = OCR Extracted Data

e D = Database Records

A machine learning model is applied to examine the QR code and identify any potential duplication or counterfeiting.

Objective Function:

Minimize:
e Incorrect authentication of counterfeit medicines
e Discrepancies between QR codes and database information
e Faults in OCR data extraction process

Constraints:
¢ QR code should be unique
e Data should correspond with database entries
e OCR data should be accurate within reasonable margins
e  Minimum system response time

D. Data Processing Algorithm
The algorithm processes data in the following steps:
Step 1: QR Code Capture

e Obtain QR code image using camera

e  Decode the QR code

e Retrieve QR code data

Step 2: OCR Text Retrieval
e  Acquire image of medicine label
e  Extract text from medicine label using OCR
e Sanitize and format the data

Step 3: Data Validation
e Compare QR code data with database data
e Align OCR data with stored database records
e  Check consistency for all parameters

Step 4: Detection Using ML
e Examine QR code for any tampering attempts
e Identify QR duplication or counterfeit pattern
e C(lassify as counterfeit or genuine

E. Information Display Module
The system presents validated information to the user:
e Medicine Name
e Expiration Date
e  Manufacturer’s Details
e Side Effects

Other functionalities include:

e  Counterfeit Medicine Warning
Expired Medicine Alert
F. Process Flow
Input Data (QR Code Scanned)
Decoding QR Code
Text Recognition Using OCR
Data Validation
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e ML-Based Validation
e  Output Display

VIII. COMPARATIVE ANALYSIS

Parameter

Existing System

Proposed Medi Scan System

Authentication Method

Basic QR/Barcode scanning

QR + OCR + Machine Learning verification

Counterfeit Detection

Not available

Detects fake/tampered QR codes

Data Input Manual input required Automatic data extraction (OCR)
Accuracy Moderate High (= 98.5%)
Response Time Slow Fast (< 0.5 seconds)

Security

Low / No encryption

High (AES-256 encryption)

Information Provided

Limited details

Detailed drug information

Error Handling

High chances of errors

Reduced errors using automation

User Interaction

More manual work

User-friendly and automated

Technology Used

Basic scanning

Al + OCR + Computer Vision

Table 1 (Comparison Existing System vs Proposed Medi Saan system)
The comparison clearly indicates significant improvement in efficiency and reliability

IX. SYSTEM ARCHITECTURE
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Fig. 2. (System architecture of the proposed Medi Scan QR System)
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The Medi Scan system will have a modular and layered architecture to provide scalable, secure, and efficient performance.
The layers make the system easy to manage and allow smooth data flow through different stages like data acquisition,
processing, verification, and result presentation.

Layers in the system:

A. UI Layer

The User Interface (UI) layer serves as an interaction layer between the system and the user. The layer lets the user scan QR
codes via their mobile phone's camera and shows them the result. The layer is made simple and intuitive so that both patients
and healthcare practitioners can use it with ease.

Functionality:

e Scan QR code using camera

e Present medicine details

e  Alert about fake or expired medicine

e Easy navigation

B. Data Acquisition Layer

The data acquisition layer collects data in the form of inputs. It scans QR code and captures the images of medicines.
Functionality:

¢ QR code scan using OpenCV and Py z bar library

e Image capture from medicine package

e Data extraction from the QR code

C. OCR Extraction Layer

OCR extraction layer involves obtaining information from the medicine packaging image. This facilitates in authenticating
data obtained from the QR code.

Roles/Functions:

e  Text extraction through the OCR model

e  Obtain information on medicine name, expiry date, and dosages

e  Preprocess information

D. Validation and Authentication Layer

This layer authenticates the extracted information against the database information. Various tests are conducted in the
validation process.

Roles/Functions:

e Compare information in QR against database

e  Cross check OCR extracted information with database information

e Validate expiry date and manufacturer information

e  Check for discrepancies

E. Machine Learning Layer

Machine Learning layer involves analyzing patterns of the obtained QR code and detecting any fake QR codes.
Roles/Functions:

e Identifying fake or duplicated QR codes

e Pattern analysis of QR codes

e Identify medicines as either real or fake

F. Database Layer

The database layer holds all medicine-related data securely and enables real-time data extraction.
Functions:

e Save medicine data (name, quantity, date of expiration, etc.)

e Enable quick data extraction

e  Ensure data consistency

G. Security Layer

The security layer guarantees secure data encryption and transfer of all data.
Functions:

e  Guard against any unauthorized access

e  Guarantee data privacy

e Ensure secure communication

H. Output/Display Layer

This layer provides the final verified data to the user.
Functions:

e Display the medicine data

e  Verify whether the medicine is fake or genuine

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 474 |Page



Healthnet: Emergency Blood Requirements in Vehicle Accidents

e Issue alerts/warnings
e  Ensure accurate data output

X. IMPLEMENTATION DETAILS

[rt Input (QR Scan)
Bou

b 4
s QR Code Processing

@ (OpenCV, Pyzbar)

- »

Image Capture

@) (Medicine Package)

i
k&) OCR Processing 1
(ocrT™ (Text Extraction)
i i

4, @ Data Preprocessing
oN 7, o (Cleaning, Filtering)

= -
Fe— Database Matchin
T g
g " (Cloud Stcrage) j

3

& 4 ML Verlﬁcatl j
: J@ (Fake Detection)

(@) Secunty Layer
5 R—Q (AES Encryption)

Result Generation
Display Output

Fig. 3. (Implementation workflow of the proposed Medi Scan QR system)

The Medi Scan software system is built on the combination of Python and image processing techniques along with
machine learning and web technologies. The software uses OpenCV and Pyzbar libraries for scanning the QR code, OCR for
extracting texts and a cloud database for verification. The system uses a modular approach for accuracy and ease of use.

The main modules of the system are as follows:

Input module:

Collects information from the QR code or images of the medicine via a camera.
QR code processing module:

Decodes QR code using OpenCV and Py z bar libraries.

OCR module:

Extracts texts from the images such as the medicine name, its expiry date and dosage.
Pre-processing module:

Prepares data for further processes.

Database module:

Matches the collected information against existing medicines.

Machine learning verification module:

Identifies fake or manipulated QR codes.

Security module:

Encrypts data using the AES-256 algorithm.

XI.RESULTS AND DISCUSSION

Medi Scan system was successfully deployed and evaluated, resulting in a precision rate of 98.5% for QR Code scanning
and authentication with an execution period of less than half a second. Medi Scan successfully extracted the information through
OCR techniques and scanned for fake QR Codes using machine learning. The accurate details about the medicines including
dosage, expiration dates, and side effects were displayed along with alerts for mismatches in medicines. As compared to previous

approaches, the accuracy, efficiency, and security offered by Medi Scan proved superior.
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Fig 9. (Fake-Medicine Security Alert Message page)
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XII. CONCLUSION AND FUTURE WORKS
Conclusion:
Medi Scan is an efficient system for checking medicines based on QR code scanning, optical character recognition, and machine
learning. The system will detect fake medicines, give information about medicines, and protect data from misuse.

Future Works:
Blockchain technology can be used in the future to further improve Medi Scan’s efficiency and make it more convenient by
developing a global database and mobile applications.
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