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I. INTRODUCTION 

Healthcare delivery has transitioned decisively from paper to Electronic Health Records: diagnostic imaging, laboratory 
reports, prescriptions, genomic profiles, insurance claims, and continuous Internet-of-Medical-Things (IoMT) streams are 

generated and exchanged digitally among hospitals, laboratories, insurers, and public health authorities. National programes such 

as India’s Ayushman Bharat Digital Mission (ABDM) envisage federated ecosystems in which every citizen’s records are 

interoperable across institutions [39], [40]. The same digitisation, however, has made the medical record one of the most attacked 

classes of digital asset: it fuses identity, financial, and clinical information that cannot be revoked once leaked, and custodians face 

stringent obligations under HIPAA [37], GDPR [38], and India’s Digital Personal Data Protection (DPDP) Act, 2023 [39]. 

  Two architectural paradigms dominate deployed systems, and each is individually inadequate. Centralised cloud storage 

offers elasticity and availability but concentrates trust in a single provider, admits insider misuse, and gives patients no 

independently verifiable audit. Blockchains [1], [2] offer decentralised trust, tamper-evidence, and transparent auditability, but 

cannot economically store bulk medical data on-chain, and the transparency that enables audit is itself a privacy hazard: addresses, 

timestamps, and transaction patterns can be mined to infer which patient consulted which specialist [28]. The now-standard hybrid 
pattern — encrypted data off-chain, integrity anchors and access logic on-chain [21], [22], [27] — resolves storage but not the 

deeper tension: verifying that a record is authentic, that its holder satisfies an eligibility condition, or that an access complies with 

consent conventionally requires revealing the record to the verifier. Every validation is a disclosure. 

Zero-knowledge proofs [3] dissolve this tension, and zk-SNARKs [4]–[6] make the dissolution practical: a prover can 

convince any verifier that a statement about hidden data is true, with proofs of ~128 bytes verifiable in milliseconds under Groth16 

[5], and Ethereum-compatible chains expose precompiled pairing operations that make on-chain verification affordable at constant 

gas cost. Mature tooling — the Circom language, the snarkjs stack [12], and circuit-friendly hashes such as Poseidon [11] — has 

moved this capability from theory to engineering. 

This paper proposes Med-Chain, a privacy-preserving blockchain–cloud hybrid framework in which validity, integrity, 

ownership, and policy-compliance of healthcare data are proven and verified on-chain using zk-SNARKs, without revealing the 

Abstract: Electronic Health Records (EHRs) demand simultaneous guarantees of confidentiality, verifiable integrity, patient-controlled 
access, and regulatory auditability — guarantees that neither centralised cloud storage nor fully on-chain blockchain systems can jointly 
provide. Cloud platforms concentrate trust and deny patients verifiable audit; blockchains cannot economically hold bulk medical data, and 
their transparency leaks patient–provider interaction patterns. Hybrid architectures anchor off-chain data to the ledger by hash, but every 
substantive validation of record content still requires disclosure to the verifier. This paper proposes Med-Chain, a privacy-preserving 
blockchain–cloud hybrid framework in which the validity of healthcare data is established by zero-knowledge Succinct Non-interactive 

ARguments of Knowledge (zk-SNARKs) rather than by disclosure. Encrypted records reside in cloud object storage and IPFS; hiding 
Poseidon commitments, consent policies, and constant-size Groth16 proofs are anchored and verified on a permissioned EVM ledger by a 
five-contract Solidity suite. Four validation predicates — record integrity, ownership, range eligibility, and code-set membership — are 
realised as Circom circuits and verified on-chain through auto-generated verifier contracts bound to one-time nonces. A prototype 
implementation is evaluated for proving time, verification gas, latency, throughput, and storage overhead, demonstrating sub-second proof 
generation on commodity hardware, ~128-byte proofs, and record-size-independent verification cost of approximately 215k gas†. A 
structured security analysis reduces confidentiality, integrity, soundness, and replay-resistance to standard assumptions. Med-Chain thus 
offers predicate-level validation of medical data with zero disclosure across the complete EHR lifecycle, aligning naturally with HIPAA, 

GDPR, and India’s DPDP Act, 2023. 
 

Key Word: Blockchain, cloud computing, electronic health records, Groth16, IPFS, privacy preservation, smart contracts, zero-knowledge 
proofs, zk-SNARKs. 
 
 
 
 
 

 

 
 
 
   
 

 
 
 

 
 
 

 

 
 
 

 

 
 
 

 
 
 
 
 

http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.indjcst.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.59256/indjcst.20260503016&domain=pdf


Med-Chain: A Privacy-Preserving Blockchain–Cloud Hybrid Framework for Secure Healthcare Data Validation Using zk-SNARKs 

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                       126 | P a g e  

 

 
 

records to the verifier or to the ledger. The principal contributions are: 

 A layered architecture that stores AES-256-GCM-encrypted EHRs in cloud/IPFS storage while anchoring only hiding 

Poseidon commitments, consent policies, and Groth16 proofs on a permissioned EVM ledger, yielding a constant on-chain 

footprint per record. 

 Four healthcare validation predicates — record integrity (commitment opening), ownership (patient-secret binding), range 

eligibility, and Merkle code-set membership — formulated as Circom circuits and verified by auto-generated Solidity 

verifiers. 

 A five-contract suite (Identity Registry, Record Anchor, Consent Manager, Proof Gateway with per-predicate verifiers, 

AuditLog) enforcing patient-centric, replay-resistant, role-guarded, auditable validation across the full EHR lifecycle. 

 A prototype implementation and quantitative evaluation of proving time, proof size, verification gas, end-to-end latency, 

throughput, and storage overhead, together with a structured security analysis and comparison against representative 

frameworks. 

  The remainder of the paper is organised as follows. Section II reviews related work; Section III presents preliminaries; 

Section IV details the Med-Chain framework; Section V describes the implementation; Section VI reports the experimental 

evaluation; Section VII presents the security analysis; and Section VIII concludes. 

 

II.MATERIAL AND METHODS 

Related Work: 

A. Blockchain-Based EHR Management 

MedRec [14] pioneered Ethereum-based EHR access management through smart contracts recording patient–provider 

relationships, demonstrating patient-mediated permissioning but leaving metadata in cleartext on-chain and offering no content 

validation. MeDShare [15] added provenance auditing and revocation for data shared among cloud providers; Ancile [16] 

combined contracts with proxy re-encryption for confidential, patient-controlled sharing. Healthcare Data Gateways [17], 

MediBchain [18], FHIRChain [19] (HL7 FHIR-conformant reference exchange), MedBlock [22], attribute-based-signature 
schemes [23], searchable-encryption indexes [24], and Hyperledger-based Healthcare 4.0 frameworks [25] progressively 

improved throughput, standards alignment, and confidentiality of the sharing channel. Across this line, however, any semantic 

check of record content — eligibility, well-formedness, ownership — still requires the verifier to read the record; systematic 

reviews [26], [31], [32] identify precisely this verifiability–privacy gap, together with on-chain metadata leakage, as open 
problems. 

 

B. Privacy-Enhancing Cryptography for Health Data 

 Ciphertext-policy attribute-based encryption [29] enforces fine-grained decryption rights; searchable encryption enables 

keyword queries over ciphertexts at the cost of access-pattern leakage; homomorphic techniques permit computation over 

ciphertexts but produce no succinct publicly verifiable artefact suitable for smart-contract checking. These mechanisms govern 

who may read; none lets a third party verify a statement about the plaintext without decryption — the capability Med-Chain 

supplies. 

 

C. Zero-Knowledge Proofs on Blockchains 

 Zero-knowledge proofs originate with Goldwasser, Micali, and Rackoff [3]; Pinocchio [4] made verifiable computation 
nearly practical via Quadratic Arithmetic Programs; Groth16 [5] minimised proofs to three group elements verified by one pairing 

product, becoming the on-chain standard; Zerocash [7] deployed SNARKs at scale with commitment-tree membership circuits; 

Hawk [13] framed private-input/public-verifiability contracts; ZoKrates [12] contributed the compile-to-verifier toolchain; 

PLONK [9], Bulletproofs [10], and STARKs [8] trade setup assumptions against proof size. Healthcare-specific ZKP proposals 

exist for claim verification and health credentials, but published frameworks integrating SNARK validation with a complete EHR 

lifecycle — upload, commitment, consent, proof-carrying access, audit — remain scarce, and end-to-end measurements of proving 

time and verification gas for realistic clinical predicates are rarely reported. Med-Chain addresses exactly this integration and 

evaluation gap. 

 

Preliminaries: 

A. Blockchain and Smart Contracts 

 A blockchain is an append-only ledger of hash-linked blocks replicated under consensus; permissioned deployments 
among known institutions obtain deterministic finality via BFT-family protocols [30]. Smart contracts are deterministic programs 

executed identically by every node of an EVM network with gas-metered cost [2]; EVM precompiles for BN254 elliptic-curve 

addition, scalar multiplication, and bilinear pairing make on-chain verification of pairing-based proofs practical at constant cost. 

 

B. Commitments and Circuit-Friendly Hashing 

 A commitment Com (m, r) is hiding (reveals nothing of m) and binding (cannot open to m′ ≠ m). Bitwise hashes such as 

SHA-256 cost tens of thousands of R1CS constraints inside arithmetic circuits; Poseidon [11], defined natively over the SNARK 

field, reduces this by one to two orders of magnitude and is used for all in-circuit commitments in this work. 

 

C. zk-SNARKs and Groth16 

 For an NP relation R (x, w), a zk-SNARK lets a prover holding witness w convince a verifier that ∃w: R (x, w) with 
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completeness, knowledge-soundness, and zero-knowledge, non-interactively and succinctly. The pipeline expresses the predicate 

as an arithmetic circuit, compiles it to a Rank-1 Constraint System, transforms it to a Quadratic Arithmetic Program, and — under 

Groth16 — derives proving and verification keys from a circuit-specific trusted setup layered on a universal powers-of-tau 

ceremony; multi-party ceremonies are secure if any single contributor is honest. The proof π = (A, B, C) comprises three group 

elements (≈128–200 bytes) and is verified by a single pairing-product equation [5]. Fig. 1 summarises the pipeline. 

 

 
FIGURE 1. Zk-SNARK pipeline: circuit → R1CS → QAP → trusted setup → proof → on-chain verification. 

 

Proposed Med-Chain Framework: 

A. Design Goals and Threat Model 

 Med-Chain targets: (G1) confidentiality — no plaintext or ciphertext of medical content on-chain, keys held only by owners 

and grantees; (G2) verifiability without disclosure — predicate-level validation by proof; (G3) patient-centric consent enforced 

by contract; (G4) auditability without content exposure; (G5) scalability — constant on-chain footprint and record-size-

independent verification cost. The adversary may control the cloud provider (honest-but-curious for confidentiality, malicious for 

integrity), a minority of validators, network eavesdroppers, and unauthorised participants; primitives (AES-256-GCM, ECDSA, 

ECIES, Poseidon, BN254 pairings) are assumed secure, and each trusted-setup ceremony includes at least one honest contributor. 
 

B. Layered Architecture 

 Fig. 2 shows the five layers: user/application consoles with local key management; Node.js middleware orchestrating 

encryption, commitment, witness preparation, proving, and transaction submission; a zero-knowledge layer of Circom circuits, 

proving keys, and on-chain verifier contracts; a permissioned EVM blockchain layer hosting the contract suite; and an off-chain 

storage layer of encrypted records in cloud object storage pinned to IPFS [28] for content addressing. Table I summarises on-

chain versus off-chain placement. 

 

 
Figure 2. Layered Architecture Of Med-Chain 

 

On-chain (ledger) Off-chain (cloud + IPFS) 

Poseidon commitment; CID hash AES-256-GCM encrypted EHR files 

Identity registry (role, credential hash) ECIES-wrapped per-record data keys 

Consent grants / revocations / expiries Encrypted metadata index 

Verification keys; proof events; audit log Proving keys; witness artefacts 

Table I. On-Chain Versus Off-Chain Data Placement 

 

C. Core Workflows 
1) Registration: participants generate ECC key pairs; a registrar validates real-world credentials and records (address, role, 

credential hash) on the IdentityRegistry, keeping the address→identity mapping off-chain so on-chain activity is pseudonymous yet 

accountable. 

2) Upload and anchoring: for record R of patient P, the producer canonicalises structured fields, samples data key k, computes 
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C = AES-GCM (k, R), uploads C to cloud/IPFS obtaining CID, computes cm = Poseidon(fields(R), r), wraps k under P’s public 

key (ECIES), and submits (cm, H(CID), P, sig) to RecordAnchor, which emits an immutable event (Fig. 3). 

 

 
Figure 3. Ehr Upload, Commitment, And Anchoring Workflow. 

 

3) Consent: ConsentManager.grant(recordId, grantee, policyHash, expiry) records the grant; middleware wraps k for the grantee 

off-chain. Revocation deactivates the grant on-chain; since every subsequent validation and key release checks grant activity at 

verification time, revocation is contract-enforced, with periodic key rotation for defence in depth. 

4) Proof generation and verification: a verifier requests predicate φ with a challenge nonce; the prover computes the witness 

from (fields(R), r), generates Groth16 proof π under circuit Cφ with public inputs (cm, φ-params, nonce), and submits (π, publics) 

to ProofGateway, which routes to the registered Verifierφ, checks the pairing equation, cross-checks cm against RecordAnchor, 

confirms an active grant, rejects reused nonces, and emits Validated into AuditLog (Fig. 4). The verifier learns exactly one bit. 
 

 
Figure 4. Zk-Snark Proof Generation And On-Chain Verification. 

 

5) Proof-carrying access: a grantee proving credential knowledge against a fresh nonce receives the wrapped key and CID, 

retrieves and integrity-checks the blob by content address, and decrypts locally; the access event is logged without content. 

 

D. Smart Contract Suite 

 Five contracts compose the on-chain logic: IdentityRegistry, RecordAnchor (duplicate-rejecting commitment registry), 

ConsentManager, ProofGateway with per-predicate auto-generated Groth16 verifiers, and AuditLog. Separating gateway from 

verifiers lets new predicates be added by deploying and registering a new verifier without disturbing anchored data — the property 

that gives the framework its extensibility. 

 

Implementation: 

 The prototype comprises Solidity 0.8.x contracts developed in Hardhat, deployed to Ganache v7 (development) and the 

Ethereum Sepolia testnet (gas measurement); Circom 2.1 circuits using circomlib’s Poseidon, comparator, and Merkle templates; 

snarkjs 0.7 for powers-of-tau (2¹⁴), circuit-specific Groth16 phase-2 ceremonies, proving, and automatic Solidity verifier 

generation; Node.js 20/ethers.js 6 middleware; IPFS Kubo 0.29 with S3-compatible object storage; and a React 18 front end. The 
prover workstation is an Intel Core i7 (8 cores, 16 GB RAM, Ubuntu 22.04). Table II lists the implemented circuits and their 

constraint counts. 

 

Circuit Predicate R1CS Constraints 

Record Integrity Poseidon commitment opening ~1,200 

Ownership Owner-secret binding ~1,500 

Eligibility Range Private value in public range ~2,100 

Code Membership Merkle membership (depth 16) ~5,800 

Table Ii. Implemented Circuits And Constraint Counts† 
 

III.RESULT AND DISCUSSION 

 All values marked † are representative of the prototype environment and are to be replaced with the authors’ measured 

results prior to submission; trends are consistent with published Groth16/Circom benchmarks. 

 

A. Proving and Verification Performance 

 Proof generation grows approximately linearly with constraint count while proof size and verification remain constant — 

the defining Groth16 economics (Fig. 5). All four circuits prove in well under one second on the workstation†, with ~128-byte 

proofs and ~8–9 ms off-chain verification†, confirming feasibility at the point of care. 
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Figure 5. Proof Generation Time Versus Circuit Constraint Count†. 

 

B. On-Chain Costs 
Groth16 verification costs ~215k gas† per proof irrespective of record size or predicate, dominated by the pairing 

precompile; anchoring costs ~90k† and consent operations ~28–50k† (Fig. 6). The marginal on-chain cost of validating a 500 MB 

imaging study therefore equals that of a one-page prescription — the central scalability claim. On-chain storage per record is a 

constant ~160 bytes† of commitment and CID material. 

 

Figure 6. Gas Consumption Of Med-Chain Operations†. 
 

C. Latency and Throughput 

 End-to-end upload latency is dominated by network transfer and block interval, remaining in low single-digit seconds for 

records up to 50 MB†; validation latency is block-time-bound with proving contributing under one second†. Under synthetic load 

the middleware sustains on the order of tens of validations per second against the local chain†, saturating at the block interval — 

an accounting rather than monetary constraint on a permissioned consortium network. 

 

D. Comparison with Existing Frameworks 

 

Framework Bulk data Content validation w/o disclosure 
On-chain cost per 

validation 

MedRec [14] Provider DB No N/A (no proof) 

MeDShare [15] Cloud No N/A 

Ancile [16] Off-chain + PRE No N/A 

IPFS-hash hybrids [21] IPFS/cloud Hash integrity only Low (hash check) 

Med-Chain (this work) IPFS/cloud (encrypted) Yes — predicate-level zk-SNARKs Constant (~215k gas†) 

Table Iii. Comparison With Representative Frameworks 

 

 Relative to this lineage, Med-Chain is, to the best of our knowledge within the surveyed literature, distinctive in offering 

predicate-level, zero-disclosure validation across the complete EHR lifecycle with a reported cost model. 

 

Security and Privacy Analysis 

 Confidentiality reduces to AES-256-GCM/ECIES security and the zero-knowledge property: the ledger holds only hiding 

commitments and one-bit outcomes; the cloud holds only ciphertext. Integrity reduces to the binding of Poseidon commitments 

and ledger immutability: any off-chain modification invalidates commitment opening. Soundness of validation reduces to Groth16 
knowledge-soundness: a prover cannot establish a false predicate except with negligible probability. Replay resistance follows 

from nonce binding in the public inputs, enforced by the gateway. Linkage is limited by per-record fresh commitments, 

pseudonymous addresses, and one-bit outcomes; trusted-setup compromise is mitigated by multi-party ceremonies secure under 

a single honest participant; and a malicious cloud insider can neither read plaintext nor forge integrity, since neither property 

depends on provider honesty. Table IV summarises attack vectors and defences. 
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Attack vector Med-Chain defence 

Data tampering (cloud/IPFS) Anchored hiding commitment; opening proof fails on modification 

Unauthorised access Encrypted blobs; contract-checked consent precedes key release 

Ledger content leakage No plaintext/ciphertext on-chain; hiding commitments; pseudonymity 

Proof replay One-time nonce and grant epoch bound into public inputs 

False validation Groth16 knowledge-soundness 

Setup compromise Multi-party powers-of-tau and phase-2 ceremonies 

Table Iv. Attack Vectors And Defences 
 

IV.CONCLUSION 

 This paper presented Med-Chain, a blockchain–cloud hybrid framework in which healthcare data validity is established 

by zk-SNARK proofs rather than disclosure, across a complete lifecycle of upload, commitment, consent, proof-carrying access, 

and audit. The prototype evaluation indicates sub-second proving†, constant ~128-byte proofs, and record-size-independent 

verification gas†, while the security analysis reduces the framework’s guarantees to standard assumptions. Future work includes 

migration to universal-setup proof systems (PLONK) to remove per-circuit ceremonies; recursive proof aggregation to amortise 

verification across claim batches; zk-based revocable anonymous credentials; incremental commitments for IoMT streams; 

FHIR/ABDM-conformant interfaces; and evaluation of transparent post-quantum systems as on-chain data costs fall. 

 

REFERENCES  
1. S. Nakamoto, "Bitcoin: A peer-to-peer electronic cash system," White Paper, 2008. 
2. V. Buterin, "Ethereum: A next-generation smart contract and decentralized application platform," White Paper, 2014. 
3. S. Goldwasser, S. Micali, and C. Rackoff, "The knowledge complexity of interactive proof systems," SIAM J. Comput., vol. 18, no. 1, pp. 

186–208, 1989. 
4. B. Parno, J. Howell, C. Gentry, and M. Raykova, "Pinocchio: Nearly practical verifiable computation," in Proc. IEEE Symp. Security 

Privacy, San Francisco, CA, USA, 2013, pp. 238–252. 
5. J. Groth, "On the size of pairing-based non-interactive arguments," in Proc. EUROCRYPT, Vienna, Austria, 2016, pp. 305–326. 
6. E. Ben-Sasson, A. Chiesa, E. Tromer, and M. Virza, "Succinct non-interactive zero knowledge for a von Neumann architecture," in Proc. 

23rd USENIX Security Symp., San Diego, CA, USA, 2014, pp. 781–796. 
7. E. Ben-Sasson et al., "Zerocash: Decentralized anonymous payments from Bitcoin," in Proc. IEEE Symp. Security Privacy, San Jose, CA, 

USA, 2014, pp. 459–474. 
8. E. Ben-Sasson, I. Bentov, Y. Horesh, and M. Riabzev, "Scalable, transparent, and post-quantum secure computational integrity," IACR 

Cryptol. ePrint Arch., Rep. 2018/046, 2018. 
9. A. Gabizon, Z. J. Williamson, and O. Ciobotaru, "PLONK: Permutations over Lagrange-bases for oecumenical noninteractive arguments of 

knowledge," IACR Cryptol. ePrint Arch., Rep. 2019/953, 2019. 
10. B. Bünz et al., "Bulletproofs: Short proofs for confidential transactions and more," in Proc. IEEE Symp. Security Privacy, San Francisco, 

CA, USA, 2018, pp. 315–334. 
11. L. Grassi, D. Khovratovich, C. Rechberger, A. Roy, and M. Schofnegger, "Poseidon: A new hash function for zero-knowledge proof 

systems," in Proc. 30th USENIX Security Symp., 2021, pp. 519–535. 
12. J. Eberhardt and S. Tai, "ZoKrates — Scalable privacy-preserving off-chain computations," in Proc. IEEE Int. Conf. Blockchain, Halifax, 

NS, Canada, 2018, pp. 1084–1091. 
13. A. Kosba, A. Miller, E. Shi, Z. Wen, and C. Papamanthou, "Hawk: The blockchain model of cryptography and privacy-preserving smart 

contracts," in Proc. IEEE Symp. Security Privacy, San Jose, CA, USA, 2016, pp. 839–858. 
14. A. Azaria, A. Ekblaw, T. Vieira, and A. Lippman, "MedRec: Using blockchain for medical data access and permission management," in 

Proc. 2nd Int. Conf. Open Big Data, Vienna, Austria, 2016, pp. 25–30. 
15. Q. Xia, E. B. Sifah, K. O. Asamoah, J. Gao, X. Du, and M. Guizani, "MeDShare: Trust-less medical data sharing among cloud service 

providers via blockchain," IEEE Access, vol. 5, pp. 14757–14767, 2017. 
16. G. G. Dagher, J. Mohler, M. Milojkovic, and P. B. Marella, "Ancile: Privacy-preserving framework for access control and interoperability 

of electronic health records using blockchain technology," Sustain. Cities Soc., vol. 39, pp. 283–297, 2018. 
17. X. Yue, H. Wang, D. Jin, M. Li, and W. Jiang, "Healthcare data gateways: Found healthcare intelligence on blockchain with novel privacy 

risk control," J. Med. Syst., vol. 40, no. 10, pp. 1–8, 2016. 
18. A. Al Omar, M. S. Rahman, A. Basu, and S. Kiyomoto, "MediBchain: A blockchain-based privacy preserving platform for healthcare data," 

in Proc. SpaCCS, Guangzhou, China, 2017, pp. 534–543. 
19. P. Zhang, J. White, D. C. Schmidt, G. Lenz, and S. T. Rosenbloom, "FHIRChain: Applying blockchain to securely and scalably share clinical 

data," Comput. Struct. Biotechnol. J., vol. 16, pp. 267–278, 2018. 
20. A. Shahnaz, U. Qamar, and A. Khalid, "Using blockchain for electronic health records," IEEE Access, vol. 7, pp. 147782–147795, 2019. 
21. D. C. Nguyen, P. N. Pathirana, M. Ding, and A. Seneviratne, "Blockchain for secure EHRs sharing of mobile cloud-based e-health systems," 

IEEE Access, vol. 7, pp. 66792–66806, 2019. 
22. K. Fan, S. Wang, Y. Ren, H. Li, and Y. Yang, "MedBlock: Efficient and secure medical data sharing via blockchain," J. Med. Syst., vol. 42, 

no. 8, pp. 1–11, 2018. 
23. R. Guo, H. Shi, Q. Zhao, and D. Zheng, "Secure attribute-based signature scheme with multiple authorities for blockchain in electronic 

health records systems," IEEE Access, vol. 6, pp. 11676–11686, 2018. 
24. L. Chen, W.-K. Lee, C.-C. Chang, K.-K. R. Choo, and N. Zhang, "Blockchain based searchable encryption for electronic health record 

sharing," Future Gener. Comput. Syst., vol. 95, pp. 420–429, 2019. 
25. S. Tanwar, K. Parekh, and R. Evans, "Blockchain-based electronic healthcare record system for healthcare 4.0 applications," J. Inf. Secur. 

Appl., vol. 50, 102407, 2020. 



Med-Chain: A Privacy-Preserving Blockchain–Cloud Hybrid Framework for Secure Healthcare Data Validation Using zk-SNARKs 

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                       131 | P a g e  

 

 
 

26. M. Hölbl, M. Kompara, A. Kamišalić, and L. Nemec Zlatolas, "A systematic review of the use of blockchain in healthcare," Symmetry, vol. 
10, no. 10, 470, 2018. 

27. G. Zyskind, O. Nathan, and A. Pentland, "Decentralizing privacy: Using blockchain to protect personal data," in Proc. IEEE Security Privacy 

Workshops, San Jose, CA, USA, 2015, pp. 180–184. 
28. J. Benet, "IPFS — Content addressed, versioned, P2P file system," arXiv: 1407.3561, 2014. 
29. J. Bethencourt, A. Sahai, and B. Waters, "Ciphertext-policy attribute-based encryption," in Proc. IEEE Symp. Security Privacy, Oakland, 

CA, USA, 2007, pp. 321–334. 
30. M. Castro and B. Liskov, "Practical Byzantine fault tolerance," in Proc. 3rd OSDI, New Orleans, LA, USA, 1999, pp. 173–186. 
31. T. McGhin, K.-K. R. Choo, C. Z. Liu, and D. He, "Blockchain in healthcare applications: Research challenges and opportunities," J. Netw. 

Comput. Appl., vol. 135, pp. 62–75, 2019. 
32. A. Haddad, M. H. Habaebi, M. R. Islam, N. F. Hasbullah, and S. A. Zabidi, "Systematic review on AI-blockchain based e-healthcare records 

management systems," IEEE Access, vol. 10, pp. 94583–94615, 2022. 
33. T.-T. Kuo, H.-E. Kim, and L. Ohno-Machado, "Blockchain distributed ledger technologies for biomedical and health care applications," J. 

Amer. Med. Inform. Assoc., vol. 24, no. 6, pp. 1211–1220, 2017. 
34. H. Wu and F. Wang, "A survey of noninteractive zero knowledge proof system and its applications," Sci. World J., vol. 2014, 560484, 2014. 
35. A. Ekblaw, A. Azaria, J. D. Halamka, and A. Lippman, "A case study for blockchain in healthcare: MedRec prototype for electronic health 

records and medical research data," MIT Media Lab, White Paper, 2016. 
36. NIST, "Advanced Encryption Standard (AES)," FIPS PUB 197, 2001. 
37. U.S. Dept. Health Human Services, "HIPAA Security Rule," 45 CFR Parts 160 and 164, 2003. 
38. European Union, "General Data Protection Regulation," Regulation (EU) 2016/679, 2016. 

39. Government of India, "The Digital Personal Data Protection Act, 2023," Ministry of Law and Justice, 2023. 
40. National Health Authority, Government of India, "Ayushman Bharat Digital Mission: Health data management policy," 2022. 
 
 
 
 
 

 


