
Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           457 | P a g e  

 

Indian Journal of Computer Science and Technology  
https://www.doi.org/10.59256/indjcst.20260501051 
Volume 5, Issue1 (January-April 2026), PP: 457-460.  
www.indjcst.com                                                                                                                                                                        ISSN No: 2583-5300 

Making and setting up a smart home automation system that 
leverages the Internet of Things (IoT) and ESP32 to safely 
control who can enter your home 
 
 
 

R. T. Charulatha1, Vaishnav Ramesh2 

1,2Department of Computer Science and Engineering, SRMIST, Vadapalani, Chennai, Tamil Nadu, India. 

 

To Cite this Article: R. T. Charulatha1, Vaishnav Ramesh2, “Making and setting up a smart home automation system that leverages the 

Internet of Things (IoT) and ESP32 to safely control who can enter your home”, Indian Journal of Computer Science and Technology, Volume 
05, Issue 01 (January-April 2026), PP: 457-460. 

Copyright: ©2026 This is an open access journal, and articles are distributed under the terms of the Creative 

Commons Attribution License; Which Permits unrestricted use, distribution, and reproduction in any medium, 

provided the original author and source are credited. 
 

 

I. INTRODUCTION 

The Internet of Things (IoT) has been a topic of conversation for more and more individuals in the past few years. This has 

made a number of changes to smart home technology. IoT links and controls ordinary devices through networks that send and get 

messages. This makes homes safer, easier to use, and more automated. One of the most important things that door access control 

systems do is keep people safe and make it easier for them to conduct their jobs.Most home security systems use simple electronic 

devices, physical keys, or mechanical locks to keep people out. But there are a lot of difficulties with these methods. You can't see 

or control things from far away most of the time, and only people who are there can utilize the system. Also, security weaknesses 

are bigger when someone may lose, copy, or use a key without permission. Most old systems don't let you enter data in real time 

and don't work with new smart technologies. This makes them less helpful and less likely to grow.  

This study proposes a framework for automating homes through the Internet of Things (IoT) to mitigate these challenges. 
The system has an ESP32 microcontroller that has Wi-Fi built in, so it can link to other devices. A keypad-based authentication 

approach is used to make sure that only people who are allowed to access the system may. When the verification process is done, 

a servo motor turns on and moves the door on its own. The method being described is simple, inexpensive, and dependable. In the 

future, things might get better thanks to mobile apps, biometric systems, and cloud computing.  

 

II. MATERIAL AND METHODS 

This paper talks about how to make and set up a smart home system that leverages the Internet of Things (IoT) to keep people safe 

when they enter the house. They employed hardware and software technologies that were already on the market to build the system. 

It was done in a planned and modular fashion.  

 

System Design 
The ESP32 microcontroller is the main processing unit because it performs well and has Wi-Fi built in. There includes a 

keypad for checking users, a servo motor for opening and closing the door, and a power supply unit that is controlled to make sure 

everything works right. Because all the parts were connected, it was safe and automatic.   

The keypad delivers authentication data to the ESP32 microcontroller, which checks it. You can see this in Figure 1. After checking, 

the servo motor gets control signals to open and close the door. A regulated power supply unit powers the system, and Wi-Fi enables 

you add IoT features later.  

 

 

 

Abstract: Smart home automation systems can work thanks to the Internet of Things (IoT). These tools make homes safer and more pleasant. 
With this article, you'll learn how to build a smart door control system that works with an ESP32 microcontroller that has Wi-Fi. The device 

has a keypad that only permits people who are allowed to open the door do so. When the password is checked, a servo motor turns on and 
opens and closes the door by itself. A controlled power source keeps everything running smoothly and stops parts from breaking out. Tests 
show that the system works well, responds promptly, and handles passwords correctly. The suggested procedure is safer and superior than the 
ones that came before it. It might also have more functions in the future, like being able to control it via a mobile app, log in using biometrics, 
and keep a watch on it from the cloud. 
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Fig 1: A block diagram of the smart door entry system that uses the Internet of Things (IoT) and the ESP32 microcontroller 
 

Hardware Specification 
The ESP32 microcontroller, keypad module, servo motor, Wi-Fi (which is embedded into the ESP32), a regulated power 

supply unit, and a cable that connects everything make up this system. The ESP32 took input signals, looked at data, and controlled 

devices that sent data. You could use the keypad to enter a password, and the servo motor would open and close the door.  

 

Software Specification 

We programmed the machine with Arduino IDE and wrote the code in Embedded C. The program was created to read what 

you typed on the keypad, check the password you entered, and send the proper signals to the servo motor. The program logic made 
sure that the system performed well and processed data accurately.  

 

Sensor Interfacing and Data Processing 

We did sensor interfacing to make sure that the microcontroller and the input devices could talk to each other. There were 

a few different ways to condition signals so that data could be collected correctly. The ESP32's ADC function changed the input 

signals from analog to digital so that the system could use them.  

 

Methodology and Working Procedure Work  

The regulated power supply unit turned on the system for the first time and set up all of the equipment that went with it. 

The machine continued in standby mode until the user hit a key on the keyboard. The ESP32 microcontroller received the input data 

after the password was typed in. The system checked the password that was typed in against the one that was already in the system. 

The servo motor got a signal to turn the door 90 degrees so it could be opened if the password was correct. After a period, the servo 
motor returned to its original position (0°), which closed the door by itself. The door would stay locked and the person wouldn't be 

able to come in if they typed in the wrong password. For a long time, a lot of people experienced this difficulty with the system.  

 

How to connect to the Internet of Things  

The ESP32's built-in Wi-Fi makes the Internet of Things (IoT) work. In the future, this will make the system better. For 

example, connected devices and IoT platforms will enable you see it and control it from far away.  

 

Finding and addressing problems  
We tested the system at different times to be sure it functioned. They checked the system to see how well it could move, 

how quickly it could reply, and how well it could check passwords. Debugging was done to detect and correct problems in the code. 

The technology was tried out many times, and each time it worked.  
 

Power Supply and Module Development 

The system needed low-voltage DC to run, therefore a regulated power supply transformed the 240 V AC voltage from the 

mains into that. To move the power, they had to lower the voltage, transform it from AC to DC, and manage it to make sure the 
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output was stable. The right power supply made sure that the keyboard, microcontroller, and servo motor all worked together the 

way they should.  

 

III. RESULT 

The IoT-based home automation system was successfully built using the ESP32 microcontroller. Figure 2 depicts how all 

the parts of the system work together. We kept testing the system to see how well it worked, how quickly it reacted, and how reliable 

it was 

 

Fig 2: Hardware prototype of the IoT-based smart door system using ESP32, keypad, and servo motor. 

 
While it was in operation, the keypad sent clear and steady messages. The ESP32 took the password that was typed in and 

worked with it correctly. The authentication mechanism worked well because it only let people in if they typed in the appropriate 
password. If the wrong password was typed in, that the door stayed closed and the entrance was prevented.  

After the check was done, the servo motor was turned on, and it worked as it should have. To open the door, the motor 

pivoted 90°. It slowly returned to its starting point (0°), which closed the door on its own. We used the servo motor a lot, and it 

always worked right and moved smoothly.  

The system normally took 1 to 2 seconds to respond when a user typed something in. For a long time, the system's hardware 

and software didn't have any major problems. The managed power supply made sure that everything worked together all the time. 

The ESP32's Wi-Fi settings were also accurate, which made it possible to use IoT features. You will be able to see it and control it 

from a distance in the future. The system worked well, correctly, and all the time, which is why it's a terrific way to make your smart 

home work on its own.  

 

IV. DISCUSSION 

The setup shows that IoT technology can be used to automate things in the house in a good way. The suggested method 
worked for checking passwords, tracking how long it takes to reply, and opening and closing doors by themselves. The ESP32 

microcontroller sped up processing because it was fast and had Wi-Fi built in.  

The keypad-based authentication system was easy to use and helped keep access safe. The system was safer because people 

couldn't get in if they input the wrong password. The servo motor door control system operated like it was supposed to. It had no 

trouble opening and closing the door on its own. This made things easy for users and cut down on the amount of people who needed 

to be involved.  

The new system has a lot of advantages over the ones we have now, such as being more secure, automated, and flexible. 

The suggested solution will be able to connect to IoT platforms in the future. But you can't reach or keep an eye on old systems from 

a distance. People also liked that it was easy to put together and didn't cost much to run because it used parts that were easy to find. 

The method works well enough for smart homes that are really built. But you can't do some things. For example, you can only log 

in with a keypad, and there isn't an app for phones or tablets. You might add additional modern features like biometric authentication, 
smartphone control, and cloud monitoring to fix these difficulties in the future.  

 

V. CONCLUSION 

We built a smart home system with the ESP32 microcontroller that uses the Internet of Things to control who can safely enter the 

house. The idea was to employ a servo motor to automatically and safely open and lock doors with a password. The tests indicated 

that the response time was fast and the performance was stable. The suggested fix makes smart home apps safer, easier to use, and 

cheaper. The system might get better in the future if it receives more modern features, including being able to use a smartphone app 

to control it, utilize biometrics to log in, and keep an eye on it from the cloud.  
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