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Abstract: The growth of digital lending applications has made short term credit more accessible, but it has also introduced concerns related
to privacy, security, and misleading lending practices. Users may encounter applications with excessive permissions, limited organisation
details, newly created domains, or negative public reports. This research proposes Loan App Safety Check, an explainable Open Source
Intelligence based framework for examining publicly available information about digital lending applications. The framework considers
factors such as domain age, application permissions, public complaints, financial institution information, and infrastructure details. These
indicators can be combined into a Suspicion Score to highlight applications that may require further verification. The score is intended as an

early warning tool and does not confirm fraud or illegal activity. A survey of 94 respondents further examines user awareness, behaviour,
and perceptions regarding digital lending safety.
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I. INTRODUCTION
1.1 Background

Digital lending has become an important channel through which consumers can apply for and obtain credit using mobile
and web-based services. The expansion of these services has increased convenience, but it has also created regulatory and privacy
concerns involving data collection, transparency, customer protection, grievance handling, and recovery practices. The Reserve
Bank of India (RBI) introduced its Digital Lending Guidelines in 2022 in response to concerns including mis-selling, data-privacy
breaches, unfair business practices, inadequate grievance redressal, and unethical recovery practices (Reserve Bank of India [RBI],
2022).

The information required to evaluate a lending application is often distributed across several sources. These may include
an application-store listing, the developer's website, information about the associated regulated entity, privacy disclosures, domain
records, and publicly available reports. Consequently, a user may need to examine several different types of evidence before
forming an initial view of an application's credibility.

This issue is particularly relevant to application permissions and personal data. Current Google Play requirements for
personal-loan applications restrict access to sensitive information such as contacts and photographs and impose disclosure
requirements concerning loan terms and personal-data practices (Google, 2026). These platform-level requirements provide a
useful reference point when considering whether the permissions requested by an application warrant further examination

The RBI has also announced a public repository of Digital Lending Apps deployed by regulated entities, intended to help
consumers verify whether an application claims an association with an RBI-regulated entity (RBI, 2024). Such developments
demonstrate the value of combining technical and organisational information when assessing digital lending services.

Against this background, this study proposes Loan App Safety Check, an explainable Open Source Intelligence (OSINT)-
based framework that organises publicly observable indicators into a structured assessment. The framework is designed as an
early-warning and verification aid rather than as a mechanism for declaring an application fraudulent.

1.2 Problem Statement

Many users do not have the technical knowledge or time required to independently investigate a digital lending application.
Information about an application may be spread across different sources, including application stores, websites, domain registration
records, public complaints, and information published by financial institutions.

Existing approaches may require users to check these sources separately. This can make the verification process difficult
for people who are not familiar with cyber security or online investigation techniques.

The research therefore addresses the following problem: How can publicly available information about a digital lending
application be organised into a simple and explainable safety assessment that helps ordinary users identify warning signals
before using the application?
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1.3 Research Gap
Previous research and public guidance have discussed digital lending fraud, privacy risks, malicious applications, and
responsible digital lending. However, ordinary users may still find it difficult to combine different warning signs while checking
an individual application.
There is a need for a simple framework that:
1. Uses publicly available information.
2.Combines multiple safety indicators.
3. Explains why an application receives a particular warning level.
4.Does not require users to have advanced technical knowledge.
5. Does not make unsupported claims that an application is fraudulent.
6. Encourages users to perform further verification before sharing sensitive information.
Loan App Safety Check is proposed to address this gap.

IILOBJECTIVES
The main objectives of this research are:
1. To identify publicly available information that can be useful when examining digital lending applications.
2.To develop an explainable OSINT based framework for organising these warning signals.
3.To introduce a simple Suspicion Score for combining selected warning indicators.
4.To study users' awareness of digital lending safety practices.
5. To examine how users currently evaluate loan applications.
6. To understand users' awareness of official complaint and reporting mechanisms.
7. To examine whether users find a simple multi factor safety indicator useful.
8. To promote safer decision making without declaring an application fraudulent solely on the basis of the proposed score.

I1l. RELATED WORK

Digital lending has received increasing attention from financial regulators, cyber security organisations, researchers, and
technology platforms. The Reserve Bank of India (RBI) has issued guidelines relating to digital lending and has highlighted the
importance of responsible practices, transparency, data protection, and the involvement of regulated entities.

The RBI Sachet platform provides information related to financial complaints and helps users identify appropriate
regulatory and complaint mechanisms. The Indian Cyber Crime Coordination Centre (14C) and the national cybercrime reporting
system provide mechanisms through which individuals can report cybercrime and financial fraud.

Application stores also provide information such as developer details, ratings, reviews, permissions, and download
information. However, these visible indicators should not be treated as the only basis for determining whether an application is
safe.

From a technical perspective, Open Source Intelligence (OSINT) provides methods for collecting and analysing
information that is publicly available. Domain registration information, website details, public infrastructure information,
application metadata, and publicly available reports can provide additional context.

The present research combines these ideas into a user focused framework for digital lending applications.

IV.RESEARCH METHODOLOGY

The research follows two connected but separate components.
Component 1: OSINT Framework

The first component proposes a method for collecting and organising publicly available information about digital lending
applications.
Component 2: User Survey
The second component studies users' awareness and behaviour related to digital lending safety.

The survey does not validate the technical accuracy of the Suspicion Score. Instead, it is used to understand whether users
are aware of common risks and whether they find a simple multi factor safety explanation useful.

This distinction is important because user perception and technical risk assessment represent different aspects of digital
lending safety.

V.PROPOSED LOAN APP SAFETY CHECK FRAMEWORK

5.1 Overview

Loan App Safety Check is designed as a simple safety checking framework. The framework collects information from
publicly accessible sources and organises it into several categories.
The major categories include:
e Application information
e Developer information
e Domain information
e Application permissions
e Financial institution information
e Public complaints
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e Infrastructure information
The purpose is not to label an application as fraudulent. Instead, the framework highlights warning signals that may require
additional verification.

VI.OSINT INFORMATION SOURCES
6.1 Application Information
The first step is to examine publicly available application information.
This may include:
e Application name
e Developer name
e Application description
e Number of downloads
e Ratings
e User reviews
e Published contact information
e Privacy policy
e \Website links
Ratings and downloads are treated only as supporting information because popularity alone does not establish safety.

6.2 Developer Information

The developer or organisation associated with the application can be examined through publicly available information.
The research checks whether:

e The organisation has a clear identity.

e Contact information is available.

e The website provides relevant business information.

e The organisation identifies its financial partner where required.

e The information provided by different sources is consistent.

6.3 Domain Information
The domain associated with an application can provide useful background information.
The framework considers:
e Domain creation date
Domain age
Website ownership information where publicly available
Domain registration details
Website history where available
A newly created domain is not automatically unsafe. However, a very recent domain combined with other warning signals
may require additional attention.

6.4 Application Permissions
Application permissions can provide useful information about the type of data an application requests. Particular attention

can be given to access involving:
Contacts
SMS
Camera
Microphone
Location
Storage
Photos or media

A permission by itself does not prove harmful behaviour. The purpose is to determine whether the requested access appears
relevant to the service and whether users should examine the permission more carefully.

6.5 Financial Institution Information
A digital lending application may identify a bank or Non Banking Financial Company associated with its lending activities.
The framework therefore checks whether:
e A financial institution is clearly identified.
e The stated institution can be independently verified.
e Information provided by the application is consistent with publicly available information.
This is particularly important because a user should not assume that an application is legitimate simply because it claims
to be associated with a financial organisation.

6.6 Public Complaints
Publicly available complaints and reports can provide additional context.
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The framework may consider:

e Repeated complaints about similar behaviour.

e Reports concerning harassment.

e Complaints relating to misuse of personal information.
e Reports about unexpected charges.

e Public warnings or reports from reliable sources.

Individual online complaints should not automatically be treated as proof. They are considered as warning information that
may require further checking.

6.7 Infrastructure Information

Public technical information can also provide additional context.
The framework examines:

e Hosting information

Nameservers

IP address information

Domain relationships

Publicly visible infrastructure connections

Shared infrastructure does not automatically indicate wrongdoing. It is treated as one possible warning signal that should
be considered along with other information.

VI1. SUSPICION SCORE
To make the collected information easier to understand, the framework proposes a Suspicion Score. The score combines
selected warning indicators into a single value.
The proposed formula is: Suspicion Score = X (Wi x Ii)
Where:
e Wi represents the weight assigned to a warning indicator.
e li represents whether the indicator is present.

The proposed indicators include:

Warning Indicator Proposed Weight
Domain age below one year 3
Excessive permissions 2
Public complaint mentions 3
No clear regulated financial entity information 1
Shared infrastructure with other concerning applications 2

The proposed maximum score is 11.
For easier interpretation, the framework proposes three levels:

Score Suggested Level

0-3 Low Suspicion

4-7 Medium Suspicion

8-11 High Suspicion

These levels are not legal classifications. They do not establish that an application is fraudulent, illegal, or unsafe. The
purpose of the score is to help users recognise when additional verification may be useful.

VI EXPLAINABILITY OF THE FRAMEWORK

One important feature of Loan App Safety Check is explainability. Instead of providing only a final score, the system can
show the factors contributing to the score.

For example, a report may state: Suspicion Score: 7/11
and explain that the score was influenced by:
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e Recently created domain
e High number of requested permissions
e Public complaints

This allows the user to understand the reason behind the warning rather than simply receiving a label. The framework
therefore treats the score as a summary of observable indicators rather than as a final decision.

IX.SURVEY METHODOLOGY

A survey was conducted to understand users' experiences and awareness related to digital lending applications. The survey
received 94 responses.
The questionnaire included questions related to:
e Age
e Occupation
e How users discover loan applications
e Factors considered before installing an application
e Awareness of RBI and official financial safety mechanisms
o Willingness to provide sensitive permissions
e Experience with loan app harassment
e Trust in ratings and reviews
e Exposure to unknown loan offers
e Response to different hypothetical warning situations
e Awareness of cybercrime reporting
e Perceived usefulness of a Suspicion Score

The survey was designed to understand user awareness and behaviour. It was not used as proof that a particular application
is fraudulent.

X.SURVEY FINDINGS
10.1 Age Distribution
The 94 respondents were distributed across four age groups.

Age Group Responses
18-25 42
26-35 20
36-45 22
45 and above 10
Occupation
94 responses
® Student
© Salaried
Self-employed
@ Home-maker

The largest group consisted of respondents between 18 and 25 years of age.
This provides useful insight into the behaviour of younger users, who may frequently interact with mobile applications and
online advertisements.
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10.2 Occupation

Occupation

Responses

Salaried

34

Student

29

Self employed

24

Homemaker

Occupation
94 responses

@ Student

® Salaried

© Self-employed
@ Home-maker

The responses included users from different occupational backgrounds, allowing the study to capture experiences beyond

a single user group.

10.3 How Users Discover Loan Applications

Respondents reported discovering loan applications through different channels, including:

Social media advertisements

SMS or WhatsApp messages

Friends or personal recommendations
Google Play Store

How do you usually discover instant loan apps?
94 responses

@ Social media ads

@ SMS/WhatsApp links

© Play Store search

@ Friends

@ Through google such websites
@ Customer call

@ google pay

Social media advertisements and direct messages were among the commonly reported ways through which respondents

encountered loan applications.

This indicates that users may come across lending offers outside traditional financial channels.
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XI.FACTORS USERS CHECK BEFORE USING A LOAN APPLICATION
Respondents were asked about information they consider before using a loan application.
The reported responses included:

What is the FIRST thing you check before downloading a loan app?
94 responses

Number of downloads 50 (53.2%)

Star ratings and reviews

Interest rates mentioned in the 42 (44.7%)
description !
If itis linked to a registered Bank/

NBFC 44 (46.8%)

0 20 40 60
Factor Responses
Ratings and reviews 55
Number of downloads 50
Registered bank or NBFC connection 44
Interest rate 42

Ratings and reviews were the most commonly selected factor.
However, the results also show that users consider several other factors. This supports the need for a framework that brings multiple
indicators together rather than focusing on one visible feature.

XIILAWARENESS OF OFFICIAL FINANCIAL SAFETY MECHANISMS
Respondents were asked about their awareness of RBI related financial safety and complaint mechanisms.

Response Number Percentage
Aware 28 29.8%
Heard of them but never used 24 25.5%
Not aware 42 44.7%

Are you aware of the RBI's "Sachet" portal or "White List" for loan apps?

94 responses

® Yes
@® No

Heard of it but never used

The responses show that a considerable portion of participants were not familiar with these mechanisms.
This indicates the importance of improving awareness about official verification and complaint channels.
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XI11.PERMISSIONS AND PERSONAL INFORMATION
The survey also examined users' willingness to provide access to personal information such as contacts and gallery data.

Response Number Percentage
Would not allow 50 53.2%
Might allow during an emergency 21 22.3%
Would allow 23 24.5%

More than half of the respondents indicated that they would not normally provide such access.
However, some respondents were willing to provide access during an emergency or under certain circumstances.
This highlights the importance of educating users about why unnecessary permissions may create privacy risks.

XIV.EXPERIENCE WITH LOAN APP HARASSMENT
Respondents were asked whether they had personally experienced or knew someone who had experienced harassment
related to loan applications.

Response Number
Personally experienced 32
Know someone who experienced it 26
No such experience 36

A total of 58 respondents either personally experienced such behaviour or knew someone who had experienced it.
This finding demonstrates that harmful lending related experiences are familiar to a significant portion of the surveyed group.

XV.TRUST IN RATINGS AND REVIEWS
Respondents were asked whether they had encountered a highly rated application that later appeared fake or unsafe.
The responses were:

Participants were also asked whether ratings alone were sufficient to determine whether a loan application was safe.

Response Number
Yes 32
Not sure 30
No 32

56 respondents, or 59.6%, said that ratings alone were not sufficient.

This is relevant to the proposed framework because it suggests that users may benefit from considering several types of

information instead of relying only on application ratings.

Respondents were asked how frequently they receive unknown loan offers.
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Response Number
Frequently 35
Occasionally 30
Never 29

XVI.UNKNOWN LOAN OFFERS

https://fdrpjournals.org/

117|Page



Loan App Safety Check: An OSINT Based Explainable Risk Assessment Framework for Identifying Predatory Digital Lending
Applications in India

Therefore, 65 respondents reported receiving unknown loan offers either frequently or occasionally.

This shows the importance of awareness when users receive unsolicited lending messages.

XVII.USER RESPONSE TO WARNING INDICATORS

The survey included hypothetical situations involving common warning signals.

For example, respondents were asked to consider a website that was only seven days old but displayed a high rating. The
average concern level recorded was 2.70 out of 5.
Another situation involved a generic email address such as: fastloan@gmail.com
The average suspicion level was 3.03 out of 5, with 40 respondents selecting a high suspicion level.
These results suggest that users respond differently to individual warning signals.

This supports the idea of presenting several indicators together rather than expecting users to make a decision based on
one factor.

XVIIL.FOREIGN SERVER AS A WARNING SIGNAL
Respondents were asked whether a loan application using a high risk foreign server would make them concerned.

Response Number
Yes 42
Maybe 15
No 37

The responses indicate that technical information can influence users' perception of application safety.
However, server location alone should not be treated as proof of wrongdoing because legitimate services may also use
infrastructure located outside the user's country.

XIX.PERCEIVED USEFULNESS OF THE SUSPICION SCORE
Participants were asked to rate the usefulness of a simple Suspicion Score for checking loan applications. The average
rating was 3.57 out of 5, with a median rating of 4.
A total of 55 respondents, or 58.5%, gave a rating of 4 or 5.
This indicates that many respondents viewed a simple multi factor safety indicator as potentially useful.
However, these results measure user perception, not the technical accuracy or effectiveness of the proposed score.

XX.AWARENESS OF CYBERCRIME REPORTING
Respondents were asked whether they knew how to report cybercrime through the appropriate reporting mechanism.

Response Number Percentage
Know how to report 58 61.7%
Do not know 36 38.3%

Although most respondents reported awareness of reporting procedures, a substantial group was still unfamiliar with them.
Awareness of reporting mechanisms is important because users who experience financial fraud, harassment, or misuse of
personal information may need to take action quickly.

XXI1.DISCUSSION

The survey findings indicate that users often depend on information that is immediately visible, such as ratings, reviews,
downloads, advertisements, and recommendations.
At the same time, many respondents recognised that these indicators alone may not be sufficient.

The survey also identified gaps in awareness. A considerable number of respondents were unfamiliar with official financial
safety mechanisms, while a substantial group did not know how to report cybercrime.

Another important finding concerns privacy. Although more than half of the participants stated that they would not
normally provide access to contacts or gallery data, some users were willing to provide such access during an emergency.

This creates an important safety challenge. When users urgently need financial assistance, they may be more willing to
overlook warning signs.

The proposed Loan App Safety Check framework addresses this problem by organising several publicly visible indicators
into one simple report.

The framework does not expect users to understand domain registration, infrastructure, permissions, or public complaint
analysis independently. Instead, these factors can be presented in a simplified form.
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XXILRELATIONSHIP BETWEEN THE SURVEY AND THE PROPOSED FRAMEWORK
The survey and the OSINT framework serve different purposes.
The OSINT framework describes how publicly available technical and organisational information can be collected and combined.
The survey describes what users know, what they currently check, what risks they have encountered, and whether they
consider a simple safety score useful.
Therefore, the survey should not be interpreted as technical validation of the Suspicion Score.
Rather, the survey provides evidence that:
1. Users commonly rely on visible application information.
2.Ratings alone may not provide enough confidence.
3. Users encounter unsolicited lending offers.
4.Some users have experienced or know people who experienced harassment.
5. Awareness of official safety and reporting mechanisms is incomplete.
6. A simple multi factor explanation may be useful to users.

XXIHILETHICAL CONSIDERATIONS
The proposed framework is designed with user safety and responsible information use in mind.
Public Information Only
The framework uses information that is publicly available. It does not require access to private user accounts, private
messages, or confidential financial records.

No Fraud Declaration
A high Suspicion Score should not be interpreted as proof that an application is fraudulent.
The framework identifies warning signals that require additional verification.

Explainable Results
Users should be able to understand why an application received a particular warning level.

Privacy
The framework should avoid collecting unnecessary personal information from users.

Official Verification
Where possible, users should be directed towards official regulatory and reporting resources for confirmation and complaints.

XXIV.LIMITATIONS

This study has several limitations.

First, the proposed Suspicion Score is a conceptual risk assessment method and should not be treated as a legally or
technically validated fraud detection system.

Second, publicly available information can change over time. Domain information, application permissions, websites,
developer details, and public complaints may change after an assessment.

Third, public complaints may contain incomplete or unverified information. Such information therefore requires careful
interpretation.

Fourth, a legitimate application may display one or more warning indicators. For example, a newly created domain does
not automatically indicate harmful activity.

Fifth, the survey contains 94 respondents. The findings therefore represent the surveyed participants and should not
automatically be generalised to the entire population of digital lending users in India.
Finally, the survey measures user awareness and perception. It does not establish the accuracy of the proposed Suspicion Score.

XXV.FUTURE SCOPE
The framework can be expanded in several ways.
Automated OSINT Collection: Future versions can automatically collect publicly available information from relevant sources.
Real Time Information: The framework can be connected with regularly updated complaint and regulatory information where
appropriate.
Improved Verification: Future research can explore automated checking of financial institution information against official
sources.
Machine Learning: Machine learning may be explored in future work to identify patterns across larger datasets. However, such
systems should retain explainability so that users can understand why an application has been flagged.
Larger User Studies: Future studies can include a larger and more diverse group of participants to examine digital lending
awareness across different age groups, occupations, and locations.
User Testing: A future version of Loan App Safety Check can be tested with real users to determine whether the explanations and
warning levels are easy to understand.
Multilingual Support: The framework can also provide information in Indian languages so that users with different language
preferences can understand the warning indicators.
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XXVI.CONCLUSION

Digital lending applications provide convenience, but users may face privacy, financial, and security risks when they
interact with unfamiliar lending services.

This research proposed Loan App Safety Check, an OSINT based framework that brings together publicly available
information such as application details, developer information, domain age, permissions, financial institution information, public
complaints, and infrastructure information.

The proposed Suspicion Score provides a simple way of combining these warning indicators. Its purpose is to support
awareness and further verification rather than to declare an application fraudulent.

The survey of 94 respondents provides additional insight into user behaviour. Participants commonly reported checking
ratings, reviews, downloads, financial institution information, and interest rates. The survey also showed gaps in awareness of
official financial safety mechanisms and cybercrime reporting. A considerable number of participants had either experienced or
known someone who experienced harassment related to loan applications.

The findings suggest that digital lending safety should not depend on a single visible indicator. A more useful approach is
to consider multiple pieces of publicly available information and present them in a form that ordinary users can understand.

Loan App Safety Check therefore provides a possible foundation for an explainable, user focused approach to digital
lending safety assessment. Further technical validation, larger datasets, updated information sources, and user testing are required
before the framework can be considered for broader practical use.
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