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Abstract: Deep Fakes are highly realistic synthetic media objects whose face or voice is substituted for another person's using deep learning.
Deep Fakes pose daunting challenges to the authenticity and credibility of digital media, and although they have potential applications in
entertainment, education, and accessibility, they also prompt serious issues regarding misinformation, identity theft, political manipulation,
and privacy violation. This paper introduces a Deep Fake Detection System that is able to detect fake video content with high accuracy and
reliability.

The system uses a hybrid deep learning model with ResNeXt for spatial feature extraction and Long Short-Term Memory (LSTM) networks for
modeling temporal sequences. The videos are analyzed frame by frame to record both static visual hints and dynamic facial inconsistencies
along a time axis. The backend is developed on Flask to deploy the trained model, and the frontend, which is developed using React, provides
smooth video uploading and real-time user feedback. The model gives a binary prediction—real or fake—and confidence score, and the results
are interpretable to end-users. This system uses spatial and temporal features together, improving detection accuracy and generalizing across
different Deep Fake datasets. The solution strives to make contributions to digital forensics and media integrity as the world becomes more
saturated with synthetic content.

Keywords: Deep Fake Detection, ResNeXt, LSTM, Deep Learning, Flask, React, Video Classification, Fake Media, Temporal Features,
Spatial Features, Digital Forensics.

I.LINTRODUCTION

With the accelerating growth of social media and improvements in artificial intelligence, the spread of deepfake content
has become a major technological and societal menace. Deepfakes exploit advanced Al methods to create extremely realistic, face-
swapped videos that are employable in a range of malicious ways—which includes political disinformation, simulated terror
attacks, blackmailing, and revenge pornography. The potential to convincingly manipulate video content raises very serious issues
of digital authenticity and public trust. To fight this emerging threat, our project proposes an Al-based Deepfake Detection System
to identify real and fake video content with high accuracy. The system is built on a hybrid deep learning framework that applies
ResNeXt Convolutional Neural Networks (CNNSs) to extract spatial features from individual frames and Long Short-Term Memory
(LSTM) networks to examine temporal patterns between frames. This hybrid structure enables the model to learn both the visual
and sequential inaccuracies present in deepfakes.

We train our model on a diverse and balanced dataset consisting of commonly known sources like FaceForensics++, the
Deepfake Detection Challenge, and Celeb-DF, which makes it robust and generalizable to real-world situations. For the purpose
of providing an end-to-end solution, we have also created a user-friendly frontend application through which users can upload
videos to be analysed. The system then gives a prediction—real or fake—along with the confidence score of the model.

Using Al to combat Al, this initiative adds an important defence against the abuse of generative technologies, further
emphasizing the need for digital integrity and responsible Al innovation in today's information world.

ILMETHODOLOGY
As shown in Figure 1, the system architecture outlines the complete pipeline used for DeepFake detection. This work
proposes a Deep Fake video detection framework that takes both spatial and temporal facial characteristics into play in a pipeline
structure. It starts by preprocessing the uploaded video with OpenCV to get individual frames. Each frame is then processed with
the face_ recognition library to identify faces, which are cropped and resized to maintain uniformity for model input. For spatial
analysis, features are extracted from every facial frame in a ResNeXt convolutional neural network. ResNeXt has the capability
of identifying minor facial artifacts—such as inconsistent texture or blending defects—frequently found in Deep Fake videos.
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Fig 1.1 System Architecture

Then, temporal relations among frames are examined with an LSTM network. This is a key step as Deep Fakes tend to
lack temporal coherence, e.g., unnatural blinking or inconsistent facial actions. The LSTM captures these inconsistencies and
enhances the accuracy of classification. The output from the LSTM is finally passed through a dense layer with a Sigmoid
activation function to yield a binary classification—real or fake—and a confidence score. The detection system is deployed as a
web application with a Flask backend for inference and handling uploads, and a React frontend for user interaction. This not only
makes the solution accurate and robust but also scalable and user-friendly for real-world deployment.

IHI.LITERATURE REVIEW

3.1 Deep Learning Architectures for Deepfake Detection

Deep learning has also been the leading solution used to detect deepfakes, based mostly on learning sophisticated patterns
in video and image data. Priya and Anitha (2022) [2]introduce a hybrid deep learning architecture in the form of combining
ResNeXt for extracting spatial features and Long Short-Term Memory (LSTM) networks for the examination of temporal
inconsistencies in video frames. Their approach categorizes videos as real or deepfake with high accuracy using frame-level facial
cues and motion discrepancies. Application of LSTM in the temporal domain resolves the problem of frame-wise manipulation
that cannot be detected by static analysis. The system, however, needs tremendous computational power, and its resistance to new
deepfake forms is still a challenge. Transformer-based video models for better temporal resolution can be added in the future.

3.2 Comparative Analysis of Deepfake Detection Algorithms

A more comprehensive picture of the state of deepfake detection is offered by Goswami et al.(2023)[1] compare a number
of recent deepfake detection algorithms in a comparative study. They compare models such as XceptionNet, MesoNet and Capsule
Networks based on performance matrix like precision, recall and F1 score on the FaceForensics++ dataset. The research revealed
that XceptionNet performed better in accuracy compared to other models because of its depth wise separable convolutions, which
are capable of capturing better local pixel-level inconsistencies. Yet, the authors observed that single-dataset trained models tend
to generalize badly on real-world data. This explains the necessity of cross-dataset evaluation and ensemble method to enhance
generalization and robustness.

3.3 Facial Action Units (FAUSs) in Deepfake Detection

Shenoy et al. (2023)[11] investigate the application of Facial Action Units (FAUSs) to identify deepfakes through the
analysis of micro-expressions and facial muscle movements. The research combines FAU detection with deep learning classifiers
to identify whether videos are real or not. Results indicate that FAUs provide robust discriminative features because of the
unnatural facial deformities of deepfakes. The accuracy of the model drops with low-quality or compressed videos. Future
development may include multi-frame FAU tracking and fusion with optical flow observations for improved detection under
diverse conditions.

3.4 Unsupervised Deepfake Detection Models
Phade and More (2021)[3] discuss a systematic overview of unsupervised deepfake detection models. The paper examines
methods like Autoencoders, Principal Component Analysis (PCA), and K-means clustering that detect anomalies in facial
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appearances and motion behaviors without requiring labeled training data. The methods are highly effective where datasets with
labels are scarce. Nonetheless, their performance is based on dataset complexity as well as the manipulation type they are used
with. Future studies could center on hybrid models incorporating unsupervised models and pre-trained feature extractors for
achieving more consistent outcomes across different datasets.

3.5 Deep fake Detection Challenges

Dataset and Generalization Problems:Ying Tian et al. (2024)[5] identify key challenges in deepfake detection, including
dataset biases, cross-dataset generalization, and adversarial robustness. Deep learning models trained on one dataset such as Face
Forensics++ tend to perform poorly on untested datasets such as Celeb-DF because generation methods and compression levels
vary. The paper suggests that future work in transfer learning, adversarial training, and domain adaptation methods can be used to
develop strong and generalized models that can deal with dynamic deepfake technologies.

3.6 Blockchain-Based Deepfake Video Authentication

Patil and Chouragade (2021) [6] suggest a blockchain-based video authentication framework that gives tamper-proof
integrity verification, which would augment real-time forensics.

Dwivedi et al. (2021) [7] also advocate for the use of blockchain in detection mechanisms, with secure timestamping and
auditability in mind.

3.7 Al Ethics and Security in Deepfake Detection
Alam and Ansari (2021) [9] highlight the significance of ethical Al practices within detection systems, citing risks such as
GAN misuse and requiring regulated frameworks.

3.8 LSTM-Based Security Models
Mohan and Harikiran (2022) [10] present an LSTM-based detection model incorporated with social media platforms to
enhance user security via ongoing content monitoring.

3.9 YOLO-Based real time detection
Mira (2023) [4] describes a deep learning approach based on YOLO for rapid facial recognition and video analysis, to
support the implementation of responsive deep fake detection systems with low latency.

IV.FUTURE RESEARCH ASPECTS
4.1 Data Acquisition and Preprocessing
For training a robust DeepFake detection system, data such as FaceForensics++ and the DFDC dataset are utilized. Both
datasets consist of a lot of manipulated videos with a reasonable variety of manipulations, providing a good platform to learn
generalizable features. The preprocessing is done by including face detection and frame extraction so that only relevant visual
information is fed into the models. In addition, data augmentation techniques such as rotation, flipping, brightness modification,
and noise injection are employed to promote model generalization and avoid overfitting.

4.2 Deep Learning Models

The architecture utilizes both Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks
to identify spatial and temporal features respectively. CNNs learn frame-level features, whereas LSTMs learn temporal
dependencies between frames. The experiments are performed on different architectures like EfficientNet, XceptionNet, and
MesoNet to identify the best performer for the task. Additionally, ensemble techniques are also investigated by averaging
predictions from multiple models to improve detection accuracy and robustness towards various DeepFake manipulations.

4.3 Feature Extraction and Classification

The detection process is centered on detecting minor facial inconsistencies and visual anomalies that commonly occur in
deepfaked material. These encompass unnatural blinking behaviors, facial landmark deformations, and texture abnormalities.
Temporal facial landmark behavior is especially helpful in detecting temporal inconsistencies. Moreover, frequency domain
analysis is used to reveal pixel-level abnormalities and compression artifacts prevalent in forged video. These characteristics are
then employed to determine whether a video is real or not with good confidence.

4.4 Evaluation Metrics

To measure the detection performance of models, the standard evaluation metrics such as accuracy, precision, recall, F1-
score, and ROC-AUC are used. These metrics assist in obtaining a general overview of the ability of the model to accurately detect
manipulated content. A confusion matrix is also used to represent the distribution of true positives, true negatives, false positives,
and false negatives, which offer more insight into the ability of the model to distinguish between real and fake video classes.

4.5 Real-Time Detection (Optional Enhanced Feature)

For real-time applications, the system can be extended to analyze live video feeds using lightweight models such as Mobile
Net. This enables integration with cameras or streaming inputs, allowing on-the-fly Deep Fake detection. The real-time module
can be linked to a dashboard that notifies users when manipulated or suspicious content is identified, thus facilitating timely
intervention in high-stakes situations like video conferencing, news broadcasts, or surveillance systems.
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V. CONCLUSION
The widespread use of deepfake videos is a significant threat to digital media integrity, privacy, and trust among the public.

Deepfake videos, usually blends with real content, can propagate misinformation, influence public opinion, and lead to individual
or collective harm. This project addresses such challenges through a deepfake video detection system that applies a multi-modal
method in identifying facial expression abnormalities, audio patterns, and frame consistency.

The deployment of sophisticated machine learning models—specifically those dedicated to facial landmark analysis,

audio-visual sync, and frame-by-frame comparison—allows the system to detect subtle inconsistencies that generally point to
synthetic modifications. Such a system has the potential to be a potent tool for fact-checkers, media outlets, and cybersecurity
experts who are intent on maintaining content authenticity.

In addition, the project highlights the need to balance technical innovation with ethical responsibility. As synthetic media

technologies evolve further, the necessity for scalable, explainable, and transparent detection mechanisms intensifies. Future work
can investigate integrating deepfake detection into real-time media pipelines, enhance model generalizability across various
datasets, and create user-friendly tools for end-users and organizations to independently authenticate content authenticity.

In summary, the project is an important step toward preventing deepfake dangers and supports the overall mission of

preserving trust and truth in the internet age..
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