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Abstract: University examination systems often rely on manual verification methods that lead to impersonation, attendance delays, forged
hall tickets, and administrative inefficiency. To overcome these challenges, this paper presents the design and implementation of a secure smart
examination authentication system using QR code and fingerprint verification. The proposed system follows a multi-role architecture consisting
of Super Admin, University Admin, Head Supervisor, Exam Supervisor, and Student modules. Head Supervisors are responsible for exam form
approvals, college-level monitoring, and student registration management, while Exam Supervisors handle real-time examination hall
operations such as QR code scanning, fingerprint verification, attendance marking, and live candidate monitoring. Each student receives a
unique hall ticket QR code generated using PRN number, Exam ID, and Registration ID after approval. On the day of examination, identity is
verified through QR scanning and fingerprint authentication, and attendance is automatically marked as present. The system also supports
exam controls, announcements, and secure reporting features. Experimental analysis shows that the proposed framework improves examination
security, reduces manual workload, saves student time, and enhances operational efficiency. The system demonstrates how digital
authentication technologies can modernize university examination management.

Key Words: Examination Authentication, QR Code Verification, Fingerprint Authentication, Automated Attendance, Hall Ticket
Management, Role-Based Access Control, Candidate Verification.

I. INTRODUCTION

University examinations are essential for evaluating academic performance and maintaining educational standards.
However, many institutions still depend on manual processes for candidate verification, attendance marking, and hall ticket
checking. These traditional methods consume time, increase administrative workload, and create opportunities for impersonation,
document forgery, and human errors during examinations.

In many examination centres, students are required to sign attendance sheets before entering the hall, which wastes valuable
time. Even a few minutes are important during examinations. Manual verification of hall tickets and identity cards also causes
delays when a large number of students arrive simultaneously. Therefore, there is a strong need for a secure, efficient, and
automated examination authentication system.

Recent advancements in QR code technology, fingerprint authentication, and web-based management systems provide
effective solutions to these issues. QR codes enable instant retrieval of candidate details, while fingerprint verification improves
identity assurance. Automated attendance systems reduce paperwork and accelerate the complete entry process

In this work, we present a secure smart examination authentication system using QR code and fingerprint verification. The
system introduces multiple user roles including Super Admin, University Admin, Head Supervisor, Exam Supervisor, and Student.
Head Supervisors manage exam form approvals, exam schedules, and coordination activities, while Exam Supervisors manage
examination hall activities such as QR scanning, fingerprint verification, attendance marking, live student monitoring, and exam
controls. Each student receives a unique QR-based hall ticket after approval. During exam entry, the system verifies identity
through QR code and fingerprint authentication, while attendance is automatically recorded. The proposed framework improves
security, saves time, and enhances efficiency in modern university examination management.

I.PROBLEM STATEMENT
To Implement a Secure Smart Examination Authentication System Using QR Code and Biometric Verification.
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I11. OBJECTIVES
To study and analyze existing university examination systems and their security challenges.
To design a secure candidate authentication system using QR code and biometric.
» To automate attendance marking during exam entry after successful verification.
» To generate unique QR-based hall tickets for secure student identification.
 To reduce impersonation, manual workload, and improve efficiency in examination management.

IV. LITERATURE REVIEW

Kumar, R. et.al. in the paper (Secure Examination Authentication System Using QR Code and Fingerprint Verification),
(2025), proposed a modern authentication framework for university examinations that integrates QR code technology with
fingerprint verification to ensure secure candidate validation. The authors emphasized the importance of generating unique QR
codes linked with student identity and examination details to prevent duplication and forgery. The fingerprint verification module
was used as a second layer of authentication to reduce impersonation and unauthorized entry into examination halls. The system
also automated attendance marking after successful verification, minimizing manual paperwork and saving examination time.
Experimental results showed that the proposed system improved verification speed, transparency, and security compared to
traditional manual methods. The study concluded that combining QR code and biometric authentication provides an effective
solution for modern examination management systems. [1]

Alrawili, M. et.al. in the paper (Biometric User Authentication Systems: A Comprehensive Survey), (2024), presented a
detailed analysis of biometric authentication methods such as fingerprint recognition, facial recognition, iris scanning, and
behavioral biometrics. The authors compared these techniques based on parameters including accuracy, response time, user
convenience, and resistance to spoofing attacks. The survey highlighted that fingerprint authentication remains one of the most
practical and cost-effective methods for institutional environments due to its reliability and ease of implementation. The paper also
discussed the increasing adoption of biometric systems in education, banking, healthcare, and secure access control. The study
concluded that biometric authentication offers stronger protection than password-based systems and is highly suitable for secure
examination verification platforms. [2]

Mamun, M. A. et.al. in the paper (Authentication System for Exam Halls Using Face Biometrics), (2023), proposed an
automated candidate verification system using face recognition technology for examination halls. The authors focused on reducing
manual identity checks by allowing students to be authenticated through live facial image matching before entering the exam
centres. The framework used image preprocessing, facial feature extraction, and recognition algorithms to validate candidate
identity in real time. Experimental outcomes indicated that the system reduced entry delays, minimized impersonation attempts,
and improved attendance accuracy. The paper highlighted the importance of digital identity verification systems in educational
institutions and demonstrated how biometric technologies can modernize examination processes. [3]

Patel, N. et.al. in the paper (QR Code and Fingerprint Based Smart Attendance System for Educational Institutions),
(2025), introduced an automated attendance solution combining QR code scanning with fingerprint authentication. The proposed
framework first verified student identity through QR code scanning and then confirmed authenticity through biometric fingerprint
matching before marking attendance. The system significantly reduced proxy attendance and manual errors common in paper-
based attendance systems. The authors also highlighted the time-saving benefits of automated attendance, especially in
environments with large numbers of students. The study concluded that integrating QR and biometric technologies improves
reliability, speed, and transparency in institutional attendance management. [4]

Khaladkar-Limaye, S. et.al. in the paper (Secure Authentication Framework Using Secure QR Code and Face Recognition
for Controlled Access and Examination Integrity), (2026), proposed a multi-factor authentication framework for controlled
environments such as examination centres. The system used encrypted QR codes for initial candidate identification and face
recognition for secondary verification. The authors emphasized privacy protection, secure access control, and real-time monitoring
of examination entry processes. Their findings showed that combining multiple authentication techniques greatly enhances trust,
reduces unauthorized access, and strengthens operational security. The study concluded that multi-layer security frameworks are
the future of secure examination authentication systems and can be extended to universities and competitive exam centres. [5]

V. SOFTWARE/HARDWARE REQUIREMENTS

For End-Users (Students/Supervisors/University Staff) The system requires a desktop, laptop, tablet, or smartphone running
on Windows 10 or higher, Linux, macOS, or Android with a minimum of 4 GB RAM (8 GB recommended), a web browser such
as Google Chrome, Mozilla Firefox, or Microsoft Edge, and a stable internet connection for accessing the application. A camera-
enabled device is required for QR code scanning.
For Admin/Developer:

The system requires Windows 10 or higher, Linux, or macOS, with an Intel Core i5 or higher processor, 8 GB to 16 GB
RAM, at least 256 GB SSD storage, and development tools such as Java, Spring Boot, React, MySQL, Visual Studio Code, IntelliJ
IDEA, and Maven.

For Database and Storage:

The system requires MySQL or equivalent relational database storage for maintaining student records, exam schedules,
hall tickets, attendance logs, supervisor details, and authentication data, with a minimum storage requirement
Of 1GB or more depending on user volume.
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VI.SYSTEM ARCHITECTURE
The system architecture illustrates the overall structure and workflow of the Secure Exam Authentication System. It shows
how different users such as Student, Supervisor, University Admin, and Super Admin interact with the system through a web-
based interface. The architecture includes modules for authentication, exam management, hall ticket generation, QR code
verification, biometric validation, attendance management, and reporting. All data is securely processed through the application
server and stored in the database. The system ensures efficient, secure, and centralized management of university examinations.
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Fig 1:- Diagram for System Architecture of Exam Authentication System

Data Flow Diagram

The Data Flow Diagram represents how data moves through different stages of the Secure Exam Authentication System.
It starts with inputs from students, supervisors, and administrators such as login details, exam registration, QR data, and biometric
verification. The data is processed through modules like authentication, hall ticket generation, attendance, seat allocation, and

reporting. It shows how input data is converted into outputs such as verified candidate status, attendance records, hall tickets, and
reports for efficient examination management.
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Fig 2 :- Data Flow Diagram of Exam Authentication System
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VII. ENTITY RELATIONSHIP DIAGRAM

The Entity Relationship Diagram represents the database structure of the system. It shows the main entities such as student,
university, supervisor, examination, exam registration, hall ticket, attendance, and authentication records, along with their
attributes and relationships. The diagram explains how different data elements are connected and stored in the system.
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Fig 3 :- Entity Relationship Diagram of Exam Authentication System

VIIl. USE CASE DIAGRAM

The Use Case Diagram represents the interaction between different users and the Secure Exam Authentication System. It
identifies key actors such as Students, Supervisors, University Administrators, and Super Administrators. The diagram shows how
users perform actions such as login, exam registration, hall ticket download, QR code verification, biometric authentication,
attendance marking, exam management, and report generation. It also illustrates how the system processes user requests and
provides secure examination services. This diagram helps in understanding the functional requirements of the system and how
different users interact with it in a real-world examination environment.
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IX. RESULTS
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X. ADVANTAGES
Enhances examination security through QR code and biometric authentication.
Reduces impersonation and unauthorized candidate entry.
Automates attendance marking and saves examination time.
Minimizes manual paperwork and administrative workload.
Provides role-based access control for secure management.
Enables faster hall ticket verification and smoother exam entry process.

XI. DISADVANTAGES
Initial setup cost for system deployment and biometric devices.
Requires stable internet connection for smooth operation.
Users may need training to operate the system effectively.
Technical issues such as camera or scanner failure may affect verification.

XII. APPLICATIONS
Universities and colleges for semester and final examinations.
Competitive examination centres for secure candidate verification.
Government recruitment examinations.
Educational institutions requiring automated attendance systems.

XII. LIMITATIONS
Dependence on hardware devices such as camera and fingerprint scanner.
o System performance may reduce with poor network connectivity Cost: Requires powerful hardware for training.
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o Data Dependency: Performance depends on data quality.
o Requires regular maintenance and data backup.

XIV. CONCLUSION
The Secure Exam Authentication System using QR code and biometric technology provides an efficient and reliable
solution for modern examination management. It improves security by preventing impersonation, automates attendance marking,
and reduces manual workload during examinations. The system offers faster candidate verification, better transparency, and role-
based control for administrators and supervisors. Overall, the proposed framework modernizes university examination processes
and enhances the quality, efficiency, and security of examination management systems.

XV. FUTURE SCOPES
The future scope of the Secure Exam Authentication System includes integration of real fingerprint devices for accurate
biometric verification and Al-based face recognition for stronger security. A mobile application can be developed for students and
supervisors to access hall tickets, notifications, and attendance easily. Cloud deployment can support multiple universities and
large-scale examinations. The system can also be enhanced with real-time analytics, blockchain-based secure records, and support
for online remote examinations in the future.
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