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I. INTRODUCTION 

The rapid proliferation of mobile applications in sectors such as finance, healthcare, education, and e-commerce has 

markedly augmented the mobile threat landscape. Both Android and iOS platforms accommodate multiple applications, a 

considerable number of which handle sensitive user data, rendering them appealing targets for cyber threats. The evolution of 

mobile malware has led to insecure platform due to data exfiltration, insecure application programming interfaces (APIs), and the 

misuse of permissions. This has created challenges to conventional security testing methodologies. The privacy, regulatory 

adherence and the risk of data breaches in the traditional centralized machine learning frameworks will help in the analysis of 
mobile security by using extensive datasets on centralized servers. 

Federated Learning (FL), originally proposed by Google, mitigates data privacy issues by facilitating collaborative model 

training without the necessity of transmitting raw data to a central repository. FL continues to encounter obstacles such as elevated 

communication overhead, potential gradient leakage vulnerabilities, and substantial computational requirements on resource- 

constrained mobile devices. Conversely, Split Learning (SL) alleviates the computational burden on client devices by distributing 

neural network layers between the client and the server. SL is deficient in the large-scale collaborative aggregation functionalities 

that are characteristic of FL, even though it improves operational efficiency. 

To address the identified constraints, this investigation introduces a Hybrid Split-Federated Learning (HSFL) framework 

tailored for artificial intelligence-enhanced mobile security assessments pertaining to student databases. The proposed architecture 

integrates the advantages of split learning with the collaborative, privacy-preserving capabilities inherent in federated learning. 

This framework facilitates the intelligent identification of mobile malware, insecure application behaviors, and network-related 
anomalies, while adhering to security testing protocols as delineated by organizations such as OWASP. Through the incorporation 

of secure aggregation and privacy-enhancing strategies, the proposed model aspires to realize enhanced detection accuracy, 

diminished communication expenditures, and fortified data protection. 

 

II.REVIEW OF LITERATURE 

1. AI in Mobile Security Testing 

The study on Large Language Model proposes an automated framework for testing LLM-enhanced mobile apps, 

identifying vulnerabilities such as prompt injection, data leakage, and unauthorized access, using dynamic analysis, static code 

inspection, and machine learning-based anomaly detection for scalable and efficient security evaluation[3]. 
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2. Federated Learning for Mobile Security 

Federated Learning (FL), introduced by Google, enables collaborative model training without sharing raw data. FL has 

been applied to Android malware detection, intrusion detection, and anomaly detection. Despite privacy benefits, FL suffers from: 

 High communication overhead 

 Gradient leakage risks 

 Device-side computational burden 

This decentralized learning framework has gained traction across diverse domains, including IoT cyber security, smart 

cities, vehicular networks, and healthcare [4]. The adoption of FL in cyber security and intrusion detection offers substantial 

advantages by addressing the vulnerabilities associated with centralized data collection. 

 

3. Split Learning in Privacy-Preserving AI 
Split Learning (SL) divides a neural network between client and server. It reduces computation at the client side and lowers 

communication costs. However, SL lacks decentralized aggregation mechanisms and large-scale collaborative learning 

capabilities. The split fed learning is used to merge model partitioning with cross client aggregation; applies fraud detection AI for 

banking payments; lacks any focus on student tuition or campus finance; details a concrete system architecture and data flow for 

the hybrid approach[6]. 

 

4. Hybrid Split-Federated Learning (HSFL) 

The paper proposes HSFL, a new hybrid SFL framework combining Split Learning (SL) and Federated Learning (FL). It 

features a lightweight model decomposition method to offload part of model training to an edge server. This architecture formulates 

model decomposition as an optimization problem with privacy protection as a constraint, transforming it into a contextual bandit 

problem for efficient solution [7]. 
 

5. Research Gap 

Existing works treat FL and SL independently. There is limited research on integrating both approaches for scalable, 

privacy-preserving AI-driven mobile security testing, especially in higher education security labs. HSFL model is used for various 

crime detection sectors but not in education organization. 

 

III. PROBLEM STATEMENT 

In Traditional method the mobile security testing exposes sensitive user data and violates privacy constraints. The 

Federated Learning preserves data locality but it increases communication costs and computational load. The Split Learning 

reduces device burden but lacks collaborative aggregation. Thus there is a need for a hybrid framework that ensures: 

 Data privacy 

 Reduced communication overhead 

 Efficient device-side computation 

 High malware detection accuracy 

 

IV. RESEARCH OBJECTIVES 

The main objective of this study is to design a Hybrid Split-Federated Learning (HSFL) Lab to reduce the risk of 

financial data breaches within the institution. HSFL protects student fee data through three main mechanisms: 

1. Data Locality 

2. Privacy – Preserving Training 

3. Real Time Anomaly Detection 
 

V.HYBRID SPLIT-FEDERATED LEARNING ARCHITECTURE 

The Hybrid Split-Federated Learning (HSFL) architecture is designed to provide secure and privacy-preserving threat 

detection in an organization. In this architecture, the training process is distributed across three main components: 

 Student Devices (Client Nodes) 

 Institutional Edge Server 

 Federated Aggregation Server 

 Secure Student Database (Protected System) 

Application information like application behaviors, application usage patterns, API calls and system logs are analyzed on 
the student devices itself. Split layers of deep learning models are run on student devices. Only intermediate activations are sent 

to institution edge device. Raw data or activations never leave the student device. Rests of the layers are run on edge-server and 

back propagation is performed to infer model updates which are securely aggregated and shared with federated aggregation server. 

Federated aggregation server aggregates the updates it receives from various edge servers to improve upon the global model. 

Improved federated model is sent back to edge servers and student devices for further training and deployment. It is a hybrid of 

split learning and federated learning approach. By applying split learning, student privacy is maintained as the raw data never 

leaves the device. By applying federated learning, cyber security of institution databases like ERP, Attendance, or Academic data 

is increased as the model is getting improved by learning from each device while never seeing the data itself. 

 



Hybrid Split-Federated Learning Framework for AI Driven Protection of Student Fee Payment Systems in Higher Education 
Institutions 

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           494 | P a g e  

 

 

Fig : Architecture of Hybrid Split-Federated Learning System 

 

VI. PROPOSED SYSTEM 

The Hybrid Split-Federated Learning (HSFL) architecture shields students’ fee information by never revealing sensitive 

fee details throughout AI learning and attack detection. Student fee history in an ERP database is sensitive information that can 

be leveraged if a malicious attacker can gain access to the centralized server in a non-split learning model. HSFL provides security 
monitoring while maintaining user privacy. 

When the staff or student are accessing fee management system, it is monitored locally on-device using the first few layers 

of the AI model. Whether someone is attempting harmful login requests, accessing the fee information system at abnormal hours, 

retrying payments, making unusual API calls, or attempting to download sensitive information, the user’s actual bank accounts, 

fee history, or reimbursement scans are never revealed during the learning process. Instead, intermediate representations of the 

model (not actual fee data) are shared with the institutional edge server. The institutional server finishes the predictive task and 

aggregates with peer nodes to learn a global model. 

While the system detects anomalies such as unauthorized access attempts, credential stuffing, data scraping, or malware 

behavior, it can immediately trigger security actions like blocking access, forcing re-authentication, generating alerts to 

administrators, or temporarily freezing the account. Because the learning process uses encrypted gradient updates instead of raw 

financial data, even if communication is intercepted, attackers cannot reconstruct students’ fee details. 
 

Thus, HSFL protects student fee data through three main mechanisms: 

1. Data locality – sensitive fee records never leave the secure database. 

2. Privacy-preserving training – only model parameters, not actual data, are shared. 

3. Real-time anomaly detection – suspicious activities are identified and blocked before data leakage occurs.  

This layered protection significantly reduces the risk of financial data breaches within the institution. 

 

VII.CONCLUSION 

The Hybrid Split-Federated Learning (HSFL) model provides a robust and privacy-preserving framework by combining 

the strengths of split learning and federated learning. This model is used for securing student fee payment systems in higher 

education institutions. The model ensures that sensitive financial information—such as transaction records, banking details, and 

payment credentials—remains within the institutional database and is never exposed during AI training processes. Instead of 
transferring raw financial data, only encrypted intermediate model updates are shared, significantly reducing the risk of data 

leakage and centralized breaches. 

The model enhances real-time detection of suspicious payment behaviors, including abnormal login attempts, transaction 

manipulation, credential theft, and API misuse. The system continuously improves its threat detection capability while maintaining 

strict data locality by combining the strengths of split learning and federated learning. Even in the event of a network interception 

or partial system compromise, attackers cannot reconstruct actual fee details due to the privacy-preserving nature of the model. 

Thus HSFL offers a scalable, secure, and future-ready solution for AI-driven mobile security testing in college 

environments. It not only protects student financial records but also strengthens institutional cyber security posture by integrating 

advanced privacy-aware artificial intelligence into critical administrative systems. 

 

VIII.FUTURE WORK 
In Future, we can introduce the integration of block chain technology in College environment for tamper-proof logging of 

fee transactions and AI-based security decisions. This would enhance transparency and audit ability in financial operations. The 
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model can also be extended to detect insider threats and advanced persistent attacks targeting institutional databases. Real-world 

deployment studies across multiple colleges will help evaluate scalability, interoperability, and compliance with emerging data 

protection regulations. Finally, integrating explainable AI techniques will improve transparency in threat detection, enabling 

administrators to understand why specific payment activities are flagged. 
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