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Abstract: Modern network environments generate massive volumes of heterogeneous traffic, which creates higher risks of advanced cyber
threats that develop unknown attacks. Digital Infrastructure organizations require dependable real-time intrusion detection systems to protect
their data and maintain system security and service operations. Existing intrusion detection techniques, especially rule-based systems and
conventional machine learning (ML) algorithms, exhibit restricted flexibility and insufficient ability to identify unknown threats. Therefore, a
novel Hybrid Machine Learning and deep Learning-based Multi-class Attack Detection (Hy-MAD) framework has been developed in this paper.
The method uses traditional ML classifiers with Convolutional Neural Network (CNN) technology for spatial feature extraction and Long Short-
Term Memory (LSTM) networks for temporal sequence analysis. The proposed system enables accurate multi-class attack detection by
employing this hybrid technology and is further integrated with an Intrusion Detection and Prevention System (IDPS) for real-time response
and secure logging. The experimental findings show that the developed Hy-MAD method achieves better detection accuracy while decreasing
false alarms and increasing system adaptability. The results from the experiment show that the developed Hy-MAD method achieves an
accuracy of 95.8% while the random forest and CNN-LSTM models achieve respective accuracies of 78.5% and 92.3%. The Hy-MAD model
achieves lower false-alarm rates of 66.7% and 50% than the existing Random Forest and CNN-LSTM models, respectively.

Keywords: Intrusion detection, Machine learning, deep learning, Multi-class detection

I. INTRODUCTION

The extensive implementation of digital communication methods, with cloud computing, Internet of Things (loT)
technologies [1], and extensive enterprise networks, has caused network traffic to increase in three main aspects, which are volume,
velocity, and complexity [2]. These new technologies provide better data transmission and service operations, but they create more
vulnerabilities that cybercriminals can exploit [3]. Cyber threats today operate through multiple attack methods, which security
systems cannot detect because they have developed into separate and versatile operational structures [4]. Network security
requirements have become an essential need that organizations must fulfill [5] to protect their systems in multiple industries, which
include finance, healthcare, education, government, and e-commerce [6].

Organizations use Intrusion Detection Systems (IDS) to secure their networks because the systems track network traffic
while detecting any suspicious behavior [7]. The traditional signature-based and rule-based systems of IDS can detect known
attacks successfully [8], but they fail to identify zero-day threats, current threat developments, and advanced attacks that use
multiple methods [9]. The systems need security personnel to perform system updates frequently, which results in multiple false
alarms that make it hard for security staff to work while reducing their ability to respond quickly [10]. The restrictions of previous
models have led researchers and practitioners to develop more advanced IDS based on intelligent data-driven methodologies [11].

The development of ML-based IDS has created a solution that uses network data analysis to identify new attacks through its
pattern learning capabilities [12]. ML-based systems utilized data from network traffic to identify two specific attack types, which
included Man-in-the-Middle (MiTM) attacks and spoofing attacks [13]. The model provide effective protection for specific threats,
but they lack the necessary abilities to protect against modern cyber threats which include phishing attacks [14], Distributed Denial-
of-Service (DDoS) attacks and ransomware attacks that exhibit different operational patterns, attack sizes and attack durations [15].

Advanced IDS models need abilities which allow it to detect multiple attack types by establishing Sample Data Analysis
through spatial/structural research [16] and temporal/sequential analysis of time-based data which needs to be processed across the
entire duration [17]. The traditional ML classifiers fail to create accurate models because complex relationships exist in high-
dimensional networks which operate under dynamic conditions [18]. Deep learning (DL) techniques show strong potential to
address existing limitations throughout this process [19]. Deep learning systems create three major problems which impact
computational expenses, system understanding and deployment difficulties [20].
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Hy-Mad: Hybrid Machine Learning and Deep Learning Framework for Multi-Attack Detection
Therefore, anovel Hybrid Machine Learning and deep Learning-based Multi-class Attack Detection (Hy-MAD) framework
has been proposed in this paper, which combines both traditional ML classifiers and DL models to solve these issues. The hybrid
detection system improves detection performance while maintaining the capability to handle multiple attack types. The system
connects with IDPS which enable automatic alert generation, traffic blockage and attack response measures that decrease response
time and minimize possible harm. Secure logging systems resist tampering play a vital role in safeguarding trustworthy attack
records which assist forensic investigation, compliance standards and incident verification. The system intends to achieve its goal
of building future-ready network security solutions through hybrid ML-deep learning models, IDPS integration, and secure logging
systems. The major contributions of the developed Hy-MAD approach are given in the following points:
e The primary goal of the developed Hy-MAD approach is to develop an efficient multi-attack detection system by combining
ML and DL approaches and providing high privacy.
e The proposed system uses a hybrid learning model that integrates traditional ML classifiers for structured traffic analysis with
advanced deep learning systems that detect hidden attack patterns.
e The developed system connects with existing IDPS systems to enable automatic alert production which triggers instant response
procedures that include traffic interception and node security breach handling.
e Additionally, the system implements secure logging systems that prevent unauthorized access to sensitive data while
maintaining accurate records of all security incidents, which helps in forensic investigations and meets required standards
The rest of this paper is organized as follows. Literature Review on Attack Detection is presented in Section 2. The proposed
model is given in Section 3. The results and discussion are presented in detail in Section 4. The conclusion and future work is given
in Section 5.

ILRELATED WORKS

In 2023, Abbas et al [11] introduced their Federated Learning based cyberattack detection system for 10T network by
conducting a research work using the CIC_loT 2023 dataset. The researchers adopted their approach, which resulted in a federated
deep neural network (DDNN), and performed the classification with accuracy by performing data balancing, feature normalization,
and distributing model training. According to the experimental results, the detection accuracy of federated learning is high, reaching
99.00%, and it is proved that federated learning can detect the large-scale attack.

In 2024, Sajid et al [12] created a hybrid intrusion detection system which uses machine learning and deep learning methods
to detect various attack patterns. The proposed model integrates Extreme Gradient Boosting with CNN to extract the features and
LSTM to classify the features. As seen from the results, the hybrid architectures exhibited desirable features in terms of detection
performance as indicated by the accuracy of the results and reduction in the rate of false acceptances.

In 2024, Sivasakthi et al [13] designed a system named HybridRobustNet (HRN) that identifies hybrid loT attacks. The
system is able to capture and evaluate intricate connections between the attack elements, network traffic trends, and the device
behavior and communication nature. The results reveal that HRN is able to successfully identify different attack scenarios and can
be used to help develop more robust security systems for 10T devices.

In 2024, Ali et al [14] developed a botnet detection model through a stacking-based ensemble method which combines
artificial neural networks with convolutional neural networks and long short-term memory networks and recurrent neural networks.
Researchers developed ACLR model successfully reached a testing accuracy of 96.98% and also high values for ROC-AUC and
PR-AUC, which is a proof of its ability to detect advanced patterns of botnets.

In 2025, Alfatemi et al [15] investigated DDoS attack detection using deep learning solution in conjunction with
combinatorial fusion analysis. The fusion method showed better precision and reliability than the single models and traditional
ensemble methods, the system used several deep neural network models to improve the rate of the classification.

In 2025, Abbas et al [16] developed a hybrid framework which integrates Fuzzy C-Means clustering with Support Vector
Machine Multi-Layer Perceptron and AdaBoost classifiers. They were assessed with common performance measures including
accuracy, precision, recall, F1 score and Matthews correlation coefficient.

In 2025, Kandasamy, V. and Roseline, A.A., [17] introduced AEXB model based on both AutoEncoder based feature
extraction and XGBoost classification. The hybrid architecture with its mixed learning strategies was able to attain the highest
accuracy of 97.24% in IDSH dataset proving its capability in threat detection while reducing the false positive rate.

In 2026, Saritha, M., and Malgireddy, S., [18] established a framework which integrates Chaotic Evoked Tunicate Swarm
Optimization-based Feature Selection (CETS-FS) with Dynamic Pyramidal Transformer Network (DPTN) technology. The model
is used to select relevant features and to classify the attacks accurately to achieve high performance metrics (accuracy, precision,
recall, F1 score) with reduced detection time.

In 2026, Anuradha et al [19] created a malware detection system through their hybrid deep learning model which combines
convolutional neural networks with bidirectional LSTM and self-attention mechanisms. The system they designed, the IMDP-
HDL, offered improved system expansion capabilities and a 99.22% accuracy rate compared to the other methods used to detect
malware.

In 2026, Singh, N. and Agarwal, R., [20] created a hybrid intrusion detection system for electric vehicular networks through
their integration of ResNet and AlexNet architectural designs. By applying this method, the detection results under various attacks
(we can test the method by spoofing attack, replay attack, etc.) are improved, and the accuracy rate is between 98.64% and 99.74%.

2.1 Problem ldentification
Although the techniques described in this section deliver additional benefits, they also face several drawbacks. The system
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needs to use fixed patterns because it cannot protect against new attacks and advanced threats that change their detection methods.
The methods depend on historical data, which they cannot learn and use to identify network changes, which creates delays and
decreases their ability to detect. The process of manual monitoring with rule updates demands extensive human resources and
specialized knowledge, which proves unfeasible for expansive and evolving network systems.

2.2 Scope of the Work

To overcome these drawbacks, a novel Hybrid Machine Learning and Deep Learning-based Multi-class Attack Detection
(Hy-MAD) method has been proposed. It combines classic machine learning methods with deep learning models, to boost detection
accuracy and also adaptability. The proposed system can identify both known and unknown cyber threats, by analyzing structured
traffic signals also capturing complicated temporal attack behaviors. It also integrates real time monitoring together with an
Intrusion Detection and Prevention System (IDPS), the model can trigger an automatic threat response, so there’s less reliance on
manual handling. Also, secure logging plus the continuous monitoring measures facilitate scalable deployment in a dynamic
environment and bolster the forensic investigation. Table 1 shows the comparison of the existing models.

S.No Author Method Advantage Disadvantage
Name
1 S. Abbas et Federated Deep High detection accuracy Requires high communication
al. Neural Network for and supports distributed overhead and complex coordination
0T cyberattack learning among nodes
detection
2 M. Sajid et Hybrid XGBoost + Improved detection High Computational complexity
al. CNN + LSTM performance
intrusion detection
system
3 D. A HybridRobustNet Effectively detects Requires large-scale training data
Sivasakthi (HRN) for loT multiple hybrid loT
et al. attack detection attacks
4 M. Ali et Stacking-based Achieved high accuracy High training complexity
al. ensemble model

using ANN, CNN,
LSTM, and RNN

5 A Multi-model deep Improved precision and Increased computational cost
Alfatemi et | learning fusion with reliability for DDoS
al. combinatorial detection
analysis
6 A. Abbas Hybrid FCM + Better handling of Model tuning becomes difficult
et al. SVM + MLP + imbalanced and
AdaBoost overlapping datasets
framework
7 V. AutoEncoder-based Reduced false positives Training requires large memory
Kandasamy feature extraction with high accuracy resources
and A. A with XGBoost
Roseline classification
8 M. Saritha CETS-FS with High accuracy with Transformer models require extensive
and S. Dynamic Pyramidal reduced detection time computational resources
Malgireddy Transformer
Network
9 A CNN + BILSTM + Achieved excellent Increased model complexity
Anuradha Self-attention malware detection
etal. malware detection accuracy of 99.22%
model
10 N. Singh Hybrid ResNet and Very high detection Require high GPU resources and
and R. AlexNet intrusion accuracy for vehicular training time
Agarwal detection system network attacks

Table no 1: Comparison of existing models

111.PROPOSED METHOD
In this section, a novel Hybrid Machine Learning and deep Learning-based Multi-class Attack Detection (Hy-MAD) model
has been proposed. The proposed IDS model can be used to enhance the security as it can detect various types of cyber-attacks,
such as MITM, Spoofing, Phishing, DDoS, and Ransomware attacks. The overall detection performance and adaptability of the
developed Hy-MAD approach is enhanced by the hybrid learning architecture that integrates the traditional ML classifiers with
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advanced DL models to detect various attack types. Structured traffic is processed by ML algorithms and DL models identify
hidden attack patterns not captured by rule-based and standalone ML. System continuously monitors real-time traffic on the
network, processes and analyses of which provides early detection of incident and prompt response before significant damage
occurred. The automated elements of the proposed system can interact with existing Intrusion Detection and Intrusion Prevention
Systems (IDPS) by generating alerts and taking real-time security actions, such as blocking network traffic and isolating infected
nodes. The system implements secure logging mechanisms which resist tampering to protect attack records that need to remain
unaltered for forensic investigations and compliance purposes. The overall block diagram of developed Hy-MAD approach is
shown in Fig. 1.

_ Machine learning based
- 'J/; known attack detection
allinaghi
\ . ',_.. ‘ ':, Random Forest
N Decision Tree Secure logging &
Network Traffic monitoring

i l (stores tamper
resistant logs)

Deep learning based
multiclass attack detection

F Y

CNN-LSTM Intrusion detection &
. prevention (IDPS)
Data collection
l v Alert & Response,
) Multi attack detection BlockIP, Drop
Pre-processmg & packets, Isolate
feature extraction > MITM Nodes
» Spoofing
X » Phishing
Extracted features » DDoS
» Ransomware

Figure 1: Proposed Hy-MAD model

3.1 Data collection

The proposed model captures all packet traffic and flow traffic along with vital network details like source IP addresses,
destination IP addresses, port numbers, communication protocols, packet sizes, and transmission times. The system achieves
network traffic assessment through its collection of both basic and advanced traffic data. The system needs to perform properly in
high-speed networks that operate with large-scale traffic because its optimized traffic system guarantees operational efficiency by
reducing packet loss during extreme network conditions. The system uses efficient buffering together with high-throughput capture
methods to protect data during times of maximum network demand.

3.2 Preprocessing and feature extraction

The system initiates by removing noise and duplicate packets with all partial traffic data that came from network capture
in order to achieve data integrity and dependable outcomes. The system transforms raw packet data into organized data, which
provides precise network activity descriptions. Processed data is used to build statistical features, such as packet rates, flow
duration, total bytes, average packet size, and inter-arrival time, to analyze communication patterns and identify that there is
something unusual about that communication. It builds protocol specific detection capabilities with the primary detection method
as protocol manipulation to detect MITM attacks and spoofing attacks. Data normalization and scaling techniques are employed to
enhance the performance of the system as a result of there being different range features that have to contribute equally in the
training procedure. The system uses appropriate techniques to handle missing values and class imbalance problems, which exist in
network datasets, in order to stop biased learning.

It employs dimensionality reduction to eliminate irrelevant features while preserving crucial data on attacks. The current
process generates clean, optimized feature vectors that serve as dependable inputs for both ML and DL models to achieve precise
detection of intrusions.

3.3 Machine learning based known attack detection
The intrusion detection framework depends on its classical ML detection module, which uses Decision Tree (DT) and
Random Forest (RF) algorithms to determine whether network traffic belongs to normal users or malicious actors. The module
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processes structured feature vectors, which the preprocessing stage creates and uses to analyze numerical and categorical network
attributes, including packet rate, flow duration, protocol type, and byte count.

Dataset

|
| ]

l- - -

Decision tree 1 Decision tree 2 Decision tree 3

]
| Finalresult |

(a) Random forest

Decision 1

Yes No
Decision 2 Decision 3
Yes No Yes Mo
Outcome Decision 4 Decision 5
Yes Ne Yes Mo

Outcome Outcome Outcome

(b) Decision tree
Figure 2: Machine learning models for known attack detection

Figure 2 (a) and (b) shows the architecture of the RF and DT models used for attack detection. The module RF and DT
models excel at detecting signature-based attacks because these attacks follow known patterns that have been documented in the
past. The models use learned rules to produce results that allow fast training and short inference times that support real-time
detection on high-speed networks. The systems develop fast response capabilities, which make them appropriate for use in critical
reaction situations.

3.4 Deep learning-based multi-class attack detection

The deep learning multi-class attack detection phase enables the system to examine both basic statistical patterns and
advanced traffic behavior patterns that exist in contemporary network traffic. The system reaches better accuracy and stronger
defense against new cyber threats by using both learning models. The proposed Hy-MAD model used Neural Network models to
automatically identify spatial and structural patterns in high-dimensional network traffic data. The spatial patterns establish
connections between various traffic attributes, which include packet size distributions and protocol usage and source-destination
relationships that typically indicate malicious activity. The system can identify minor traffic pattern changes that classical rule-
based approaches and traditional ML techniques cannot detect.

The CNN layer creates advanced feature maps through its convolution operations which it conducts on the input feature
matrix. The convolution process is mathematically expressed as represented in equation (1).

N
o _ (-1, 0,0
O ®

The output feature map at layer [ is created by convolving the input feature maps from the previous layer with learnable
filters. The input feature maps Xi(l_l) from the previous layer are convolved with learnable filters to create the output feature map
at layer I. The function denotes a convolutional kernel that extracts spatial relationships between two features at node WU(.”. The

bias term b].(’) shifts the activation, and the function o(-) introduces non-linearity which allows the framework to understand

complicated traffic patterns. The convolution operation = identifies specific patterns through the extraction of localized content
which includes packet attribute correlations and their connection to unusual communication patterns. A Rectified Linear Unit
(ReLU) activation is applied to introduce non-linearity after convolution, which is shown in equation (2).

f(x) = max(0,x) 2
The function transforms input data by keeping positive values while blocking negative activations, which helps to speed

up, and better train, the system. A pooling operation is used to decrease dimensionality while preserving essential characteristics
of the data, which is represented in equation (3).
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P = maX(Xregion) (3)

The operation selects the maximum value from a localized section of the feature map, which helps to extract vital
information while sending less data to future layer processing. The LSTM network is employed to capture temporal dependencies
in sequential network traffic data. The system controls information flow through memory cells using gated mechanisms that manage
memory access. The forget gate is represented in equation (4).

fe = oWp - [he—y, %] + by) (4)
Convolutional Layer |  ——————— , > Normal
. . | |
with 128 Filters \ |
X } LSTM } MIMT
by ! | ’
‘ [
S —|  DDOS
— — — Ly 1l — Output
| | L
} LSTM } — Spoofing
! |
\ | -
Extracted | LSTM ! ‘ Phishing |
Features Convolutional Max pooling L Fully C o . J
i ully Connecte
Layer with 64 Layer LSTM Layers Lavers

Filters

Figure 3: CNN-LSTM architecture for unknown attack detection

Figure 3 depicts the architecture of the CNN-LSTM approach for unknown attack detection. The gate decides which content
from the previous cell state must be kept or removed. The input gate is shown in equation (5).

e =0(W; - [he_y,xc] + by) (®)

The memory controller uses this system to decide the amount of new information that should enter the memory space. The
candidate memory state is represented in equation (6).

Cr = tanh(W, - [he—y, %] + b,) (6)

The content represents information that the system can use to update its cell state. The updated cell state is constructed
through the combination of past information and newly acquired candidate memory. The updated gate is represented in equation

(7).
Ct=ft®ct—1+itOC~t (7
The output gate determines the final hidden state. Equations (8) and (9) represent the output and hidden states.

0y = oWy - [P_1,X¢] + b,) (8)
h; = 0o, © tanh(C,) 9)

The current equations show how weight matrices and bias terms control memory updates through three inputs: the input at
time step t, the previous hidden state, and the cell state. The sigmoid function o controls the gating mechanism by producing values
between 0 and 1, while the hyperbolic tangent function ensures bounded outputs. The element-wise multiplication operator ©
allows to choose which information they want to transmit. The high-level features that the CNN-LSTM architecture extracts from
its data are sent to a fully connected layer, which performs classification. The output y is computed as shown in equation (10).

y = Softmax(W, h, + by,) (10)

The LSTM final hidden state undergoes transformation through a weight matrix and bias vector, resulting in scores that the
Softmax function converts into a probability distribution for multiple attack classes. The Softmax function P(y;) is defined as
shown in equation (11).

eZi

K 5.
s’
j=1

Py = (11)
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The predicted probabilities will be one according to this formulation, which enables the model to identify the most probable
class among various attack types that include MITM attacks, spoofing, phishing, DDoS attacks, and ransomware. The overall
algorithm of the proposed Hy-MAD model has been given as follows.

Algorithm 1: Hy-MAD model

Input: Network traffic packets P, flow records F, feature vectors X, and class labels Y
Output: Attack classes A, prevention responses R, and secure logs L
Step 1: Initialize packet capture module, preprocessing unit, DT, RF, CNN-LSTM network, and
IDPS
Step 2: Capture network packets and store them in dataset D.
P, = [IP,,IP4, Protocol, PacketSize, Timestamp]

Step 3: Preprocess D with noise removal, normalization and handling missing values and class

balancing. Extract statistical and protocol-based features to generate X = [x;, x5, ..., X,,]-

Step 4: Identify known attacks with DT and RF models and classify traffic as normal or attack traffic
Yy = f(DT,RF)

Step 5: Input Xinto the CNN-LSTM network. CNN extracts spatial features, and LSTM learns
temporal features. Apply Softmax classification:

Yy, = Softmax(h;)

Predict attack classes:
A ={MITM, Spoofing, Phishing, DDoS, Ransomware}
Step 6: If Y, = Attack or Y, = Attack
activate IDPS to block malicious Ips, drop suspicious packets, and isolate infected nodes
Step 7: Store attack details securely
L = [AttackType, Timestamp, Source, Destination, Response]
Step 8: Return Output = (4,R,L)

3.5 Intrusion detection and prevention

The IDPS module is an integrated combination of intelligent attack detection and automated responses that provide the
main security elements of the cybersecurity framework. The IDPS system is able to automatically detect and block all IP addresses
during a current attack. This immediate access control prevents the attackers from proceeding further communication with the
network and also drastically reduces any further exploitation. The system drops packets to remove suspicious packets, and protects
systems from harmful payloads before they impact their targets. This is a packet-level intervention, which means that it will stop
data being captured during MITM and spoofing attacks when an attacker tricks their target.

The IDPS system protects the network by creating separate secure zones when it detects either abnormal activities or
malicious threats. The system prevents attackers from moving between different network areas by isolating infected devices from
the entire system. The isolation method reduces response times, which proves vital for controlling fast-evolving attacks that use
data interception to conduct MITM and spoofing attacks. The IDPS system uses both intrusion detection and active prevention
actions to decrease the speed at which attacks spread through network systems.

3.6 Secure logging and monitoring

The system logs complete detection data about attacks, which includes attack types, timestamps, source and destination
details, and system response procedures whenever it detects an attack or observes an unusual event. The logs establish a trustworthy,
complete documentation system that records all network security events. The module uses tamper-proof logging systems to protect
the stored information from unauthorized access. The system uses cryptographic methods, which include hashing, access control
rules, and write-once logging systems to stop unauthorized users from changing or deleting log information. The system ensures
that the logs stored in the system are not modified, which means the stored logs are suitable for forensic examination and for legal
or regulatory purposes. The logging system offers thorough auditing, aiding organizations in adhering to cybersecurity requirements
and government regulations. The module establishes an online security event record, documenting all activities within the system
to enable the auditor to substantiate security measures, investigate security breaches and demonstrate adherence to industry
standards.

IV.EXPERIMENTAL SETUP
The proposed Hy-MAD model has been simulated in the Python simulation environment. The implementation involved
using various libraries such as TensorFlow, Keras, Scikit-learn, NumPy, and Pandas for processing data, extracting features,
training models, and assessing their performance. The whole system ran on a computing platform with an Intel Core i7 processor,
16 GB RAM, and a Windows operating system, to handle the higher computational needs during model training and testing.
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Figure 4. t-SNE plot for the six class cyberattack classification

Figure 6 shows the t-SNE plot for the six-class cyberattack classification, based on the suggested Hy-MAD model. Figure
(a), presents the raw network traffic samples, and there is an overlap across several attack categories, so it becomes harder for the
model to classify. Then in Figure (b), the embeddings or feature representations coming from Hy-MAD are shown, and here the
points form more compact groups and the class boundaries were observed. Overall, this gives evidence that Hy-MAD is effective

at pushing multi class attack detection accuracy higher, by improving the separation between classes.

~ P
Attack Frequency_ Tt Complexity

Figure 5. Radar graph for evaluating the Hy-MAD model

Figure 5 shows the radar chart for evaluating the performance of the developed Hy-MAD model across several network traffic
features like Packet Rate, Flow Duration, Byte Count, Protocol Usage, Attack Frequency, and Traffic Complexity. The proposed
system keeps a kind of balanced and steady performance across all those categories. Also, the radar plot seems to spread in a
consistent way, meaning the Hy-MAD setup is capturing both the structural part as well as behavioral patterns of traffic, and this

improves multi-attack detection accuracy.
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Figure 6. Box plot analysis of network traffic features
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Box plot visualization of the various features of network traffic used in the proposed Hy-MAD framework is shown in
Figure 6. In this visualization, statistical distribution, median, interquartile ranges and outliers are shown for Packet Rate, Flow
Duration, Byte Count, Protocol Usage, Attack Frequency, and Traffic Complexity. The outlier that shows up are essentially the
signs of uncommon network events, that frequently correlate with malicious traffic patterns. It suggests that the extracted features
provide sufficient variation and discriminative information for improved intrusion classification, as shown by the box plot analysis.

Attack Intensity

Figure 7. 3D surface plot of the network traffic dataset

The network traffic data features used in our proposed Hy-MAD model are plotted in a 3D surface graph as indicated in figure 7.
The graph shows the relationship between the rate of the packets and the duration of the flow, and also the changes in the intensity
of the attack as a function of time; that is, it shows how the network behavior changes with different traffic conditions. The peaks
on the surface which are typically interpreted as areas of greater attack intensity, and the flatter lower areas indicate normal activity
or at least suspicious traffic is less. The complexity and dynamics of the network traffic are evident in this graph. So, it shows the
need for smart hybrid detection mechanism is necessary for more accurate cyberattack identification.
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Figure 8. Norm analysis

The normal distribution analysis of the feature values of network traffic used in the proposed Hy-MAD model is shown in
figure 8. The distribution shows the histogram of the values of the samples, and the red curve represents the curve for the normally
distributed values. The graph appears to show a most traffic samples are clustered around the average area and then gradually taper
off towards the extremes. The processed data is found to remain statistically consistent with the normal distribution curve, which
also indicates that the data remains near the peak of the distribution in the proposed intrusion detection framework, and thus

facilitates more stable model training.

V.RESULTS AND DISCUSSION
A comparison of the performance of the proposed Hy-MAD model is provided in the section. The proposed model uses a
Python simulator for analyzing the model. The developed model has been evaluated using metrics such as Accuracy and False
Alarm Rate (FAR) with the existing techniques such as Random Forest, and CNN-LSTM.
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5.1 Performance analysis
The performance of the suggested model has been analyzed in this section. The results dashboards and the confusion
matrix are presented.

Figure 9. Dashboard Page

Figure 9 shows the graphical user interface of the proposed Hy-MAD model, which demonstrates its training capabilities
through its three operational controls. The system features a console log that displays live system updates and a dashboard panel
that shows detailed information about ongoing attacks. The system provides users with the ability to actively manage security
alerts while they track ongoing network protection operations.

System initialised. Click Train Model to begin.
1 . 1o
[17:50:02] Loading dataset..
[17:50:02] Train: 8000 Val: 2000 Features: 20
[17:50:03]

[17:50:06]

Figure 10. Model Training Console Log

Figure 10 displays the console log that shows how the intrusion detection system undergoes its training sequence. The
system process requires three steps, which include loading the dataset and training both the Random Forest and CNN+LSTM
models, and verifying that the frameworks have been successfully saved. After training, the system is ready for real-time attack
detection as indicated in the log.

2 169.254.209.79  (HTTPS)

al 8.8.8.8 + 169.254,249.79  (DNS)
em t fi I
+ £ g
169.254.249.79 + 13.107.42.14 (HTTPS)
[17:51:49] Normal 52.96.165.41 + 169.254.249.79 (HTTPS)
[17:50:53] Normal 8.8.8.8 + 169.254.249.79 (DNS)
[17:50:57] MNormal 52.96.165.41 + 169.254.249.79 (HTTPS)

[17:52:92] Norsal 529616541 » 16.154.260.79 (HTTPS)

Figure 11. Real-Time Attack Detection and Response Log
As illustrated in Figure 11, the system is able to detect network traffic in real-time, distinguishing it from regular network

traffic and a range of cyber-attacks, such as Spoofing and Ransomware attacks. All dangerous IP addresses are automatically

blocked and alert e-mails are sent to notify the user of any security threats detected. The system proves itself to be an effective tool
for real-time threat detection because it can immediately monitor and address security breaches.
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Figure 12. ROC Curve for Multi-Class Attack Detection

Figure 12 illustrates the ROC curves, which display testing results for different attack types, including DDoS, MITM,
Phishing, Ransomware, and Spoofing. The curves demonstrate the model's capacity to differentiate between attack types because
higher AUC values show better detection performance. The findings demonstrate the effectiveness and accuracy of the developed
Hy-MAD model.
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Figure 13. Confusion Matrix Analysis

The confusion matrix from Figure 13 displays strong detection capabilities that operate effectively across all types of
attacks. The system achieved correct classifications for DDOS (2), MITM (1), Normal (18), Phishing (2), and Ransomware (2)
identification. The multi-attack detection framework achieves high accuracy with only a minor error which classifies 0.2 of
Ransomware as Spoofing.
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Figure 14. Model Performance Comparison
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Figure 14 shows the accuracy comparison of the developed Hy-MAD model with the existing techniques, such as Random
Forest and the CNN-LSTM method. The performance evaluation in Figure 9 demonstrates that different methods show increasing
accuracy across their various approaches. Traditional Random Forest method achieves an accuracy of 78.5%, while the
CNN+LSTM model significantly improves to 92.3%. The proposed Hy-MAD system, which integrates both ML and DL methods,
achieves its maximum accuracy of 95.8% because the integrated approach functions effectively for multi-attack detection purposes.
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False Alarm Rate (FAR)
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0.00

Random Forest CNN-LSTM Hy-MAD (Proposed)
Techniques

Figure 15. False alarm rate comparison

The False Alarm Rate (FAR) comparison in Figure 15 illustrates the effectiveness of the proposed model in minimizing
false alarms. The CNN-LSTM method reduces the false alarm rate from 12% to 8% for the Random Forest algorithm. The
proposed Hy-MAD model further reduces the FAR to 4%, which is better than the detection reliability. The proposed Hy-MAD
model achieves 66.7% and 50% reduction in false alarm rate as compared to the existing models, namely Random Forest and
CNN-LSTM, respectively. The results show that the method is able to distinguish between normal and malicious traffic with few
false alarms.

V.LIMITATIONS OF THE PROPOSED SYSTEM
The suggested Hy-MAD method gives high accuracy and efficient multi attack detection, but it still has some limits. The
hybrid setup of machine learning and deep learning models, bring more computational load, and it requires strong processing
power, large memory, and long training periods, when dealing with large-scale real-time network traffic. The continuous
monitoring and real time reaction mechanisms can add some network overhead, and in high-speed environments this can feel
noticeable. Finally, using this framework on resource constrained 10T devices and at edge locations could become complicated,
because the energy use goes up and the hardware demands increases.

VI.FUTURE WORK
In the future, the Hy-MAD framework will employ rapid, low-power deep learning optimizations to balance computation,
memory, and time constraints. Additionally, systems could use adaptive, continual learning to improve generalizability and
mitigate the effects of novel cyberattacks, without being dependent on historical data. Edge computing and distributed processing
could aid in improving the efficiency of deployment and computation in cash-strapped Internet of Things networks by reducing
latency. This framework could also incorporate energy-sensitive models and automated feature selection to improve scalability,
real-time outcomes, and operation within large capacity, high-velocity networks.

VII.CONCLUSION

This paper presents a new Hybrid Machine Learning and deep Learning-based Multi-class Attack Detection (Hy-MAD)
model. The proposed system demonstrates an intelligent and comprehensive network intrusion detection system through its ability
to detect multiple cyber-attacks from different machine learning and deep learning techniques. The hybrid architecture of the
system allows it to detect hidden attack patterns which typical standalone models cannot detect. The system can detect multiple
cyber threats through its multi-attack detection module which enables it to track MITM attacks, spoofing attacks, phishing attacks,
DDosS attacks, and ransomware attacks across different attack vectors. The system uses secure logging and monitoring mechanisms
to create audit trails and maintain forensic analysis capabilities and track network activity over extended periods. The system
implements these functions to establish transparency which allows security standard compliance and system performance
assessment and system enhancement. Experimental findings show that the developed Hy-MAD method achieves higher accuracy
of 95.8%, whereas existing models, such as random forest, CNN-LSTM achieves accuracy of 78.5%, and 92.3% respectively. In
the future, we will be incorporating network flow characteristics and side-channel information such as packet size distribution,
timing patterns, session duration and handshake metadata to detect attacks without compromising user privacy.
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