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I. INTRODUCTION 

Cybersecurity is increasingly important to governments, organizations, corporations and individuals as digital technologies 
pervade all aspects of the economy, society and industry. The adoption of cloud computing, the Internet of Things, Industry 4.0, 

digital banking and other financial services, teleworking and distributed information systems has led to an increase in the value of 

digital information and the potential targets of cyber attacks. While conventional cybersecurity measures continue to be valuable, 

they are often inadequate in keeping up with the pace, volume and complexity of today's cyber attacks. This has led to the rise of 

artificial intelligence (AI) as a key technological innovation for future cybersecurity. 

Artificial intelligence (AI) is the capacity of systems to carry out tasks that are usually performed by humans, involving 

learning, reasoning, pattern recognition, prediction, classification and decision-making. Machine learning, deep learning, natural 

language processing, expert systems and automated analytics are some of the common applications of AI in cybersecurity. Such 

technologies can be used to detect anomalous behaviour, malware, phishing, network traffic, vulnerabilities, and to assist with 

incident response. While some of the previous debates on AI and cybersecurity acknowledged the role of AI in supporting future 

security (Morel, 2011), more recent research has demonstrated that AI is now at the forefront of cybersecurity research and practice 

(Abbas et al., 2019; Naik et al., 2022; Wiafe et al., 2020). 
But AI can be used as an offensive tool. It is increasingly being used by the bad guys. Hackers could exploit AI to automate 

intelligence gathering, craft and send realistic phishing emails, detect vulnerabilities in the system, evade detection or develop 

smart malware. This is a double-edged sword whereby AI can help the good guys but also the bad guys (Khan et al., 2024; Malatji 

& Tolah, 2025; Taddeo et al., 2019). As such, the effects of AI on cybersecurity need to be considered from both cyber defence 

and cyber attack vantage points. 

This is a recent focus of authoritative sources. The new NIST Cybersecurity Framework 2.0 highlights the importance of 

governance as a cybersecurity function, particularly as companies implement AI-based systems (National Institute of Standards 

and Technology [NIST], 2024a). NIST's Generative AI Profile also points out the risks of misuse of data, vulnerability of models, 

unintentional generation of harmful content, and the need for a framework for managing AI-related risks (Autio et al., 2024). 

Likewise, ENISA Threat Landscape 2025 reveals that modern cyber threats are still prevalent and multifaceted, and the Verizon 

Data Breach Investigations Report 2025 illustrates the need to consider human factors, exploitations, and third-party risks in data 
breaches (European Union Agency for Cybersecurity [ENISA], 2025; Verizon, 2025). These reports indicate the need to address 

AI cybersecurity from the aspects of not just the technical, but also governance, risk and resilience. This study explores the benefits, 

risks and challenges of AI for cybersecurity. It is a narrative and conceptual review of the literature on AI applications, 

cybersecurity defense, enterprise cybersecurity, malicious AI, ethics and data privacy. The aim is to understand how AI will impact 
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cybersecurity, understand the benefits and challenges of AI-driven cybersecurity, and provide suggestions for future research and 

policies. 

 

Research Questions 

RQ1: How is AI enhancing threat detection and response?  

RQ2: How are cybercriminals exploiting AI?  

RQ3: What are the challenges of using AI-based cybersecurity solutions? 

 

II. METHODOLOGICAL APPROACH 

Review Design 
This article employs a narrative literature review with a search strategy. A narrative review is suitable when the purpose 

is to integrate knowledge, draw general themes, and develop insights rather than statistically combine the answers to a research 

question. The multidisciplinary nature of the topic of AI and cybersecurity (spanning computer science, corporate risk 

management, ethics, privacy, and policy) means that a narrative approach enables the article to bring together literature from 

academic journals alongside select sources from cybersecurity authorities and standards bodies. The review is not intended to be 

a systematic review. But a search strategy was applied to enhance the transparency, relevance, and repeatability of the search 

process. The review uses six key areas of analysis: the use of AI in cybersecurity, AI-based cyber defense, AI-based cyberattack, 

ethical considerations and governance, organizational considerations and challenges, and future perspectives. 

 

Search Sources 

The literature was sourced from academic and authority/practice-based sources relating to AI and cybersecurity. 
Academic sources were: Google Scholar, IEEE Xplore, ScienceDirect, Springer Link, ACM Digital Library, MDPI, SSRN and 

publisher sources for the selected articles. Practical and authoritative sources were identified from reputable cybersecurity and 

standards bodies, such as NIST, ENISA, OWASP, CISA, IBM, Verizon and the UK National Cyber Security Centre. 

 

Search Terms 

The search terms used were variations on combinations of: 

Search area, Example search terms:  

 AI and cybersecurity, in general, "artificial intelligence" AND "cybersecurity"; "AI" and "cyber security"; "machine learning" 

and "cyber defense" 

 Defensive AI: "AI threat detection"; "machine learning intrusion detection"; "AI malware detection"; "AI incident response"; 

"AI anomaly detection" 

 Offensive and adversarial AI "adversarial AI" AND cyber security; "offensive AI"; "AI cyber attacks"; "AI phishing"; "AI 

malware evasion" 

 Governance and ethics "AI cybersecurity governance"; (ethical AI) AND cybersecurity; (AI risk management); (explainable AI) 

AND cybersecurity 

 Organizational cybersecurity: "AI effect on organizational cybersecurity"; "AI cybersecurity framework"; "AI cybersecurity 

readiness" 

 Evidence of current threat: "data breach report," "cyber threat landscape, "generative AI cybersecurity risk, "LLM application 

security" 

 

Inclusion and Exclusion Criteria 

Sources were included if they were relevant to any of the following: AI applications in cybersecurity; use of AI-based 
cybersecurity; benefits or limitations of AI-based cybersecurity; adversarial or offensive AI; ethical, organizational and governance 

issues; AI in critical infrastructure or Industry 4.0; or current cybersecurity threat evidence from a trusted source. Preference was 

given to sources from 2017 onwards, but a single source by Morel (2011) was included due to its focus on early thinking on AI 

and cybersecurity. Sources were removed if they were not related to cybersecurity, concerned AI, but with no cybersecurity 

implications, did not contain adequate publication information, were a duplicate of another source, or presented non-scholarly 

opinion and did not offer any analysis. Industry and authority reports were only included if they presented current evidence or 

guidance for standards and cybersecurity practice. 

 

Data Extraction and Synthesis 

The chosen sources were thematically analyzed. The extracted information from each source included the paper's focus, 

its discussion of the AI technique or area in cybersecurity, the opportunities identified, the risks identified, the governance and/or 

ethical concerns, and the future research identified. These were distilled into broad themes of: AI for defense, AI for attack, 
limitations of AI, governance and ethics, readiness and future trends. 

 

III. ARTIFICIAL INTELLIGENCE IN THE CYBERSECURITY CONTEXT 

How AI relates to cybersecurity has changed over time. The initial focus of research was on AI as a potential tool to 

enhance cyber threat detection and response (Morel, 2011; Wirkuttis & Klein, 2017). Subsequent research broadened this 

conversation with a focus on the use of AI in malware detection, intrusion detection, security analytics, authentication, anomaly 



How Artificial Intelligence is Revolutionising Cybersecurity: Challenges and the Future 

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           320 | P a g e  
 

 

detection and decision support (Abbas et al., 2019; Morovat & Panda, 2020; Wiafe et al., 2020). This is part of the evolution in 

cybersecurity from reactive to predictive and adaptive security approaches. AI-powered cybersecurity solutions are important 

because they can process more information faster than humans. Digital systems today produce large volumes of log data, network 

traffic, user activity logs, endpoint monitoring data, user authentication logs and system alerts. It can be challenging for humans 

to process this data. AI can help to identify patterns, anomalies and prioritize events for an investigation (Naik et al., 2022; Tao et 

al., 2021). 

There are many applications of AI for cybersecurity. Abbas et al. (2019) explored the use of AI in cybersecurity and 

demonstrated that it has gained more interest. Wiafe et al. (2020) conducted a literature review on AI for cybersecurity and 

observed that AI has been used in various cybersecurity areas, including intrusion detection, malware detection, spam detection 

and network security. Likewise, Morovat and Panda (2020) stated that AI is a key tool to enhance cybersecurity due to its learning 
and detection capabilities. AI is particularly valuable in a dynamic environment. Signature-based security systems are based on 

previous knowledge of malicious behaviour. While these systems are not useless, they may not work if new types of attacks are 

used or if the malware is modified. AI-based systems can enhance detection by looking at anomalous behavior rather than just 

signature-based detection (Dalal, 2018; Naik et al., 2022). This is one way AI can be used to detect zero-day attacks, insider threats 

and advanced persistent threats. 
 

IV. RESEARCH GAP 

While the body of work on AI and cybersecurity is growing, a number of gaps can be observed. First, there is a strong 

emphasis on technological advantages of AI (including intrusion detection, malware identification and automated response) but 

less emphasis on organizational preparedness, governance, responsibility and human oversight. This results in a disconnect 

between technology and practice. Second, many studies talk about AI as a means of defence, but less about its use for offence and 

adversarial purposes. Recent research in adversarial and offensive AI has shown how AI may be leveraged by hackers to automate 

discovery, enhance evasion, and automate social engineering (Khan et al., 2024; Malatji & Tolah, 2025). In particular, more should 
be done in researching how to defend not only with AI but also against AI attacks. 

Third, there's a lack of explainability. For example, an AI may do a good job of detecting threats, but cybersecurity 

professionals need to understand why the alert was triggered when making crucial decisions. It's not enough to get AI to be more 

accurate, but to make the AI outputs explainable, verifiable, and useful to analysts. Fourth, the field needs to better link academia 

and current cybersecurity practice. Authorities like NIST, ENISA, OWASP, CISA, IBM, Verizon, and the UK National Cyber 

Security Centre demonstrate that AI cybersecurity is now an issue that transcends technical research and is a matter of governance 

and resilience (Autio et al., 2024; ENISA, 2025; National Cyber Security Centre [NCSC], 2024; OWASP Foundation, 2025; 

Verizon, 2025). This article addresses these needs through a synthesis of academic and current authority sources and by considering 

AI cybersecurity from the technical, organizational, ethical and future perspectives. 

   

V. AI'S OPPORTUNITIES IN CYBERSECURITY 

Improved Threat Detection 
Perhaps the biggest opportunity to be leveraged by AI is enhanced threat detection. AI can process network traffic, system 

logs, endpoint logs, and user logs and look for anomalies. Machine learning can be used to learn the difference between normal 

and abnormal activity, and can be used in intrusion detection systems (IDS) and anomaly detection systems (ADS) (Morovat & 

Panda, 2020; Naik et al., 2022). Security monitoring can generate a large number of (often false) alarms. AI can be used to prioritize 

alerts, eliminate false positives and correlate alerts. This will help cybersecurity analysts prioritize the threat. Lysenko et al. (2024) 

highlighted the importance of AI in providing protection and detecting threats, demonstrating how AI can enhance cybersecurity 

practices. Equally, Dalal (2018) suggested AI can help with threat detection and response by allowing systems to identify complex 

threats. 

AI can also be used for behavioral analytics. Rather than just checking if an action has a "threat signature", AI can check 

for unusual behaviour of a user, device or application. For instance, if a user account suddenly starts downloading large amounts 

of data, signs in to the network from an unexpected location, or exhibits other activity outside of the normal workday, AI may 
detect the abnormal activity. This is crucial in preventing insider threats and compromised accounts. 

 

Faster Incident Response 

Second, there is a quicker incident response. Cybersecurity incidents sometimes need to be responded to quickly to limit 

damage, downtime and data loss. Automation can help with incident response by categorizing incidents, suggesting actions, 

quarantining systems, or initiating incident response procedures. This can be particularly beneficial in the case of a rapidly 

spreading attack. AI-enabled security systems can enhance an organization's ability to respond to cyber incidents in a timely 

fashion (Jonas et al., 2023). By using AI to assist in security operations centers, companies can enhance their ability to prioritize 

and analyze security incidents, identify patterns and respond accordingly. Calderon (2019) also noted the advantages of 

incorporating AI into cybersecurity, particularly with regard to automation and decision-making. But response automation must 

be done with caution. If an AI system responds to a threat incorrectly, it could lock out users, disable services, falsely flag normal 

user activity, and so on. Thus, AI response systems should be used in conjunction with human oversight, particularly in critical 
systems. 
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Malware Detection and Classification 

Malware detection and classification have also become a possibility with AI. Malware is ever-evolving, and hackers often 

make changes in the malicious code to bypass traditional signature-based detection. Machine learning algorithms can analyze file 

properties, behaviours, system calls and code features to detect malware even without knowledge of the specific signature (Naik 

et al., 2022; Tao et al., 2021). AI-powered malware detection can detect ransomware, spyware, trojans, worms and other types of 

malware. It can also help with classification by clustering malware based on their characteristics and similarities with previous 

threats. This enhances threat intelligence and enables a quicker response. Morovat and Panda (2020) observed that AI can help 

cybersecurity operations by identifying patterns and classifying, which are crucial in malware analysis. 

 

Phishing and Social Engineering Detection 
Phishing is a popular type of cyber attack as it takes advantage of human vulnerabilities. AI can be used to identify 

phishing emails, suspicious websites, attachments and communication patterns. AI can be used to scan email content for fraudulent 

messages, detect manipulation and impersonation. AI can also detect patterns of communication that are out of the ordinary and 

may be an indicator of business email compromise and social engineering. But it can also be used to produce better quality phishing 

emails. As such, phishing is an example of the double-edged sword of AI in cybersecurity. Defenders use AI to identify phishing 

attacks, but so can attackers use AI to enhance the quality and personalization of their phishing (Khan et al., 2024; Malatji & Tolah, 

2025). 

 

Vulnerability Management and Predictive Security 

AI can help in vulnerability management by assisting in the detection, prioritization and mitigation of vulnerabilities. 

Hundreds of vulnerabilities may be identified in large organizations in applications, networks and devices. Some vulnerabilities 
are more critical than others. AI can be used to prioritize vulnerabilities by exploitability, criticality of the asset, threat intelligence 

and past attack data. AI can also be used for predictive security. Rather than simply responding to attacks, AI can help predict and 

prevent potential attacks. AI can recognize these patterns, which may indicate a heightened risk, such as multiple failed logins, 

unusual scanning or network traffic. This allows a proactive approach to security. 

 

Support for Industry 4.0 and IoT Security 

AI is becoming more and more important in Industry 4.0, smart manufacturing and IoT. These systems are comprised of 

connected devices, sensors, machines and control systems. De Azambuja et al. (2023) discussed AI-based cybersecurity in Industry 

4.0 and demonstrated that AI can help in protecting highly interconnected industrial systems. With increasingly digital industrial 

systems, AI can be used to monitor networks and anomalies in real time. IoT presents cybersecurity challenges because many of 

these devices are limited in processing capacity, have poor security by default and have long lifespans. AI can help by detecting 
device anomalies and compromised devices. But AI also adds complexity, as adversaries could also attack both the AI system and 

the systems it protects. 

 

AI Benefits and Risks for Cybersecurity 

The use of AI in cybersecurity has a dual-use nature. AI can help improve cybersecurity, but it can also be used by 

adversaries or create vulnerabilities. Table 1 shows the opportunities and risks identified from the literature. 

 

AI opportunity Cybersecurity benefit Related risk or limitation 

Threat detection Improves identification of suspicious 

patterns, anomalies, and possible 

intrusions 

May produce false positives or 

false negatives if data quality is 

poor 

Malware analysis Supports classification of malware 

families and detection of unknown 

variants 

Attackers may modify malware 

to evade AI-based detection. 

Phishing detection Uses natural language processing and 

behavioral analysis to identify 
suspicious communication 

Generative AI can help attackers 

create more convincing phishing 
content. 

Automated incident response Speeds up containment and reduces 

analyst workload 

Incorrect automation may 

disrupt legitimate activity or 

critical services 

Vulnerability prioritization Helps rank vulnerabilities based on 

exploitability and asset importance 

Model errors may misprioritize 

risks or overlook contextual 

factors 

Threat intelligence Processes large volumes of structured 

and unstructured threat data 

Poor or manipulated intelligence 

data may weaken model 

reliability 

Industry 4.0 and IoT monitoring Detects abnormal behavior in connected 

devices and industrial systems 

AI tools themselves may become 

targets in cyber-physical 

environments 
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AI opportunity Cybersecurity benefit Related risk or limitation 

User behavior analytics Identifies insider threats and 

compromised accounts 

Excessive monitoring may create 

privacy and surveillance 

concerns 

Generative AI security support Assists analysts in summarizing alerts, 

drafting reports, and reviewing code 

LLM applications may create 

risks such as prompt injection, 

insecure outputs, and sensitive 

information disclosure (OWASP 

Foundation, 2025) 

AI governance and risk 

management 

Supports structured cybersecurity and 

AI-risk decision-making 

Weak governance may lead to 

shadow AI, unclear 

accountability, and compliance 

gaps 
Table 1 Comparison of AI Opportunities and Risks in Cybersecurity 

 

VI. CHALLENGES AND RISKS OF AI IN CYBERSECURITY 

AI for Cyber Attackers 
While AI enhances cybersecurity, it can also be used maliciously. This is a major concern. Khan et al. (2024) referred to 

AI as the new frontier of cybersecurity because AI can be used by both good and bad guys. Malatji and Tolah (2025) presented a 

model of adversarial and offensive AI, which demonstrated that AI can be used to enhance attack strategies, automation, evasion 

and exploitation. AI can be used to automatically scan for targets, discover new vulnerabilities, generate phishing emails, produce 

deepfake videos, enhance password cracking, bypass intrusion detection systems, or even create self-evolving malware. AI can 

also reduce the technical skill required for cybercriminals by enabling less-capable hackers to create scripts or social engineering 

emails. This doesn't mean that AI will necessarily make powerful attackers, but it can make existing cybercriminals more powerful. 

Attackers' use of AI results in a cybersecurity arms race. When defenders use AI-based tools, attackers may find ways to fool, trick 

or circumvent these tools. This makes adversarial testing and security for models more important. 

 

Adversarial Attacks Against AI Systems 
AI systems can be targets. Adversarial attacks are when data or inputs are manipulated to fool AI systems into making 

wrong predictions. For instance, cybercriminals can change the features of malware to evade detection or make network traffic 

look legitimate. They may also inject data into the learning process to teach a model bad behaviors. This threat is particularly 

significant because data quality is often critical for cybersecurity AI systems. Poor-quality data may be insufficient, biased, 

outdated, or even poisoned. Ansari et al. (2022) emphasized that there are limitations to the application of AI for cybersecurity, 

including issues with data integrity, model validity, and implementation. Similarly, Taddeo et al. (2019) warned that using AI for 

cybersecurity is a double-edged sword, as there is a risk of reliance on AI. 

 

False Positives, False Negatives, and Model Reliability 

AI cybersecurity tools are not infallible. False positives are when legitimate events are flagged as threats. False negatives 

are when threats are missed. Both can impact cybersecurity. False positives can cause false alarms, and false negatives can be 

missed. The model's effectiveness can be impacted by the data, algorithms, environment, and refreshing the model. Cyber threats 
are constantly changing, and if the AI model is not updated, it may not be as accurate. This is known as model drift. So 

cybersecurity models need to be periodically checked, trained, and validated. Likewise, Naik et al. (2022) noted that AI approaches 

can improve cybersecurity, but they have accuracy, adaptability, and complexity problems. Similarly, Namiot et al. (2022) 

observed that AI is related to cybersecurity, but AI designs and evaluations should be done correctly. 

 

Lack of Explainability 

AI systems, such as deep learning systems, can be black boxes. This can mean they may make a decision without 

explaining how they made their decision. Explainability may be vital to cybersecurity. Security analysts may need explanations of 

why a situation is suspicious. A lack of explanations can lead to analysts ignoring legitimate security events or falsely accepting 

suspicious events. Explainability is important for accountability. If an AI system blocks a user, blocks an operation, or misclassifies 

an event, the reason needs to be determined. A lack of explainability can cause operational and ethical issues for AI cybersecurity. 

 

Privacy and Data Protection Concerns 

AI systems require data, and cybersecurity systems may use or manage sensitive information such as network traffic logs, 

user behavior, access control rules, device and user information, and metadata. This can create issues of privacy and data protection. 

Zavushchak (2025) linked AI, cybersecurity, and data protection, noting that data collection, processing, storage, and data 

protection are crucial for using AI for security. Security can be improved with AI-based monitoring, but it can also compromise 

privacy. So it's important for organizations to consider security vs data protection. This means not collecting excessive data, 

protecting the data, controlling access, anonymizing where possible, and following policies and law. 
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Overreliance on AI 

The second is overreliance. AI can help cybersecurity, but it can't decide, set policy, understand ethics, or strategize. 

According to Taddeo et al. (2019), reliance on AI in cybersecurity is a mixed blessing as AI can boost cybersecurity but also 

introduce new vulnerabilities. Organizations might be tempted to rely solely on AI to address cybersecurity issues, at the expense 

of training, governance, system hardening, and incident management. Cybersecurity is a socio-technical issue. It's about people, 

processes, technologies, policies, and culture. AI is just one element of this system. It needs to be integrated with other 

cybersecurity measures. 

 
VII.ETHICAL AND GOVERNANCE IMPLICATIONS 

Cybersecurity AI has implications for ethics in terms of responsibility, transparency, trust, privacy, fairness, and control. 

Taddeo (2019) discussed ethical issues with the use of AI for cybersecurity, such as the proper use of AI, accountability, and risk 

management. These are particularly relevant when AI is used to make decisions that impact users, employees, customers, or critical 

infrastructure. An ethical concern is accountability. If an AI-powered security system makes the wrong decision, is it the 

developer's, the company's, the cybersecurity analyst's, or the vendor's fault? This is more complex in the case of autonomous AI 

systems. Therefore, the organization needs to have governance arrangements with roles, responsibilities, and escalation to ensure 

the escalation of incorrect decisions. 
Another issue is proportionality. Monitoring should be robust to ensure cybersecurity, but not overly intrusive to the point 

of privacy concerns and "Big Brother" surveillance. AI systems can monitor activities in bulk, which might help to identify threats, 

but could also cause some employees to be concerned. Trust is another important concern. Cybersecurity systems based on AI 

need to be trustworthy for security personnel, managers, and end users. But this does not imply blind trust. Taddeo et al. (2019) 

referred to trust in AI cybersecurity as a double-edged sword, as putting too much trust can be dangerous. Appropriate trust means 

testing, validation, explainability, auditing, and human oversight. 

 

AI's Organisational Cybersecurity Impacts 

AI impacts not just technical cybersecurity but also the entire cybersecurity strategy of an organization. Jada and Mayayise 

(2024) conducted a systematic review of the literature on the impact of AI on organizational cybersecurity and demonstrated that 

AI plays an important role in cybersecurity. AI can increase speed, automate processes, increase detection, and assist in decision-

making. But it also demands new expertise, policies, and risk management. Companies using AI for cybersecurity need to be aware 
of some issues. First, they must have talent with expertise in cybersecurity and AI. Second, they need to ensure that AI solutions 

are integrated with their current security systems. Third, they need to work with data quality and privacy issues. Fourth, they need 

to be savvy about the vendors they choose, and not all AI is created equal. 

Soni (2020) discussed challenges and prospects of AI in cybersecurity, noting that AI needs to overcome implementation 

challenges for success. These challenges are complexity, cost, skills, and data. Likewise, Sontan and Samuel (2024) highlighted 

opportunities and challenges for organizations with AI and cybersecurity. Organisations require a holistic approach to 

cybersecurity that includes AI. This involves using AI-based threat detection combined with firewalls, encryption, access control, 

endpoint security, security awareness training, incident response, vulnerability management and governance. AI should be 

integrated with an existing security infrastructure. 

 

Cybersecurity with AI in Critical Industries 
AI-driven cybersecurity is essential for critical sectors like energy, finance, health care, telecommunications, 

transportation, manufacturing and government. Cybersecurity threats in these industries can lead to financial, operational, safety, 

and national security problems. Basu (2024) penned an article on the use of AI for cybersecurity in the petroleum industry, showing 

that AI can be used in industrial sectors in which cybersecurity issues can affect their operations, technology and critical 

infrastructure. Cybersecurity issues in the industrial sector go beyond data theft. They can also cause damage to processes, 

equipment, or people. AI can help to monitor processes, detect anomalies, and predict failures. However, these systems need to be 

well managed as AI decisions can be critical. Cybersecurity is also a key element in Industry 4.0. De Azambuja et al. (2023) 

showed the importance of AI-based cybersecurity for smart manufacturing, protecting smart devices and systems. As AI is 

increasingly being used, cybersecurity should be a focus in AI governance. 

 

VIII. CONCEPTUAL FRAMEWORK 

In this article, we offer a framework of the impact of AI on cybersecurity. This composition relates to four factors: AI 
capability, cybersecurity application, risk, and governance. 

 

Dimension Explanation Examples 

AI capability The technical functions that AI brings 
into cybersecurity 

Machine learning, deep learning, natural 
language processing, automation, 

predictive analytics 

Cybersecurity application The defensive areas where AI is applied Threat detection, malware analysis, 

phishing detection, vulnerability 
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Dimension Explanation Examples 

management, incident response, threat 

intelligence 

Risk exposure The new or intensified risks created by 
AI adoption and misuse 

Adversarial attacks, AI-enabled 
phishing, model poisoning, false 

positives, privacy risks, and overreliance 

Governance response The controls needed to ensure 

responsible and effective AI use 

Human oversight, explainability, data 

protection, model auditing, 

cybersecurity frameworks, and ethical 

policies 
Figure 1 Conceptual Framework for AI Impact on Cybersecurity 

 

The framework implies that cybersecurity outcomes are not solely dependent on AI capability. Rather, it is determined 

by the use of AI capabilities, the risks introduced by using (and misusing) AI, and the governance of those risks. For instance, 

machine learning can enhance malware detection, but its effectiveness is dependent on data integrity, robustness against 

adversaries, analyst understanding, and organizational responses. Likewise, generative AI may help security analysts by 

summarizing alerts or helping with code reviews, but it may introduce prompt injection, sensitive data leakage, and insecure code 

generation if not properly managed (Autio et al., 2024; OWASP Foundation, 2025). 

The framework thus draws attention to the socio-technical nature of AI cybersecurity. Software performance needs to be 

considered in relation to human skills and training, organizational readiness, compliance and governance, ethical considerations, 

and risk management. This clearly points to the need for AI to be embedded into cybersecurity as part of a managed and multi-

layered approach. 
 

IX.FUTURE DIRECTIONS 

Explainable AI for Cybersecurity 

The key priority for future research is explainable AI. To support cybersecurity analysts, AI tools should not only indicate 

potential threats but also why they are potential threats. Explainability can increase trust, aid in investigation, minimize false 

alarms, and increase accountability. The next generation of AI cybersecurity systems should generate explanations that support a 

user's understanding of the model. 

 

Adversarial AI and Model Security 

Adversarial AI will be a growing area of research. With increasing AI use in cybersecurity, adversaries will likely attack 

the AI models. This will require research into how to defend AI models against poisoning attacks, evasion attacks, data 
manipulation, and model theft. Malatji and Tolah (2025) have called for a better understanding of adversarial and offensive AI, 

which should be a focus for future research. 

 

Human-AI Collaboration 

Human-AI collaboration is likely to be critical to the future of cybersecurity. AI may be able to handle big data, but 

humans have contextual knowledge, ethical decision-making, strategic planning, and innovation. Research should thus focus on 

how AI can aid analysts while leaving key decision-making to humans. 

 

AI Governance and Regulation 

AI governance will be crucial as it is used for security. Governance needs to cover issues such as accountability, 

transparency, privacy, procurement, audit, monitoring, and incident management. Polito and Pupillo (2024) have treated AI and 

cybersecurity from a policy viewpoint, demonstrating that cybersecurity has to be taken into account when dealing with AI. 

 

Data Protection and Privacy-Preserving AI 

Cybersecurity should also concentrate on privacy-preserving AI. AI relies on data, so researchers and practitioners need 

techniques to perform security analyses without compromising privacy. Methods such as anonymization, federated learning, 

differential privacy, and secure processing may be used more frequently. 

 

Cybersecurity Education and Workforce Development 

Cybersecurity is evolving due to AI. The next generation of cybersecurity professionals will need to know about AI, data 

analytics, model biases and attacks, and ethical considerations. Hence, companies and universities should add AI cybersecurity 

topics to their cybersecurity education programs. 

 

X.RECOMMENDATIONS 

The literature review allowed the identification of some recommendations. First, AI should be used as an aid, rather than 

a replacement for human cybersecurity professionals. AI can enhance detection and response, but humans are still required. 

Second, AI-driven cybersecurity should be regularly tested, updated, and audited. The threat landscape is ever-changing, and AI 
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models can degrade over time. Third, companies should use explainable AI. Cybersecurity analysts should know how and why AI 

models determine if an activity is malicious. Fourth, security analysts should be ready for adversarial AI. This involves evaluating 

AI models for evasion, securing data used to train AI models, and monitoring AI model performance. Fifth, security teams should 

include privacy and protection in their AI cybersecurity. Companies should collect only as much data as is necessary and ensure 

that their monitoring activities are legal, ethical, and justified by the benefits. Sixth, policymakers and academics should provide 

more guidance on the governance of AI in cybersecurity. Accountability, transparency, ethical considerations, and risk 

management are key aspects to be addressed. Lastly, cybersecurity training should cover AI topics to help professionals correctly 

use, assess, and manage AI cybersecurity tools. 

 

XI. CONCLUSION 
AI is revolutionizing cybersecurity by opening up new possibilities for threat detection, incident response, malware 

analysis, phishing, vulnerability management, and industrial cybersecurity. AI can assist organizations in analyzing vast amounts 

of security information, discovering subtle trends, and responding rapidly to incidents. Such capabilities are critical in a digital 

world where threats are common, sophisticated, and ever-changing. But AI also presents new challenges. The same capabilities 

that enhance cybersecurity can also be exploited by cyber criminals to automate and enhance social engineering, evade defences, 

and attack AI systems themselves. AI-powered cybersecurity solutions also exhibit issues with false positives, false negatives, data 

quality, explainability, privacy, and overreliance. Governance and ethical issues are therefore crucial for AI in cybersecurity. 

Responsible integration will be key to the future of cybersecurity. Companies should view AI as an enabler but not a 

silver bullet in their cybersecurity strategy, which should also incorporate human, process, technology, governance, and learning. 

Research must look to explainable AI, adversarial AI, privacy-preserving security analytics, AI governance, and human-AI 

collaboration. If well-designed and managed, AI can improve cybersecurity. And if not managed well, it can create new risks and 
exacerbate existing ones. The challenge for the future is to use AI to make digital systems safer rather than to increase the 

capabilities of cyber adversaries. 
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