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I. INTRODUCTION 

  Industrial automation has completely changed the landscape of modern manufacturing and production systems by 

embracing cutting-edge control technologies and smart decision-making systems. At the heart of industrial automation are PLCs, 

known for their reliability, predictable performance, and ability to operate in real-time. Lately, many industries have turned to 

Machine Learning techniques to enhance equipment monitoring, diagnose faults, predict maintenance needs, and optimize 

production processes. Predictive maintenance, in particular, is a smart, data-driven approach that helps foresee machine failures 

before they actually happen. Traditional cloud-based AI systems can present some challenges, but the benefits often outweigh the 

drawbacks. Such as: latency, internet dependency, cyber security risks, and reduced real-time performance. 

  To overcome these limitations, Edge AI has emerged as a great solution where AI models are deployed with industrial 

equipment for local processing and low-latency. 
  Now days, Explainable AI has become essential in industries because operators and engineers require understandable 

reasons for AI predictions. Industrial systems demand transparency, reliability, and safety before adopting automation. 

  This review paper shows the integration of PLC systems, Edge AI, and Explainable AI for predictive maintenance to predict 

the problems and failures in maintenance department. 

 

II.RELATED WORK 

  Predictive Maintenance (PdM) has become an important research area in Industry 4.0 because it reduces downtime, 

improves machine reliability, and optimizes industrial maintenance scheduling. Recent developments in Artificial Intelligence (AI), 

Internet of Things (IoT), and Edge Computing have significantly improved industrial fault diagnosis systems. 

Carvalho et al. (2020) analyzed machine learning techniques used in Industry 4.0 predictive maintenance systems. Their study 

highlighted that algorithms such as Random Forest, Support Vector Machine (SVM), and Deep Learning models can effectively 
detect equipment failures using industrial sensor data. However, the authors also identified challenges related to real-time 

implementation and model interpretability [4]. 

  Moosavi et al. (2024) presented a detailed survey on Explainable Artificial Intelligence (XAI) for industrial cyber-physical 

systems. Their work emphasized that industrial operators require transparent AI systems to understand prediction reasoning before 

applying maintenance decisions. The study identified SHAP and LIME as widely adopted XAI techniques for industrial fault 

interpretation [2]. 

  Sharma et al. (2024) reviewed explainable predictive maintenance approaches and discussed the integration of XAI with 

machine learning-based fault diagnosis systems. The authors concluded that explainability increases operator trust and improves 

adoption of AI-based maintenance systems in industrial environments [3]. 

  Lefrouni and Taibi (2025) conducted a systematic review on AI techniques for predictive maintenance and found that 

ensemble l e a r n i n g   algorithms  such  as  XGBoost  and Random Forest provide higher fault prediction accuracy compared 

Abstract: The shift from Industry 4.0 to Industry 5.0 has really ramped up the need for smart, dependable, and self-sufficient industrial 
systems. Programmable Logic Controllers (PLCs), which have long been the backbone of industrial control, are now being enhanced with 

Machine Learning (ML), Edge Artificial Intelligence (Edge AI), and Explainable Artificial Intelligence (XAI) technologies to boost predictive 
maintenance and operational efficiency. Predictive maintenance allows industries to spot potential machine failures before they happen, cutting 
down on downtime and maintenance expenses. Yet, traditional AI models often function like black boxes, which can undermine trust and clarity 
in industrial settings. Explainable AI steps in to tackle this issue by offering clear reasoning behind its predictions. This review paper dives into 
the latest developments in PLC-integrated predictive maintenance systems that utilize Edge AI and XAI techniques. It covers industrial 
communication methods, ML algorithms, Edge AI deployment, real-world applications, current hurdles, and future research paths for 
intelligent manufacturing systems in Industry 5.0. 
 

Keywords: Predictive Maintenance, PLC, Edge AI, Explainable AI, Machine Learning, Industry 5.0, OPC UA, Industrial Automation 
 

 

 

 
 

 
 

 
 

 
 
 
 
 
 
 

 

 
 
 
 
 

 

 
 
 

 
 

 
 
 

 
 

 

 

 
 

 

 

http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.indjcst.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.59256/indjcst.20260502063&domain=pdf


Explainable Predictive Maintenance System Using PLC and Edge AI: A Review and Proposed Framework 

Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           562 | P a g e  
 

 

to traditional statistical approaches. Their research also highlighted the growing importance of edge-based industrial intelligence 

[1]. 

  Nguyen et al. (2024) proposed the XEdgeAI framework for industrial inspection systems using explainable edge AI. The 

framework demonstrated that edge devices can execute AI inference locally while generating interpretable outputs for industrial 
engineers. The study confirmed that edge AI significantly reduces latency and bandwidth dependency in industrial applications [5]. 

  Nor et al. (2021) focused on Explainable AI for Prognostics and Health Management (PHM) systems. Their study 

emphasized that most industrial AI models still operate as black-box systems and require transparent mechanisms for industrial 

deployment in safety-critical environments [6]. 

  Vásquez et al. (2026) explored the integration of IoT platforms and AI algorithms for industrial anomaly prediction. The 

authors found that combining industrial sensors with edge intelligence improves predictive maintenance efficiency and enables 

continuous machine health monitoring [7]. 

  Hamilton and Ali (2026) reviewed neuron-symbolic AI methods for predictive maintenance and suggested that combining 

symbolic reasoning with machine learning can improve explain ability and industrial reliability in future maintenance systems [9]. 

  Morgan et al. (2025) investigated predictive maintenance and cyber security co-design for robotic assembly lines. Their 

study highlighted the importance of secure industrial communication and intelligent maintenance architectures in smart 

manufacturing environments [8]. 
  Industrial practitioners and PLC engineers have also discussed practical limitations of AI-based maintenance systems, 

including false alarms, insufficient industrial datasets, and lack of trust in black-box AI systems. These discussions support the 

growing need for explainable and edge-based industrial maintenance frameworks [10]. 

  Based on the reviewed literature, it is observed that most existing predictive maintenance systems mainly focus on 

prediction accuracy, while limited research has addressed explain ability, real-time edge processing, and direct PLC integration 

simultaneously. Therefore, this research proposes an Explainable Predictive Maintenance System using PLC and Edge AI to 

address these research gaps. 

 

Although predictive maintenance systems have improved significantly, several limitations still exist: 

1. Most existing systems use black-box AI models. 

2. Limited integration exists between PLC systems and explainable AI. 

3. Many frameworks depend heavily on cloud infrastructure. 

4. Real-time edge-based explain ability remains insufficiently explored. 

5. Industrial operators require interpretable maintenance decisions for trust and adoption. 

This research aims to address these gaps using a PLC-integrated Edge AI framework with XAI-based interpretation. 

 

III.PROPOSED METHODOLOGY 

The proposed work objective is to create a low-cost, explainable predictive maintenance system using PLC and Edge AI. 

Proposed System features: 

 Real-time PLC sensor monitoring. 

 Local edge AI processing 

 Remove cloud dependency 

 Explainable ML predictions 

 Human-readable maintenance recommendations 

 Low-latency industrial faults prediction 

 

System Architecture: 

The proposed system consists of four major layers: 

I) Data Acquisition Layer 

a) PLC collects industrial data using sensors. 

b) Sensors used: 

i) Temperature sensors 

ii) Vibration sensors 

iii) Motor current sensors 

iv) Pressure sensors 

 

II) Edge Processing Layer 

Edge device (Raspberry Pi/Industrial PC) accuires PLC data. 

Data preprocessing: 

Noise filtering 

i) Feature extraction 

ii) Normalization 

 

III) AI Prediction Layer 

a) Machine learning algorithms: 
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i) Random Forest 

ii) XGBoost 

iii) LSTM 

b) Check and predict machine health and failure probability. 

 

IV) Explain ability Layer 

a) SHAP and LIME generate human-understandable explanations. 

b) Operators can find information about various parameters : 
i) Which sensor predics 

ii) Fault severity 

iii) Confidence score 

 

 
 

  The proposed Explainable Predictive Maintenance framework is compared with traditional and existing AI-based predictive 

maintenance systems to evaluate its effectiveness, transparency, and suitability for Industry 4.0 environments.  The 

comparisonfo c u s e s  on  p r o c e s s i n g  architecture, explain ability, PLC integration, response time, and deployment feasibility 

using a virtual simulator on a laptop. 

 

IV.EXPERIMENTAL SYSTEM SETUP 
The proposed Explainable Predictive Maintenance framework is implemented using a virtual industrial environment on a 

laptop. Instead of using physical industrial hardware, PLC operations, sensors, and machine behavior are simulated using software 

tools. The system performs real-time data acquisition, edge processing, AI-based fault prediction, and explainable maintenance 

analysis. 
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i) Experimental System Architecture 

Virtual Sensors → PLC Simulator → Edge Processing → AI Prediction Model → XAI Layer → Dashboard Alert 

 

ii) Hardware 
 

Hardware Specification Purpose 

Laptop / PC Intel i5/i7, 8GB 

RAM 

Main processing 

system 

Internet 

Connection 

Optional Package 

installation 

Storage 20GB+ Dataset and 

software 

 

iii) Software and Tools 
 

Tool / Software Purpose How It Works 

OpenPLC Simulator Virtual PLC simulation Simulates industrial PLC operations and 
generates sensor values 

Python Programming 

environment 

Executes AI models and preprocessing 

PyModbus PLC 

communication 

Transfers PLC sensor data using Modbus 

TCP/IP 

Scikit-learn Machine learning Implements Random Forest model 

XGBoost Fault prediction Performs advanced predictive analysis 

TensorFlow / Keras Deep learning Executes LSTM time-series model 

SHAP Explainable AI Identifies important features affecting prediction 

LIME Local explanation Explains individual prediction decisions 

Streamlit Dashboard interface Displays real-time alerts and monitoring 

Pandas & Data Data cleaning and 

 NumPy preprocessing feature extraction 

Matplotlib Visualization Generates graphs and 
analysis plots 

 
iv) Working of Experimental System 
The proposed system operates in five major stages: Step 1: Virtual Sensor Data Generation Industrial parameters such as: 

 Temperature 

 Vibration 

 Pressure 

 Motor current 

 

These parameters are generated using virtual sensors inside the PLC simulator. 

 OpenPLC simulates industrial machine conditions. 

 Sensor values continuously change based on machine state. 

 Data is transmitted using Modbus TCP/IP protocol. 

Step 2: PLC Communication and Data Acquisition 

The generated sensor data is transferred from the PLC simulator to Python using PyModbus. 

 Python acts as an edge device. 

 PyModbus reads sensor registers from OpenPLC. 

 Real-time data is collected continuously. 
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Step 3: Edge Processing Layer 

The received data is pre-processed locally on the laptop for 

 Noise filtering 

 Missing value handling 

 Feature extraction 

 Data normalization 

The preprocessing layer prepares clean and structured data for AI prediction models. 

 

Step 4: AI Prediction Layer 

Machine learning models analyze machine conditions and predict faults. 

 

 Models Used: 
 

Model Function 

Random Forest Fault classification 

XGBoost Predictive maintenance 

LSTM Time-series fault analysis 

 Models learn machine behavior patterns. 

 Detect abnormal conditions. 

 Predict machine health status and failure probability. 

 

Step 5: Explainability Layer (XAI) 

Explainable AI methods interpret prediction results using 

 

 SHAP (SHapley Additive exPlanations)- SHAP is an Explainable AI (XAI) technique and calculates: 
ii) Feature (temperture,pressurs,vibration) contribution on the final prediction. 

iii) Positive or negative impact of every parameter. 

 

 LIME (Local Interpretable Model-agnostic Explanations)- LIME explains individual predictions made by any machine learning 

model. 

This improves transparency and operator trust. 

 

Step 6: Dashboard and Maintenance Alert System A Streamlit-based dashboard displays: 

 Real-time sensor values 

 Machine health condition 

 Fault alerts 

 Prediction graphs 

 Maintenance recommendations 

The dashboard updates continuously and provides intelligent maintenance support to operators. 

 

V.WORK FLOW OF PROPOSED SYSTEM 

Virtual Sensors 

↓ 

OpenPLC Simulator 

↓ 

PyModbus Communication 

↓ 
Python Edge Processing 

↓ 

Machine Learning Models 

↓ 

SHAP & LIME Explanation 

↓ 

Streamlit Dashboard 

↓ 

Maintenance Alert 

 

VI.EXPECTED SYSTEM OUTPUT 

The proposed system is expected to provide: 

 Real-time machine monitoring 
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 Intelligent fault prediction 

 Human-readable AI explanations 

 Smart maintenance recommendations 

 Reduced downtime 

 Improved industrial reliability 

 

VII. COMPARATIVE ANALYSIS 

Comparison of Existing and Proposed Systems 
  The comparative analysis shows that traditional maintenance systems mainly depend on manual inspection and scheduled 

servicing, which increases downtime and maintenance cost. Existing AI-based predictive maintenance systems improve fault 

prediction accuracy; however, most of them rely heavily on cloud infrastructure and operate as black-box models. 

 

The proposed system overcomes these limitations by integrating: 

 PLC-based real-time sensor monitoring 

 Edge computing using a laptop simulator 

 Machine learning models for fault prediction 

 Explainable AI techniques such as SHAP and LIME 

  

  Unlike conventional AI systems, the proposed framework provides transparent prediction reasoning, enabling industrial 

operators to understand the cause of machine faults. 

   The proposed Explainable Predictive Maintenance framework provides a more transparent, reliable, and scalable solution 

compared to existing predictive maintenance approaches. By combining Edge AI, PLC communication, and Explainable AI 

techniques, the system improves industrial trust, reduces latency, and supports efficient Industry 4.0 implementation. 
 

Parameter Traditional 

Maintenance System 

Existing 

AI-Based System 

Proposed Edge AI + XAI 

System 

Maintenance 

Type 

Reactive / 

Preventive 

Predictive Predictive 

Processing Location Manual / Local Cloud-based Edge-based 

(Laptop Simulator) 

Response 

Time 

High latency Medium 

latency 

Low latency 

Internet 

Dependency 

Low High Minimal 

PLC 

Integration 

Limited Partial Full Modbus TCP/IP 

Integration 

AI 
Transparency 

Not available Black-box Explainable AI (SHAP & LIME) 

Fault Explanation No explanation Limited Human-readable explanations 

Real-Time 

Monitoring 

Limited Available Continuous real-time monitoring 

Maintenance 

Alerts 

Manual Automated Smart AI-based 

alerts 

Decision Support Basic Moderate Intelligent recommendations 

Security Moderate Cloud 

security risk 

Improved edge security 

Deployment 

Cost 

Low High Moderate and 

cost-effective 

Scalability Limited Moderate High 

Operator 
Trust 

Low Medium High 

Industry 4.0 

Suitability 

Limited Moderate Highly suitable 
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VIII.CONCLUSION 

  Predictive maintenance is an emerging technology in Industry 4.0 for improving industrial reliability and reduc 

maintenance costs. Existing AI-based predictive systems provide high prediction accuracy but often suffer from low transparency 
and operators trust. This paper review recent research in predictive maintenance, edge AI, and explainable artificial intelligence. 

A PLC-integrated Edge AI framework was proposed that integrates machine learning prediction and explainability techniques 

such as SHAP and LIME. The proposed system offers real-time fault prediction, lower latency, better transparency, and improved 

industrial trust compared to traditional methods. This framework can work as a foundation for future explainable industrial 

automation systems. 

 

IX.FUTURE SCOP 

Future research can improve the proposed system using: 

 Digital Twin integration 

 Neuro-symbolic AI 

 Federated learning 

 Self-learning industrial AI systems 

 Advanced industrial cybersecurity 

 Multi-machine collaborative fault prediction 

  Recent studies suggest that neuro-symbolic AI and digital twins may further improve explainability and predictive accuracy 

in industrial maintenance systems. 
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