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Abstract: A distributed Decoherence Free Space (DFS) state structure based semi-quantum secure direct communication
protocol is proposed here. Immunity of DFS states to collective dephasing as well as collective rotation is used to secure the quantum
channel. We have used joint bell state measurement of DFS state to detect Eve. The six-qubit DFS state, composed of three singlet
states, is used to encode three bits of information in communication. Distributed structure and bell state measurement along with
logical invariance of DFS states is explored here for security against various attacks including Trojan Horse attack, Intercept and resend
attack, Non unitary attacks Collective attack and establishes no information leakage even in the semi quantum settings.
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I. INTRODUCTION

Quantum cryptography has developed significantly from quantum key distribution protocols [1, 2, 3, 4] to quantum
secure direct communications protocols (QSDC)[5, 6, 7, 8] and various other branches, including quantum secret sharing
protocols, device-independent protocols, and measurement-device-independent protocols. In 2007, Boyer et al. developed
the first semi-quantum protocol for key distribution to address the issue of quantum resource scarcity [9] with the
introduction of Classical Bob. Classical Bob have a limited quantum capacity that is restricted to z-basis measurement and
generation of z-basis qubits. In 2014, Zou et al. [10] presented the first semi-quantum secure direct communication protocol
(SQSDC), hased on entangled states. Several SQSDC protocols have been proposed based on the various qubit resources[11,
12, 13, 14]. These SQSDC protocols are proposed to reduce the demand for quantum technology at the receiver, making
them more practical than QSDC protocols. The security of these protocols is based on an Eve-detection method using
induced errors and correlation disturbance. We have done comparative analysis of these protocols with the proposed scheme
indicating its superior robustness to attacks and noises.

Quantum secure direct communication faces two key challenges. First, it must remain secure against a powerful
quantum-capable eavesdropper, often referred to as Eve. Second, the message must be encoded directly on qubits and decoded
at the receiver’s end without losing integrity [5]. Security against Eve is also two-fold, first we want to secure the quantum
channel to ensure that there is no information leakage to Eve. Second if Eve attacks the quantum channel in attempt to gain
information, it should be detected. Another critical aspect is the ability to encode the message directly into the quantum state
is a key feature of a QSDC protocol. It is necessary to ensure the integrity of the information transmitted through a quantum
channel. In this study, we propose a scheme that uses the distributed six-qubit DFS state structure. Three qubits, one from
each singlet state, are in the quantum channel, making them prone to Eve’s attack. Due to partial access to the DFS state,
Eve obtains the maximal mixed state, which leaks no information. We propose a scheme that maintains secrecy due to the
logical invariance of the DFS state. This protocols security is information-theoretic based along with the test qubits to secure
against coherent attacks, collective attack, non unitary attacks as well as side channel attacks of Eve. We are not using any
key for encryption of the message before encoding it to the quantum state, making it a secure direct communication protocol.

In the next section, we will describe the DFS state. In the third section, we have given the detailed steps of the
proposed protocol. The encoding and decoding rules are described with the distributed DFS state. The operations of the
limited capacity sender, Bob, are restricted to reflect without disturbance and measure and prepare the state in the Z basis
only. In the third section, a security analysis of the proposed protocol is presented. Here we have analyzed the security
against the non-unitary and controlled rotation attack of Eve, and also see the security against other side channel attacks. In
the fourth section, we discuss the proposed protocol by comparing it to the existing SQSDC protocols. In the final section,
we conclude the contribution of this scheme with potential future work. Section text. See Subsection 3.1.
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6-Qubit DFS State Probability Distribution (All 64 States)
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Figure 1: Quantum Circuit and State-Vector representation for Six qubit DF State.

11.DFS
The interaction of the qubit with its environment causes a loss of coherence, known as decoherence, leading to the
loss of information. Decoherence has been of interest to researchers, and much research has been conducted that shows
resistance of DFS to decoherence using symmetry of DFS Hilbert space [15, 16, 17, 18]. The invariance of

DFS is shown as pn = (U())®N pn UT(1) N where U (t) N is the collective noise Unitary operator on N
qubits. Schemes for DFS generation along with the invariance of logical coding has been analyzed in detail in [19,
20]. The proposed protocol uses the logical invariance of the DFS state to avoid information leakage to Eve.

111.SQSDC PROTOCOL BASED ON SIX-QUBIT DFS STATE
In this SQSDC protocol, Alice is quantum-capable, and Bob is classical-capable. Bob can either reflect the
received qubit without disturbing it, known as the CTRL operation, or measure (in the Z-basis) and send the same
qubit prepared in the Z-basis, known as the SIFT operation. In this paper, we refer to Bob’s action of measuring and
sending the opposite qubit in the Z-basis as SHIFT-flipped, which is hereafter denoted as SIFT-f.

3.1 DFS State preparation
Alice prepares the N = (4n + 9) six-qubit DFS state represented by the tensor product of three singlet states as follows:

|UpFs) =% g1 @9 93 ® Y™ 45

Where

_ 1
|'¢' )ij - E(m), |1)_-; - |l},; |ﬂ)j)
On expanding the tensor product terms, we get

1

ﬁ( |010101) — [010110) — |011001) + [011010)

[Pprs) =

— [100101) + |100110) + [101001) — [101010))o12345

Alice divides each DFS into two sequences consisting of qubits (0, 2, 4) as Sa and qubits (1, 3,5) as Sp. She
keeps sequence S, to herself and sends sequence Sy to Bob, the Classical user, over a quantum channel.

3.2 State transmission and Bob’s Action

Alice transmits qubits of the S, one-by-one DFS state; that is, she sends the qubits of the next DFS only after
receiving the qubits of the previous DFS from Bob. On receiving the DFS qubits, Bob randomly selects them as either
the coding sequence or the checking sequence. For each qubit of state chosen in the checking sequence, Bob randomly
performs either the CTRL operation or the SIFT operation. He keeps a record of position and Figure 2: Schematic
Diagram for the proposed SQSDC protocol. Alice, qguantum party generates DFS states and sends 1,2,3 qubits to Bob
keeping 0,2,4 qubits to herself. Bob randomly selects as check or code state. He performs the SHIFT or CTRL operation
on checking sequence at random, and encode message as per encoding rules on coding sequence except of those selected as
test states. Alice checks channel security using check sequence position, operation and measurement result along with the test
states. On passing these checks alice readsout the message as per decoding rules.

Measurement results, which he uses with Alice to determine the channel security. He randomly selects the qubits in
the coding sequence as the test qubits on which CTRL operation or SIFT operation is performed randomly to check the
integrity of the message.
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3.3 Encoding of information

For each received DFS state qubit selected as a checking sequence, Bob randomly performs the CTRL or SIFT
operation. Similarly, on the qubits of DFS selected as the coding sequence, he encodes the message using the CTRL
operation or the SIFT-f operation as per the message bit value, except for the randomly selected test states, where the
CTRL operation or the SIFT operation is performed to check the integrity of the message. The encoding of the message is
as per the following rules:

i. To encode message bit 000, Bob reflects all the qubits of a DFS state.
ii. Toencode the message bits 001, 010 and 100, Bob performs the SIFT-f operation on the 1, 3 and 5 qubits,
respectively, reflecting the remaining qubits of the DFS state.
iii. Toencode 011, 101 and 110, Bob performs the CTRL operation on the 1, 3 and 5 qubits respectively, and SIFT- f
on the remaining qubits of the DFS state.
iv. To encode 111, Bob performs the SIFT-f operation on all qubits of the DFS state.

3.4 Eve’s detection and channel security

The security of the channel is assessed using the checking sequence. In this sequence for the CTRL position, Alice
performs the Joint DFS measurement, along with the X and Y parity checks for each singlet in DFS state. If there is
no disparity and no error in the Joint DFS measurement, Alice and Bob use the SIFT operation results to check the
correlation as in Table-1, which provides a safeguard against denial-of-service attacks. Only after confirming the security of
the channel and the absence of eavesdropping, Alice and Bob use the test qubit position, operation performed, and
measurement results to establish the integrity of the message in the coding sequence. The remaining qubits are used to encode
the message. Eve’s attempt to access any information will lead to a disturbance in the entanglement of Alice and Bob’s
qubits. If there are no errors, Alice decodes the message from the coding sequence of qubits after verifying the integrity of
the information.

3.5 Decoding of information

After the channel security confirmation from the checking sequence and test states, Alice measures the remaining
qubits, corresponding to the DFS state, with Bob’s qubit using the BSM for the qubits 01,23,45 and stores the result along
with the position. After Alice announces receiving all the qubits, Bob announces the position of

Qubits of 5, of DF5 COubits of 5 of DF5

| D00 a2 |[111}13s
[001 baza | 110} 1as
[010}azy | 101 }1a3s
[011 }aza | 10D} 138
[100}024 |011}4as
| 101 haza |10} as
[110%a022 |D01}13s
[111 }aza |000}) 135

Table 1: Corelation of Sa and Sy of the DFS state
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his test qubits, the operation performed, and the measurement result. Alice checks the test qubits for message integrity. If
no discrepancies are found, Alice decodes the message from the result of BSM on the DFS qubits as -
(i) Message bit value is 000 if BMS on 01,23,45, results in 11,11,11
(ii) Message bit value is 001, 010 and 100 if BMS on 01,23,45, results in (|¢*),11,11), (11, |¢*),11) and (11,
11, |4*)) respectively
(iii) Message bit value is 011, 101 and 110 if BMS on 01,23,45, results in (11, |¢*) , |¢%) ),(|4%) , 11, |¢*) ) and (|¢*) ,
|[¢*) , 11) respectively
(iv) Message bit value is 111, if the BMS on 01,23,45, results in |¢*) , |4%) , |4*%)

IV.SECURITY ANALYSIS

The security of the proposed protocol is realized owing to the invariance of the logical qubit DFS state against both
types of collective attacks, and randomly selected test states are used as a measure for any coherent attacks. In this scheme,
we use a six-qubit DFS state that consists of three singlets, each of which is invariant under collective rotation (SU(2)
singlet subspace), making the total state an 8-dimensional logical subspace within the 64 dimensional Hilbert space. We
show that the DFS state provides an information-theoretic bound on Eve. We also analyzed the detection probability when
Eve attempted to measure the traveling qubits to gain information. In the next step, we analyzed the detection probability
of Eve when she performs a collective rotation attack on traveling qubits. Finally, we discuss security measures against
common attacks.

4.1 Logical Invariance and Zero Information Leakage

Theorem 1 establishes an information-theoretic message secrecy that is independent of the eavesdropping detection. This
guarantees that no measurement, including optimal collective or coherent measurements, can provide Eve with any
information regarding the transmitted message. This security assurance is independent of fidelity thresholds, error-rate
limits, or disturbance identification. Instead, it emerges from the logical invariance protected by symmetry within the six-
qubit decoherence-free subspace. Consequently, any attack that enables Eve to gain nonzero information necessarily
breaks the DFS symmetry and induces a detectable leakage outside the protected subspace. This takes the security analysis
from numerical detection probabilities to a strong information-theoretic proof and sets the suggested protocol apart from
other SQSDC methods whose security is essentially disturbance-based.

Theorem 1. Let a classical message M € {0, 1} be encoded by Alice into logical states {| 0, | 1)} spanning a six-
qubit decoherence-free subspace (DFS) Hprs. The logical states satisfy the following condition:

Salm) = Aajm), VYm €{0,1}, Ya, (2)

where S, are collective system operators and the eigenvalues /A, are independent of m.
Alice retains three qubits and transmits the remaining three qubits to a classical (semi-quantum) Bob. Suppose an
eavesdropper Eve performs an arbitrary collective attack on the traveling qubits, modeled by a joint unitary

Usp = (:xp(—iz .q((_‘T) [s=¢] Ea) » (3)

o

where S( collectively acts on the traveling subsystem.

Then Eve’s reduced density matrix is independent of the encoded message, and the Holevo information between
Eve and Alice’s message satisfies

x(M : E)=0. (4)
Consequently, Eve obtains zero information about the message even if she remains undetected. Proof. The six-qubit
DFS is constructed such that the collective operators decompose as

S, = s R 1B + (A R S(B), (5)

where (A) denotes Alice’s retained qubits and (B) denotes the three traveling qubits sent to Bob.
By the DFS condition,

(S + 5O)) ) = Aom), (6)
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which implies

SPm) = (Ao —S) pm). ©
Eve interacts only with subsystem (B); therefore, the joint evolution of the system and Eve’s ancilla |Eo) is

Usg (|m) ® |Eo)) = exp (—?:Z sP & Eu) |m) ® | Eo).- (®)

L&Y

Substituting the DFS relation yields

Usg = Iprs ® exp (—i Z/\QEQ) = Ipps @ Ug. 9)

x

Therefore,
Usg (Im) ® |Eg)) = |m) ® |E'), (10)

where E' = Ug Eo is independent of m.
Tracing out the system degrees of freedom yields Eve’s reduced state.

P = |E'Y(E'| Vm, (11)

As Eve’s reduced state is independent of the encoded message bit, she does not gain any information. This result
proves the Logical Invariance Theorem.

4.2 Security against Eves Non unitary attacks-
We analyze the detection rate for eavesdropping in the case of a Non-unitary Measurement attack model using the Kraus

operator [21], where Eve’s interaction with the traveling qubit introduces the disturbance that causes the detection of Eve’s
presence. The quantum channel with the Kraus operator measuring the qubit in the Z-basis with probability p is

&p) = > KK}, {Ki} = {VT - pL v [0)0l, vp 1)1} (12)
k

Operating Ep to the second qubit of a singlet density matrix p- = |y~-)(w~| we get

P =10&)(p) =1 p)p~ + 5 (l01X01] +[10X10]), (13)

(14)

Fidelity for one singlet state after the Kraus operation is

Fangio(p) = (7| [67) =t =) (vl w7y +5 > (v Pp)’ (15)
be{01,10}
(1.1 P L LY,
=(1-p) 1+2(2+2)—1 5 (16)

Taking into account all three independent singlets of DFS, fidelity becomes

Py @) — (1 — 2)°, (17)

probability of detection of Eve is

nonunitar p 3
Pl (p) =1 (1-2) (18)

For the CTRL operation, Bob reflects all the qubits of the DFS state in the checking sequence. Eve does not
know about the position of CTRL or SHIFT operation, to obtain maximum information she applies the attack equally
on all the qubits. Therefor all three qubit in the CRTL operation of a DFS state undergoes the same attack, that is, p
is one in non unitary attack. The detection probability is then
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nonunitar 1y3
Pl (=1 =1 (1-3)

nonunilar 143
Phas Vp)=1- (5) (19)

We obtained 87.5 per cent of detection from CTRL position when Eve attacks all traveling qubits, as shown in figure
3.

DFS CRTL Detection vs. Non-Unitary (Measurement) Attack Strength

—— MNon-unitary Z-measurement on {1,3,5) with prob. p

0.8 1

o
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Figure 3: Detection probability vs. non-unitary Z-measurement probability p on traveling qubits.

4.3 Security against Collective Rotation on all traveling qubits

We have observed that any non-unitary attack will be detected owing to the disturbance of the coherence of the DFS
state when Eve tries to obtain the information. Now, we will see when Eve applies a coherent rotation Ry(d) on each
traveling qubit (independently) while having no access to Alice’s qubit. The quantum circuit for this is shown in, and
the state vector shows that the information is not lost, but redistributed. Here, Eve does not attempt to obtain any information
but wants to alter the qubits. In this case, the error in the CTRL qubits and the SIFT qubit correlation detects Eve’s
presence during checking sequence analysis. For smaller angles, this error is low as shown in Figure 5.The redistribution
or loss of fidelity is also low there, but at higher angles, when the state fidelity is disturbed, it is detectable.

We have a singlet and rotation as follows
lv™) =

511 3 Ccos b

1 cos? —sin?
5 (l01) = 110)). Ry(e)z( ; az).

let ¢ = cosg and s = sin g. Then

Ry(0)[0) =c|0) + s|1),  Ry(0)|1) = —s|0) + c|1).

Frobabity Dindsibeation sfer W10 0= 71 on Bab's gubis (113

Eva: singhe-qubit rotalion on Bok

. 1 -“""'-"-'“"LJ “|'J“||“||“L-"-'""“'-'L

a3

I

"

s

diE

{a) Quantum circuit with Eve’'s Rotation Attack {b) Depiction of the basis vector when Eve attacks the rotation
on travel quhits. angle is 8 =w/3
Figure 4

on applying | ® Ry(6) to |y)
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(re )W) = 5 [(Te Ry)lon) — (@ Ry)Jho)]
= 5 [19© (=510) +cl1) = 1) © (clo) + 5I1)
- %:—3|00)+c|01) ~ c[10) - s11)] (20)
the overlap with (™| Since (| = J5((01] - (10]),

(@I © Ry = 5 ((01] — (10])( — 5100) + €[01) — €]10) — s]11))
- %[0+{:+n—0 — (0+0- (:—0)]

1 7}
= 5(:’ +¢)=c=cos 5 (21)

The survival fidelity of the singlet under the attack is

—\|2 6
's'\m.g!ei | |(I ® R»y{:ﬂjjlw )| = (3(]8251

So the single-pair detection probability is the complement:

6
Paet (9) =1- Elriugfe!,(‘gJ =1- ((]‘125

Hence, for three independent singlets,

0 unitar 6
Elllilﬂr}"{g) = |(@DFS|‘D0>|2 = (:03651 p({]ul. ' y)(e) 1- (OH 5 (22}

4.4 Trojan Horse Attack-

In THA, light pulses are used to get information about the quantum state by analyzing reflected light [4, 22].
Photons are injected into the optical modules of a quantum channel in an attempt to read information directly from the
encoding devices by determining about the quantum state. The DFS state does not provide safe-guards against such attacks. To
stop Trojan photons, the use of passive optical components like photon number splitters and wavelength filters has been

suggested [22].

4.5 Intercept and Resend Attack

Detection probability vs. 8 (Ry on Bob's qubits 1,3,5)

1.0 4 —— MNumerical (from circuit) ———
Analytic 1 — cos® (8/2) }

0.8

o
o
.

Detection probability
o
Y
1

0.‘0 0.‘5 l.IO l.l5 2 .IO 2 :5 3.‘0
o
Figure 5: Detection probability vs. unitary rotation angle 6 on traveling qubits.
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In this case, Eve intercepts the traveling qubit and sends another qubit with or without measuring the intercepted qubit [23].
In the case of measuring it, Eve has 1/4 chance to guess the messaging state qubit, and then with 50 percent probability she
can measure it with the right basis, which leads to chances of her knowing the physical qubit is 1/8, that is 7/8 of not knowing.
To gain valuable information, she must know all three qubits of the messaging state, which further reduces the chances of
knowing the message without being detected. Let usconsider when she does not measure to avoid detection. In this case,
she intercepts the qubits and reflects them to Alice, and sends her qubits to Bob. Although Eve has not measured, Alice will
not be able to detect Eve using the CTRL qubits of the checking sequence, the SHIFT qubit correlation check detects the
presence of Eve. The test qubits are checked only after these security checks, and the detection of Eve in these steps will
lead to the abandonment of the process and start again.

V.DISCUSSION

The researchers have given several SQSDC protocols [10, 11, 12, 13, 14]. The security and integrity of these
protocols rely on Eve’s detection and correlation disturbance, providing only a statistical measure, whereas in the proposed
scheme, DFS states establish no information leakage along with the detection measure. A comparative analysis of these
schemes with the proposed protocol is presented in Table 2. Zou et al [10] used single photons as message carriers.
Information is encoded in single-photon degrees of freedom, which requires minimal physical resources. Security measures
do not cover collective and coherent attacks. The GHZ states are used in [11] as a qubit resource where correlation
disturbance provides for the detection of Eve and has shown robustness against only general attacks. A multiparty SQSDC
protocol was proposed by Xu et al. [12]. In this study, cluster state was used to encode the message. This protocol has
higher efficiency, but the security was checked only for common individual attacks. Rong et al. [13] came up with a scheme
based on Bell states with the structure of a third party as mediator in the SQSDC framework. This has reduced quantum
resources by maintaing a quantum mediator with two classical parties, but the efficiency of this protocol is very low. This
study also demonstrated robustness against general attacks. Ye et al., in an attempt to address efficiency, proposed a protocol
based on single-photon with polarization and spatial mode of degrees of freedom(DOF) [14]. Hyperentanglement of photons
in two DOF provides the advantage of higher information capacity per photon, but does not protect against collective and
coherent attacks. These protocols use a one-way hash function or XOR for the OTP encryption of messages before being
encoded into the quantum state to protect the information against leakage. This study proposes a novel protocol for semi-
quantum secure direct communication using a distributed DFS state. We use logical qubits for encoding and decoding the
message, and only partial qubits of the DFS states are available in the channel. Eve fails to obtain any information, even if
she attacks all the traveling qubits, causing only a higher detection rate. The proposed protocol is demonstrated to be robust
against collective attacks, as well as provides security against Eve’s attack by detecting it with up to 87.5 per cent probability
in anon-unitary attack. Furthermore, it was shown that the rate of detection increases with an increasing angle in a collective
attack. The message encoding and decoding are on the logical qubit of the DFS state; thus, logical invariance provides
information-theoretic bounds on information leakage. Random selection of checking and message states and the quantum
principle of the no-cloning theorem force Eve to be detected in any attempt to learn information. Furthermore, Eve can
access three traveling qubits of the DFS state during the operation, making the message encoded in the logical qubit of the
DFS state inaccessible.

Qubit / State Type Security analyses Efficiency

Single-photon [10] robust against THA, Intcrcept and Resend 18.18
attacks, uses OTP encryption and onc-way
hash funection

GHZ state[11] robust against General attacks, XOR for OTP  16.66
like eneryption

Cluster state[12] sccure against common individual attacks, one-  33.33
way hash function

Bell state[13] robust against general attacks, XOR for OTP  2.04
like encryption

Single photon with robust against general attacks, OTP like en- 9.52
polarization and spa- cryption and a one-way hash function
tial mode degree of

freedom|[14]

Distributed DFS state DFS-based information theoretic seerecy, Ro- 125

proposed here bustness against collective attacks, Non-
unitary attacks, THA, Intercept and Resend
attacks

Table 2: Comparison of the SQSDC protocol
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VI.CONCLUSION

The proposed SQSDC protocol utilizes a distributed six-qubit decoherence-free state (DFS) as a qubit resource,
ensuring no information leakage owing to the logical invariance of the DFS state. It is the first protocol to employ a
distributed DFS state structure in a semi-quantum setup. This protocol scheme provides an advantage over the existing SQSDC
protocols by being robust to collective attacks, non-unitary attacks, and side channel attacks. We have proposed a
distinct logical encoding and decoding scheme with a distributed subspace of the DFS state in this protocol. The
efficiency # = 2n/(6 4n) in this scheme is moderate 12.5 as to encode three bits of message information, we have to use
four six-qubit DFS states, but this provides for the robustness against collective attack and non-unitary attack.

In this scheme, we have used only collective noise immunity of DFS state, but this work can be extended to other
noisy environments by using the inherent quantum Error correction nature of DFS state. The fault tolerance is a dimension
to approach the implementable protocols, and logical qubits are a way to create resistance against the environmental noise-
induced errors. The overhead cost of using logical qubits is a bottleneck to crack, but with the rapid advancement in quantum
technology, it’s inevitable to be resolved.
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