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Abstract: Cognitive workload monitoring is essential for improving human-computer interaction, productivity, and user well-being in modern
digital environments. Traditional workload assessment techniques often rely on intrusive physiological sensors or self-report measures, which
can disrupt natural user behaviour and limit real-time applicability. This study presents the design and implementation of a real-time, non-
intrusive machine learning system for cognitive workload detection using mouse and keyboard dynamics. The proposed system continuously
captures low-level interaction features such as keystroke timing, mouse movement patterns, click frequency, and cursor trajectories during
normal computer usage. These features are processed and fed into supervised machine learning models to classify users' cognitive workload
levels in real time. Experimental evaluations demonstrate that interaction-based behavioural features can effectively reflect variations in
cognitive demand, achieving promising classification accuracy without requiring additional hardware or explicit user input. The system offers
a scalable, cost-effective, and privacy-conscious solution for continuous cognitive workload assessment, with potential applications in adaptive
user interfaces, workplace productivity monitoring, e-learning platforms, and human-centred computing systems.
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I. INTRODUCTION

The rapid expansion of digital technologies has made computers and interactive systems an integral part of daily
professional and academic life. As humans increasingly rely on digital interfaces for complex tasks, the ability to assess and
manage cognitive workload in real time has become a critical challenge in the fields of human-computer interaction (HCI),
cognitive science, and workplace ergonomics. Cognitive workload refers to the mental effort required by a user to perform a given
task, and its effective monitoring can have far-reaching implications for productivity, safety, and user well-being.

Traditional approaches to cognitive workload assessment have predominantly relied on physiological sensors such as
electroencephalography (EEG), functional near-infrared spectroscopy (f NIRS), electrodermal activity (EDA), and eye trackers.
While these methods provide high-fidelity measurements of cognitive states, they require specialized hardware, involve
cumbersome sensor placement, and are inherently intrusive—disrupting the natural workflow of users. Similarly, subjective self-
report measures such as the NASA Task Load Index (NASA-TLX) are widely used but are retrospective, episodic, and susceptible
to reporting bias.

The emergence of behavioural biometrics and interaction analytics offers a compelling alternative. Research has
consistently shown that users' natural interaction patterns—such as typing speed, keystroke intervals, mouse movement velocity,
click frequency, and cursor path characteristics—vary systematically with their cognitive load levels. These signals are passively
collected in the background without interrupting the user, making them ideal for continuous, non-intrusive monitoring.

This paper presents the design and implementation of a real-time, non-intrusive machine learning system that detects
cognitive workload levels using exclusively mouse and keyboard dynamics. The proposed system operates entirely within the
existing computing environment, requiring no additional hardware or user intervention. By leveraging supervised machine learning
algorithms trained on behavioural features extracted from user interactions, the system provides accurate, real-time workload
classification across multiple cognitive load categories.

The remainder of this paper is organized as follows: Section 2 presents a comprehensive literature review. Section 3
describes the system architecture and methodology. Section 4 details the feature extraction process. Section 5 discusses the
machine learning models employed. Section 6 presents experimental results and analysis. Section 7 discusses the system's
applications and limitations. Section 8 concludes the paper with directions for future research.
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ILLITERATURE REVIEW
The detection of cognitive workload through non-physiological means has attracted significant research interest over the
past decade. This section reviews key developments across three interconnected domains: physiological-based methods,
behavioral-based approaches, and machine learning applications for workload estimation.

2.1 Physiological Approaches

Early cognitive workload research heavily relied on physiological signals. Strangman et al. demonstrated that f NIRS
effectively captures prefrontal cortex activation during dual-task conditions. EEG-based studies showed that theta band activity in
the frontal lobe correlates with increasing cognitive demand. Similarly, pupillometry and eye-tracking have been used to detect
cognitive overload in controlled laboratory settings. While these methods provide high temporal and spatial resolution, their
invasive nature and hardware requirements render them impractical for everyday use.

Fairclough and Venables (2006) examined the combined use of cardiovascular and electrodermal indicators for workload
detection during simulated driving tasks, demonstrating reasonable classification accuracy but highlighting the practical limitations
of on-body sensor deployment in naturalistic settings.

2.2 Interaction-Based Behavioural Approaches

The use of mouse and keyboard dynamics for user state inference was pioneered in studies focusing on stress and affect
detection. Vizer et al. (2009) showed that typing patterns, including keystroke latencies and error rates, change significantly under
cognitive stress. Their work laid the groundwork for using behavioural features as proxies for mental state estimation.

Hernandez et al. (2011) demonstrated that mouse movement characteristics—such as velocity, curvature, and idle time—
could distinguish between low and high cognitive load during web browsing tasks. Subsequent studies by Hossain and Yaasin
(2014) extended these findings by introducing more sophisticated feature sets, including mouse-click dynamics and scroll
behaviour, achieving workload classification accuracies of up to 78% using support vector machines.

More recent work by Dingler et al. (2017) explored the temporal dynamics of keyboard interaction during knowledge work,
finding that inter-keystroke timing distributions shift substantially when users transition between low-complexity and high-
complexity tasks. These studies collectively validate the feasibility of interaction-based workload inference.

2.3 Machine Learning Applications

The application of supervised machine learning to cognitive workload classification from behavioural signals has grown
substantially. Goreski et al. (2017) applied a combination of Random Forests, k-Nearest Neighbours, and Neural Networks to
multimodal behavioural signals, reporting F1 scores above 0.80 on within-subject classification tasks. Transfer learning approaches
have also been explored to address inter-subject variability, a persistent challenge in personalized workload detection.

Deep learning methods, particularly recurrent neural networks (RNNs) and long short-term memory (LSTM) networks,
have been proposed to capture temporal dependencies in behavioural time series. Hassib et al. (2019) demonstrated that LSTM
models outperform traditional classifiers when applied to sequential keystroke data streams, underscoring the importance of
temporal modelling in this domain.

Despite these advances, several gaps remain. Most existing systems require labelled physiological ground truth data for
training, limiting deployment scalability. Furthermore, the majority of studies are evaluated in highly controlled settings, raising
questions about their generalizability to real-world computing environments. The present system addresses these gaps by relying
exclusively on passively captured interaction data and designing the pipeline for real-world deployment.

1I.SYSTEM ARCHITECTURE AND METHODOLOGY
The proposed system is designed as a lightweight, background-running application that continuously monitors user
interactions and classifies cognitive workload in real time. The architecture consists of four primary modules: (1) Data Acquisition
Layer, (2) Feature Extraction Engine, (3) Machine Learning Classification Module, and (4) Real-Time Output and Feedback
Interface.

3.1 Data Acquisition Layer

The data acquisition layer intercepts low-level user input events via operating system hooks without modifying or recording
the actual content of user interactions (e.g., keystrokes are captured as timing events, not as characters). This design ensures user
privacy while enabling behavioural monitoring. The module operates at a sampling frequency sufficient to capture fine-grained
temporal patterns—typically at millisecond resolution for keystroke events and at approximately 100 Hz for mouse position
sampling.

The following raw signals are collected continuously during normal computer usage:

+ Keystroke events: key-down and key-up timestamps, inter-key intervals, key-hold durations

* Mouse movement: Cartesian coordinates (X, y) over time, velocity, direction, curvature

* Mouse clicks: button type (left/right/middle), click-down and click-up timestamps, double-click intervals
+ Scroll events: scroll direction, magnitude, and frequency

» Pause and idle periods: durations of inactivity above a defined threshold
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3.2 Data Preprocessing

Raw interaction data is pre-processed before feature extraction. Temporal segmentation divides the continuous input stream
into fixed-length overlapping windows of configurable duration (default: 30 seconds with 15-second overlap). This sliding window
approach enables continuous real-time inference while maintaining sufficient context for stable feature computation.
Preprocessing steps include: (i) outlier filtering to remove spurious events caused by accidental inputs; (ii) normalization of
positional coordinates to screen-resolution-independent ranges; and (iii) handling of missing data segments caused by extended
idle periods.

3.3 Feature Extraction Engine

For each temporal window, the feature extraction engine computes a comprehensive set of statistical and behavioural
descriptors from the raw interaction signals. Features are organized into four groups: keyboard features, mouse movement features,
click dynamics features, and composite interaction features.

3.4 Machine Learning Classification Module

The classification module receives the feature vector for each temporal window and outputs a predicted cognitive workload
level. The system supports multi-class classification (low, medium, high workload) as well as binary classification modes
depending on the application context. Multiple supervised learning algorithms are integrated and evaluated, with ensemble
methods and neural classifiers providing the highest accuracy.

3.5 Real-Time Output Interface

The system outputs cognitive workload estimates at the end of each sliding window. These estimates can be exposed
through a REST API for integration with adaptive user interfaces, logged to a database for longitudinal monitoring, or visualized
in a real-time dashboard. Alert thresholds can be configured to trigger notifications when sustained high workload is detected.

IV.FEATURE EXTRACTION

4.1 Keyboard Dynamics Features

Keyboard interaction provides rich temporal signals that reflect the user's cognitive processing speed and attentional state.
The following features are extracted from keystroke event streams within each time window:
« Mean and standard deviation of inter-key interval (IK1): time between consecutive key-down events
« Mean and standard deviation of key-hold duration (KHD): time between key-down and key-up for each key
« Typing rate: number of keystrokes per unit time
« Error-correction frequency: proportion of events involving backspace or delete keys
» Pause frequency and duration: count and mean length of pauses exceeding 500 Ms
« Bigram and trigram latency distributions: IKI for specific consecutive key combinations
« Rhythm entropy: Shannon entropy of the IKI distribution, capturing regularity of typing rhythm

4.2 Mouse Movement Features
Mouse movement trajectories encode information about motor control, decision latency, and attentional focus. Features
extracted from mouse movement include:
» Mean and standard deviation of cursor velocity (pixels per second)
* Mean and standard deviation of cursor acceleration
» Path length: total Euclidean distance travelled by the cursor
« Straightness ratio: ratio of straight-line distance to actual path length (ideomotor efficiency)
» Number of direction changes: count of velocity vector reversals per unit time
 Idle time ratio: proportion of window duration during which mouse is stationary
» Spatial coverage: area of the convex hull of cursor positions
« Mean distance from screen centroid: measure of spatial distribution of cursor activity

4.3 Click Dynamics Features

Mouse click events provide supplementary behavioural signals. Features include:

» Click rate: total clicks per unit time

» Left vs. right click ratio

» Double-click frequency

* Mean and standard deviation of pre-click dwell time: cursor stationary duration before click
» Click-drag frequency and duration

4.4 Composite and Cross-Modal Features
In addition to modality-specific features, several composite features are computed to capture interactions between keyboard
and mouse behaviour:
+ Keyboard-to-mouse transition count: frequency of switches between keyboard and mouse usage
* Relative keyboard/mouse activity ratio: proportion of window spent on each input modality
» Simultaneous input events: frequency of overlapping keyboard and mouse events
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In total, the system extracts 47 features per time window. Feature selection using Recursive Feature Elimination (RFE) and
mutual information criteria identified a reduced set of 28 most discriminative features, which are used in the final classification
pipeline.

V.MACHINE LEARNING MODELS
5.1 Model Selection
A suite of supervised classification algorithms was evaluated to identify the best-performing model for cognitive workload
detection from interaction features. The following models were implemented and compared:

1. Random Forest (RF): An ensemble of decision trees trained on bootstrap samples with random feature subsets. RF is robust
to overfitting and provides built-in feature importance rankings.

2. Gradient Boosted Trees (GBT): Sequential ensemble method that iteratively corrects residual errors of weak learners,
offering high accuracy at the cost of increased training time.

3. Support Vector Machine (SVM): A discriminative classifier with radial basis function (RBF) kernel, effective in high-
dimensional feature spaces with clear margin separation.

4. k-Nearest Neighbours (k NN): Instance-based learner that classifies based on majority vote among k nearest neighbours in
the feature space.

5. Multi-Layer Perceptron (MLP): A feedforward neural network with two hidden layers, capable of learning complex
nonlinear decision boundaries.

6. Long Short-Term Memory (LSTM): Recurrent neural network architecture designed for sequential time-series data, applied
to sequences of per-window feature vectors.

5.2 Training Protocol

The models were trained using a leave-one-subject-out (LOSO) cross-validation protocol to assess generalization across
individuals. Each participant's data served as the held-out test set once while the remaining participants' data was used for training.
This protocol provides a realistic estimate of performance when deploying the system to new users.

Class imbalance was addressed using the Synthetic Minority Oversampling Technique (SMOTE), which generates
synthetic samples for underrepresented workload classes. Hyperparameter optimization was performed using a nested cross-
validation framework with Bayesian optimization.

5.3 Evaluation Metrics

Model performance was evaluated using the following metrics:

» Accuracy: proportion of correctly classified windows

» Precision, Recall, and F1-Score: per-class and macro-averaged

» Cohen's Kappa: inter-rater agreement coefficient correcting for chance

» Area Under the ROC Curve (AUC-ROC): binary and one-vs-rest multi-class
» Inference latency: mean and 95th percentile prediction time per window

VI.EXPERIMENTAL RESULTS AND DISCUSSION

6.1 Dataset and Experimental Setup

To evaluate the proposed system, a controlled study was conducted with 30 participants (15 male, 15 female; age range
20-45 years; mean = 27.3 years, SD = 5.8 years). All participants were regular computer users with no self-reported neurological
or motor impairments. Each participant completed a sequence of tasks designed to elicit three levels of cognitive workload: low
(text reading), medium (email composition), and high (dual n-back task, simultaneous multitasking). Workload levels were
validated using NASA-TLX ratings collected after each task block.

The study was conducted on standardized hardware (15-inch laptop display, standard keyboard, optical mouse) to minimize
environmental confounds. Total data collection per participant was approximately 90 minutes across three sessions on separate
days to capture within-subject variability.

6.2 Classification Performance
Table 1 summarizes the multi-class classification accuracy achieved by each model using the LOSO cross-validation
protocol on the combined 47-feature set and the reduced 28-feature set identified by the feature selection procedure.

Model Accuracy (%) F1-Score Kappa AUC-ROC
Random Forest 82.4 0.817 0.734 0.891
Gradient Boosted Trees 84.1 0.836 0.760 0.903
SVM (RBF) 78.6 0.779 0.677 0.856
k-NN (k=7) 72.3 0.715 0.583 0.812
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Model Accuracy (%) F1-Score Kappa AUC-ROC
MLP (2 layers) 83.7 0.829 0.753 0.898
LSTM (seq) 86.9 0.862 0.801 0.921

Table 1: Classification Accuracy of Machine Learning Models (LOSO Cross-Validation)

The LSTM model achieved the highest overall classification accuracy of 86.9%, outperforming all other methods. This
result aligns with the temporal nature of interaction data, where sequential dependencies within and across time windows contain
predictive information not captured by window-level feature aggregation alone. The Gradient Boosted Trees classifier achieved
the best performance among non-sequential models (84.1%), offering a strong accuracy-to-inference-latency trade-off.

6.3 Feature Importance Analysis

Feature importance analysis using the Random Forest model's Gini impurity metric and Shapley Additive Explanations
(SHAP) values identified the most discriminative features for workload classification. The top-10 features in descending order of
importance are presented in Table 2.

Rank Feature Description
1 IKI Standard Deviation Variability in typing rhythm
2 Mouse Velocity SD Variability in cursor speed
3 Typing Rate Keystrokes per second
4 Rhythm Entropy Regularity of keystroke intervals
5 Straightness Ratio Efficiency of mouse path
6 Error-Correction Freq. Proportion of backspace/delete events
7 Pause Frequency Count of idle periods > 500 ms
8 Direction Changes Mouse trajectory reversals/unit time
9 K-M Transition Count Keyboard-mouse switch frequency
10 Pre-Click Dwell Time Cursor stationary duration before click

Table 2: Top-10 Most Discriminative Features for Workload Classification

Notably, variability-based features (standard deviation of IKI, mouse velocity SD) ranked highest, indicating that cognitive
load is more strongly reflected in the consistency and regularity of interaction patterns than in their absolute magnitudes. Error-
correction frequency emerged as a robust indicator of high cognitive load, consistent with cognitive resource theory which predicts
increased error rates under dual-task or overload conditions.

6.4 Real-Time Performance

The system's real-time inference latency was measured on commaodity hardware (Intel Core i5, 8 GB RAM, no GPU). The
mean feature extraction time per 30-second window was 18.3 Ms (SD = 2.1 Ms). Mean inference time for the LSTM model was
5.7 Ms (SD = 0.9 Ms), yielding a total end-to-end latency of approximately 24 Ms per classification output. This latency is
negligible relative to the 15-second window overlap interval, confirming the system's suitability for real-time deployment.

6.5 Comparison with Existing Methods
Table 3 compares the proposed system against selected existing approaches from the literature in terms of detection
methodology, hardware requirements, and reported accuracy.

Reference Method Signals Used Intrusive? Accuracy
Hossain & Yeasin (2014) SVM Mouse only No 78.0%
Gjoreski et al. (2017) Random Forest Physiological Yes 82.5%
Hassib et al. (2019) LSTM Keystroke only No 81.3%
Dingler et al. (2017) SVM + Features Keyboard No 74.6%
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Reference Method Signals Used Intrusive? Accuracy

Proposed System LSTM/GBT Mouse + Keyboard No 86.9%
Table 3: Comparison with Existing Cognitive Workload Detection Systems

The proposed system achieves the highest accuracy among non-intrusive interaction-based methods and approaches the
performance of physiological sensor-based systems without requiring any additional hardware. The combination of mouse and
keyboard features provides complementary information that neither modality alone can supply, explaining the performance gain
over single-modality approaches.

VII.SOFTWARE TESTING
The software testing process followed a structured four-step approach: Planning, Preparing, Executing, and Reporting.
Testing encompassed both functional and non-functional aspects of the system.

7.1 Functional Testing

Unit tests verified the correctness of individual modules including the event listener, feature extractor, model inference
pipeline, and output API. Integration tests confirmed end-to-end data flow from raw input capture through classification output.
Regression tests were maintained across development iterations using a continuous integration framework.

7.2 Test Cases
Representative test cases and their outcomes are summarized in Table 4.

TCID Input Expected Result Status
TCO001 User types at low WPM (simulated low load) System classifies as Low Workload Pass
TCO002 User performs rapid typing with high error System classifies as High Workload Pass
corrections
TCO003 Mouse movement with erratic trajectory High workload detected Pass
TCO004 Extended idle period > 60 seconds Monitoring paused, resumes on activity Pass
TCO005 System launched with no user activity No classification output; idle state displayed Pass
TCO006 | API endpoint queried for current workload level JSON response with workload level and Pass
confidence
TCO007 Model file corrupted or missing System logs error and defaults to fallback mode Pass
TCO008 High sustained workload > 10 minutes Alert notification triggered Pass

Table 4: Test Case Summary

7.3 Non-Functional Testing

Performance testing evaluated system responsiveness under varying user activity densities. The system maintained stable
inference latency (< 30 ms end-to-end) across all tested conditions including high-frequency typing bursts (> 120 WPM) and rapid
mouse movements. Memory footprint remained below 150 MB during continuous operation. Security testing confirmed that no
keystroke content—only timing metadata—is stored or transmitted, preserving user privacy.

VIILAPPLICATIONS AND LIMITATIONS

8.1 Applications

The proposed system has broad practical applicability across several domains:

o Adaptive User Interfaces: The system can dynamically adjust interface complexity, notification frequency, or task difficulty
in response to detected workload levels, reducing cognitive overload and improving user experience.

o Workplace Productivity Monitoring: Employers and occupational health practitioners can use the system to identify patterns
of cognitive strain, enabling evidence-based scheduling, break recommendations, and task allocation.

e E-Learning Platforms: Online learning systems can adapt content delivery, pacing, and assessment difficulty based on real-
time student engagement and cognitive load estimates.

¢ Human-Centred Computing: The system provides a privacy-preserving alternative to physiological monitoring in safety-
critical contexts, such as air traffic control, telemedicine, and industrial process supervision.

e Mental Health Monitoring: Longitudinal workload patterns may serve as indicators of stress accumulation, burnout risk, or
cognitive fatigue, supporting proactive mental health interventions.

8.2 Limitations
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The current system has several limitations that should be acknowledged. First, individual differences in baseline interaction
styles present a significant challenge for subject-independent generalization. The LOSO cross-validation results reflect this
variability, with per-subject accuracy ranging from 74.1% to 93.6%. Future work should explore personalization mechanisms such
as few-shot adaptation and user-specific calibration.

Second, the current system is validated only in controlled laboratory settings. Real-world deployment may introduce
confounding factors such as environmental distractions, multi-application context switching, and diverse hardware configurations
that could degrade performance.

Third, the current ground truth labelling relies on self-report NASA-TLX ratings, which are episodic and may not precisely
capture the dynamic nature of cognitive workload within task blocks. Future studies should incorporate more fine-grained and
continuous ground truth through carefully designed dual-task paradigms or neuroimaging validation.

IX.CONCLUSION

This paper has presented the design and implementation of a real-time, non-intrusive machine learning system for cognitive
workload detection using mouse and keyboard dynamics. The proposed system captures low-level interaction features—including
keystroke timing, mouse movement patterns, click frequency, and cursor trajectories—during normal computer usage and uses
supervised machine learning models to classify cognitive workload levels in real time.

Experimental evaluation with 30 participants across three cognitive load conditions demonstrated that the LSTM-based
classifier achieved a multi-class accuracy of 86.9%, outperforming all evaluated non-intrusive approaches from the literature and
approaching physiological sensor-based methods without requiring any specialized hardware. The system operates with an end-
to-end inference latency of approximately 24 ms, confirming its real-time applicability.

Feature importance analysis revealed that variability-based features—particularly rhythm entropy, keystroke timing
variability, and mouse trajectory straightness—are the most discriminative indicators of cognitive load level, providing
interpretable insights into the behavioural manifestations of mental workload.

The system offers a scalable, cost-effective, and privacy-preserving solution for continuous cognitive workload assessment,
with broad potential applications in adaptive user interfaces, workplace productivity monitoring, e-learning, and human-centred
computing. Future research will focus on personalization mechanisms, real-world deployment validation, and integration with
complementary passive sensing modalities such as screen content analysis and application-switch patterns.
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