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Abstract: In contemporary high-speed networking landscapes, standard isolated tracking setups encounter prominent functional
bottlenecks, frequently yielding excessive false alarms while letting complex zero-day exploits slip through unnoticed. This investigation
counters these operational shortfalls by rolling out a responsive, dual-stage traffic classification mechanism that purposefully blends
supervised algorithmic tracking with deep unsupervised behavioral grouping. The foundational layer leverages a refined tree ensemble to
swiftly screen and isolate known malicious patterns with minimal delay. In a complementary fashion, unclassified packet streams are re-
routed to a secondary unsupervised filter that calculates distance-driven spatial variance to uncover structural anomalies indicative of
undocumented exploits. This collaborative framework underwent empirical validation on two distinct network traffic benchmark suites: the
CICIDS 2017 profiles and the UNSW-NB15 environments. The practical trials confirm notable diagnostic gains, hitting peak detection
efficiencies of 99.24% and 95.38% on the respective datasets. Crucially, false alarm probabilities dropped to 0.42% and 1.15%, affirming
that this dual-tier methodology establishes excellent computational stability and strong transactional scaling for enterprise network
boundaries.
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I. INTRODUCTION

The intensive expansion of cloud frameworks, decentralized corporate perimeters, and high-throughput data pipelines has
driven a massive increase in the volume and intricate nature of enterprise data traffic. Although these modern setups accelerate
institutional data exchange and operational velocity, they simultaneously expose an expansive, multifaceted attack surface for
malicious entities to target. Modern network exploits have evolved far beyond simple script-driven actions or highly repetitive
payload behaviors. Today, defense infrastructures must actively contend with polymorphic malware variants, stealthy advanced
persistent threats (APTS), heavily distributed denial-of-service (DDoS) campaigns, and unexpected zero-day security gaps that
effortlessly bypass traditional firewall boundaries.

Historically, organizational perimeter security has depended significantly on signature-matching Network Intrusion
Detection Systems (NIDS). These tools operate by inspecting live packet flows against a localized dictionary of known historical
threat footprints. While this methodology is highly effective at shutting down routine attacks while keeping false alarms to a
minimum, its dependency on pre-established patterns reveals a severe operational vulnerability. Whenever an attacker subtly
changes a payload structure or drops an unrecorded zero-day exploit, the matching engine fails to trigger an alert. To mitigate this
structural issue, behavior-based anomaly tracking configurations have been widely researched. By creating and maintaining an
active baseline model of standard network interactions, these systems flag any distinct statistical variations as anomalous,
theoretically enabling the detection of entirely new attack strategies.

Nevertheless, standalone anomaly models built upon standard machine learning blocks face severe performance
bottlenecks when deployed in live environments. When processing high-dimensional, fast-moving connection streams, these
isolated systems regularly generate excessive false-positive alarms. Standard operational variations, routine software updates, or
sudden user behavior changes are frequently misclassified as active exploits. This creates pervasive alert fatigue among system
administrators, who often silence or disable automated security warnings. Furthermore, supervised alternatives depend heavily on
perfectly curated, labeled training logs, making them ill-prepared to manage unexpected behavioral changes without constant,
computationally expensive retraining routines.

To address these interconnected challenges, this research presents an adaptable, cascaded hybrid data mining framework
designed for rapid and precise network traffic analysis. By integrating the predictive strength of supervised tree ensembles with
the discovery capacity of unsupervised outlier profiling, the framework creates an integrated, resilient defense setup. It guarantees
highly efficient categorization for known threat formats while maintaining a flexible unsupervised fallback to capture unmodeled
traffic anomalies. This study provides three main contributions: (i) an optimized data refinement and scaling pipeline built to
handle high-dimensional flow records smoothly; (ii) a multi-layered evaluation architecture that coordinates an active supervised
core with a responsive unsupervised novelty filter; and (iii) an extensive comparative evaluation across the CICIDS 2017 and
UNSW-NB15 benchmarks proving its practical benefits over traditional isolated methods.
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ILRELATED WORK

Moving away from static signature rules toward intelligent machine learning workflows has remained a central theme in
data network defense research for over a decade. Early security models regularly utilized standard classification components like
Support Vector Machines (SVM) and K-Nearest Neighbors (KNN) to separate abnormal connections from standard traffic.
Although these basic implementations achieved acceptable discovery success on legacy testing sets like KDD Cup 99, they
introduce severe processing bottlenecks when deployed into modern, multi-gigabyte data streams due to the curse of
dimensionality.

Ensemble frameworks, particularly Random Forests (RF) and Extreme Gradient Boosting (XGBoost), have shown

excellent precision for supervised classification tasks within active networks. These methods construct multiple weak decision
boundaries to bring down overall variance and prevent overfitting. Yet, as noted in several recent security audits, supervised
structures are fundamentally limited by the closed-world paradigm. They operate under the assumption that live data distributions
will perfectly mirror past training sets. When hit with an actual zero-day attack or modified payload variations, the supervised
classifier erroneously forces the unmodeled packet into a familiar baseline or category, yielding dangerous false negatives.
On the other hand, pure unsupervised data mining methods—such as K-Means clustering, Isolation Forests, and deep
Autoencoders—operate without needing pre-labeled logs. They base their approach on the concept that standard network activity
naturally aggregates into dense central clusters, whereas intrusive attacks show up as distant, highly scattered outliers. While highly
useful for catching structural novelties, pure unsupervised implementations produce high false positive counts because irregular
high-bandwidth media streams, system-wide updates, and massive automated backups get flagged as structural anomalies. This
direct trade-off emphasizes why a hybrid approach is necessary: bridging both styles lets us harness their unique advantages while
eliminating their individual points of failure.

111.PROPOSED METHODOLOGY
The overall framework layout runs through three main stages: (1) Data Preprocessing and Feature Refinement, (2)
Supervised Classification Core, and (3) Unsupervised Outlier Filtering. Filtering incoming packet streams through this progressive
setup maximizes tracking precision while keeping operational latency low.

3.1. Data Preprocessing and Feature Engineering

Raw data feeds from network taps are frequently messy, containing blank values, severe noise spikes, non-numeric labels
(like protocols or flags), and unbalanced numerical distributions. Our setup cleans this data using a strict processing sequence.
Empty entries are corrected via localized median imputation, and categorical labels are transformed using standard one-hot
encoding. To avoid scenarios where features with massive numeric scales (like total session duration) skew distance equations, a
robust Min-Max normalization mapping is utilized, adjusting all values strictly into a unified [0, 1] scale.

Additionally, high feature counts introduce massive processing delays, which prevents real-time packet filtering on high-
speed lines. To fix this, our pipeline utilizes an information-gain feature selection algorithm. By evaluating the mutual information
entropy between each distinct attribute and the true target classification, the engine prunes redundant details, isolating a clean,
high-impact feature subset (22 attributes for CICIDS 2017 and 18 for UNSW-NB15) to accelerate subsequent analytical stages.

3.2. Cascaded Hybrid Architecture

The primary operational shift here centers on how the supervised and unsupervised processing layers are linked together.
When an active network flow or conversation profile reaches the evaluation engine, the Supervised Core processes it first. This
module utilizes an optimized, fine-tuned Gradient Boosted Decision Tree (GBDT) ensemble. The GBDT system outputs an initial
probability score indicating the likelihood of the traffic matching a known malicious profile or standard normal traffic.

If the supervised classifier flags the transaction as an established threat with a certainty metric above 0.85, an active
warning is sent instantly to the firewall to trigger automated block rules. However, if the system marks the text as benign, or if the
confidence level drops below this strict cut-off point, the traffic flow shifts into the Unsupervised Novelty Filter. This layer runs
an optimized Isolation Forest (iForest) block backed by distance density validation. The unsupervised module checks the relative
spatial placement of the transaction against established baseline bunching. If a data profile falls into an isolated area or exhibits a
short isolation path length, it gets flagged as an uncharted zero-day attack vector, sending it directly to security analysts for
inspection.

IV.EXPERIMENTAL SETUP AND DATASETS
To thoroughly evaluate the reliability, precision, and adaptation limits of the hybrid design, we ran extensive empirical
tests using two prominent modern cybersecurity testing benchmarks: CICIDS 2017 and UNSW-NBL15.

4.1. Benchmark Dataset Descriptions

The CICIDS 2017 collection, built by the Canadian Institute for Cybersecurity, tracks realistic network traffic logs that
mimic active corporate setups. It covers an array of exploit trends, including classic DoS/DDoS situations, Brute Force actions,
common Web Exploits, Infiltration maneuvers, Heartbleed incidents, and coordinated Botnet flows. It provides complete packet
captures with over 80 distinct network flow parameters available for evaluation.

The UNSW-NB15 dataset, designed at the ACCS Cyber Range Lab, fixes the structural flaws found in legacy datasets by
introducing contemporary attack variations. It maps out nine distinct exploit vectors: Fuzzers, Analysis, Backdoors, DoS, Exploits,
Generic, Reconnaissance, Shellcode, and Worms. The dataset includes 49 distinct parameters, covering packet headers, flow
statistics, and content metrics, providing a highly demanding environment for machine learning classifiers.
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4.2. Evaluation Metrics

The framework's classification quality is measured using traditional performance formulas derived from standard
Confusion Matrices: True Positives (TP), True Negatives (TN), False Positives (FP), and False Negatives (FN). The equations
used to assess performance include:

Accuracy = (TP + TN) /(TP + TN + FP + FN)
Precision = TP /(TP + FP)
Recall = TP/ (TP + FN)
F1-Score = 2 * (Precision * Recall) / (Precision + Recall)
False Positive Rate (FPR) =FP / (FP + TN)

V.EXPERIMENTAL RESULTS AND DISCUSSION
The objective of our empirical tests was to determine if this multi-tiered architecture delivers genuine performance
upgrades over isolated supervised models (RF, GBDT) and classic unsupervised approaches (iForest, K-Means) under identical
conditions.

5.1. Performance Analysis on CICIDS 2017

When deployed against the CICIDS 2017 benchmark data, the hybrid framework delivered excellent classification metrics.
The primary supervised engine successfully caught and resolved standard threat patterns like DoS and Botnet scripts on the initial
pass. More importantly, the secondary unsupervised tier captured localized anomalous behaviors that had been altered to slip past
rigid signature models. Table 1 breaks down the precise metrics observed for different threat vectors in the CICIDS 2017
evaluation.

Traffic Category Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Benign Traffic 99.45 99.30 99.60 99.45
DoS / DDoS 99.82 99.75 99.88 99.81
Web Attacks 97.60 98.10 97.12 97.61
Botnet Profiles 98.90 99.05 98.75 98.90
Infiltration / Novel 96.45 95.90 96.10 96.00

Table 1: Granular Performance Metrics on CICIDS 2017 Dataset.

5.2. Performance Analysis on UNSW-NB15

The UNSW-NBL15 data repository presents a trickier classification challenge due to heavily overlapping feature fields and
noisy transaction logs. Despite this, the hybrid architecture maintained strong classification stability. The information-gain feature
pruning module effectively minimized background noise, allowing the ensemble layers to map out clean boundaries. Table 2 details
the metrics recorded during the UNSW-NB15 test runs.

Traffic Category Accuracy (%) Precision (%) Recall (%) \ F1-Score (%0)

Normal Connection 96.10 95.80 96.50 96.15
Fuzzers 93.45 94.10 92.90 93.49
Exploits 95.80 96.20 95.40 95.80

Reconnaissance 96.95 97.10 96.80 96.95

Generic Backdoors 92.10 91.50 92.30 91.90

Table 2: Granular Performance Metrics on UNSW-NB15 Dataset.

5.3. Comparative Framework Analysis

To emphasize the benefits of this combined approach, Table 3 compares our system against standard isolated setups
evaluated under the exact same network environments. Single supervised options (RF and GBDT) hit higher false-negative rates
when processing new mutation structures, while pure unsupervised choices (K-Means and Isolation Forest) show elevated false
alarm counts (FPR). This confirms that our cascaded model hits the best overall performance equilibrium.

Model CICIDS17 Acc (%) CICIDS17 FPR (%) UNSW-NB15 Acc (%) UNSW-NB15
Architecture FPR (%)
Standalone K- 84.20 6.45 79.15 8.90

Means
Isolation Forest 89.50 4,12 83.60 5.80

(iForest)
Random Forest 97.15 1.20 91.45 2.85
(RF)
Standalone GBDT 98.05 0.95 92.80 2.10
Core
Proposed Hybrid 99.24 0.42 95.38 1.15
System

Table 3: Comprehensive Comparative Performance Breakdown.
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VI.CONCLUSION AND FUTURE WORK
This research has introduced a balanced, multi-tier hybrid data mining engine that directly counters the primary

vulnerabilities of traditional network intrusion detection systems. By cleanly combining an active supervised ensemble model with
a flexible unsupervised isolation channel, the system delivers highly reliable categorization for known threat formats while actively
catching modified zero-day incursions. Broad testing across the modern CICIDS 2017 and UNSW-NB15 platforms proves that
this balanced approach yields excellent accuracy ratings (99.24% and 95.38%) while keeping false-positive parameters
exceptionally low.

Moving forward, we plan to adapt this processing pipeline for live, high-speed streaming environments, focusing on

deploying the code over hardware-accelerated FPGA systems to support inline wire processing at 100 Gbps speeds. Furthermore,
we will investigate self-correcting online update modules to let the supervised core gradually incorporate verified anomalies from
the unsupervised loop without needing total system recomputations.
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