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Abstract: The rapid spread of internet-connected services has widened the attack surface faced by individuals, enterprises, and
governments. This paper reviews the major categories of cyber threat—phishing, malware, ransomware, computer viruses, denial-of-
service attacks, and advanced persistent threats—and examines how each operates, what damage it causes, and where existing defenses
tend to fall short. We then survey the principal preventive and detective controls, namely firewalls, intrusion detection and prevention
systems, encryption, multi-factor authentication, patch management, and security awareness training, and compare their strengths
and limitations in a structured way. A layered, defense-in-depth model is presented as a practical means of combining these controls,
and the technical, human, and organizational challenges that hinder adoption are discussed. The review closes with emerging
directions, including zero-trust architecture, machine-learning-assisted detection, and post-quantum cryptography. The goal is to
give students, practitioners, and policy makers a concise reference for understanding present-day threats and planning proportionate
defense.

Key Word: cyber security; cyber threats; phishing; malware; ransomware; intrusion detection; multi-factor authentication; defense
in depth.

I.INTRODUCTION

In today’s digital world, information technology plays a vital role in communication, business operations, education,
healthcare, banking, and government services. As the number of internet-connected devices and digital systems keeps
growing, cyber threats have become one of the most significant challenges faced by individuals, organizations, and
nations'2. Cyber security is the practice of protecting computer systems, networks, applications, and digital information
from unauthorized access, attack, damage, or theft. The overall relationship between digital systems, cyber threats, cyber-
attacks, and cyber security measures is illustrated in Fig. 1.

This growing dependence on digital technology has given cybercriminals new opportunities to exploit weaknesses
in systems and networks. Attacks such as phishing, malware, ransomware, computer viruses, denial-of-service (DoS)
attacks, and advanced persistent threats (APTs) can lead to financial loss, data breaches, operational disruption, and
reputational damage. Educational institutions, businesses, government agencies, and critical infrastructure operators have
become frequent targets because of the valuable information they store and process.

As threats grow in complexity, traditional security measures alone are no longer enough. Organizations need
a multi-layered approach that combines technical solutions, security policies, risk management practices, and user
awareness programs®. Techniques such as firewalls, intrusion detection and prevention systems, encryption, multi-factor
authentication, software patch management, and cyber security training all help reduce risk and protect digital assets.

This paper presents a review of the major cyber threats—phishing, malware, ransomware, and computer viruses,
together with DoS attacks and APTs—and of their impact on organizations and society. It also examines the main
prevention techniques, compares their advantages and limitations, and discusses the challenges of putting effective security
frameworks into practice. The contributions are threefold: (i) a compact taxonomy of the threats, summarized in Table no
1; (ii) a structured comparison of prevention techniques in Tables no 3 and 4; and (iii) a defense-in-depth view that shows
how the controls fit together. The remainder of the paper is organized as follows. Section Il gives background and related
work, Section 11 describes the threats, Section IV discusses their impact, Section V reviews prevention techniques, Section
VI compares them and discusses open challenges, Section V11 outlines future directions, and Section V111 concludes.
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Threat actors Attack vectors Vulnerabilities
criminals, insiders, phishing, malware, unpatched software,
state groups ransomware, DoS weak passwords

Digital assets
systems, networks, applications, data, users

4
protect * morjitor * recover
Prevention Detection Response & recovery
firewalls, MFA, IDS/IPS, SIEM, incident plans,
patching, training log monitoring backups

Fig. 1: Overview of the cybersecurity ecosystem: threat actors exploit vulnerabilities through attack vectors to reach digital assets,
while layered controls protect, monitor, and recover.

I1.BACKGROUND AND RELATED WORK

A. Basic Concepts

Cyber security is commonly framed around three goals: confidentiality, integrity, and availability, often called the
CIA triad®. A threat is any circumstance or actor that could harm an asset, a vulnerability is a weakness that a threat can
exploit, and risk is the likelihood and consequence of that exploitation. An attack is a deliberate attempt to exploit a
vulnerability, and an incident is a security event that actually compromises an asset. Keeping these terms apart matters in
practice, because controls are chosen to lower risk by reducing vulnerabilities or limiting what a threat can reach, not simply
to stop “attacks” in general. Some authors also point out that cyber security is wider than traditional information security,
because it covers the people and the assets reachable through cyberspace, not only the information itself®.

B. Related Work

Most existing surveys look at one threat at a time. Alkhalil et al. analyze the anatomy of phishing attacks®, Gupta et
al. review the countermeasures proposed against them?’, and Krombholz et al. describe how social engineering has become
more advanced®. Idika and Mathur review malware detection techniques®, while Egele et al. survey the tools used to analyze
malware dynamically®®. Ransomware is covered by Kharraz et al., who study how it behaves on infected systems!?, and by
Oz et al., who propose a taxonomy of its evolution and defenses!?. Mirkovic and Reiher classify DDoS attacks and
defenses'®, and Zargar et al. catalog defenses against flooding attacks*. For targeted attacks, Sood and Enbody examine
APTs® and Alshamrani et al. survey their techniques and countermeasures®®. Intrusion detection is reviewed broadly by
Liao et al.”, Buczak and Guven'®, and Khraisat et al.!®. A systematic mapping study by Humayun et al. found that the
literature concentrates on a few threats, namely phishing, denial of service, and malware?. On the process side, the intrusion
kill chain model describes an attack as a sequence of stages that defenders can disrupt®, and the NIST Cybersecurity
Framework organizes defensive work into functions such as identify, protect, detect, respond, and recover®. Industry reports
add field evidence on how breaches actually happen and what they cost?-?2, The present review differs by putting several
threat families and several prevention techniques side by side, so that a reader can see which control answers which threat.

C. Review Approach

The material was gathered from peer-reviewed surveys, standards and guidance from bodies such as NIST and
ENISA, and well-known industry reports. Sources were chosen for relevance to the six threat families, for being widely
cited or issued by recognized organizations, and for covering controls that organizations can realistically deploy. Where
industry figures are quoted they are attributed to their source, and the qualitative ratings in Section VI are the authors’
synthesis of the reviewed literature, not new measurements.

I1l. MAJOR CYBER THREATS

A. Phishing

Phishing uses deception rather than technical exploitation. The attacker poses as a trusted party, such as a bank, a
colleague, or a delivery service, and persuades the victim to reveal credentials, open a malicious attachment, or approve a
payment®. Delivery channels include email, text messages (smishing), voice calls (vishing), and cloned websites. Targeted
variants such as spear phishing and whaling research a specific person or executive, and business email compromise abuses
a convincing message to redirect payments®. Defenses combine blacklists, content filters, and learning-based classifiers, but
each has coverage gaps, particularly against newly created sites’. Phishing remains attractive because it is cheap, scalable,
and effective against users who are busy or unsure. Industry data consistently show that the human element is involved in
roughly two-thirds of breaches?*, which explains why phishing so often serves as the first step of larger attacks.
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B. Malware

Malware, short for malicious software, is the umbrella term for code written to damage systems or steal information.
It includes trojans, worms, spyware, keyloggers, rootkits, bots, and fileless attacks that live only in memory. Early defenses
relied on signatures, which are fingerprints of known samples, but attackers now use obfuscation, packing, and
polymorphism to change a sample’s appearance without changing its behavior®. Behavior-based and anomaly-based
detection address this gap but tend to produce more false alarms. Running samples in a sandbox lets analysts observe what
they actually do, although some malware checks for analysis environments and hides its behavior when it finds onel°.
Malware is frequently delivered through phishing, drive-by downloads, or compromised software updates, which is why it
sits at the center of most attack chains.

C. Ransomware

Ransomware encrypts a victim’s files, or locks the whole device, and demands payment for restoration. Studies of
real samples show that modern families rely on strong cryptography and on quickly enumerating and encrypting user data,
which leaves little room for recovery once execution starts**. Surveys also document how the field has moved from simple
screen lockers to crypto-ransomware with worm-like spreading and extortion features'?. Many groups now practice double
extortion: they steal data before encrypting it and threaten to publish it, so that restoring from backup alone no longer ends
the pressure. High-profile cases such as the 2017 WannaCry outbreak, which spread through an unpatched Windows file-
sharing vulnerability?3, and the 2021 attack on the Colonial Pipeline operator? showed that ransomware can disrupt hospitals,
transport, and fuel supply. Fig. 2 shows a typical attack sequence and the points at which a defender can interrupt it.

D. Computer Viruses

A computer virus is self-replicating code that attaches itself to a host file or program and spreads when the infected
host is run or shared. Unlike worms, which spread across networks on their own, classic viruses depend on some user action
such as opening a document or running a program. The idea was formalized in the 1980s%°. Boot-sector viruses, macro
viruses embedded in office documents, and file infectors are the best-known types. Although many headline incidents today
involve other malware classes, viruses remain relevant because they motivated antivirus technology and because their
replication ideas live on in modern worms and botnets*.

Attacker stages

- ~ ~ ~ ~ ~
Initial
access Execution Lateral
(phishing, ®| & privilege B movement B &Data thetft g{ansor(rjl
exposed escalation & recon CHCLy PLIOD £iat
services)
~ - N . > - N -’
Email Least Network Offline Incident
filtering, privilege, e Sl backups, response plan,
MFA, endpoint g - DLP, legal
: IDS/IPS . g
awareness protection encryption reporting

Defensive control points
Fig. 2: Typical ransomware attack stages (top) and the defensive controls that can interrupt each stage (bottom).

E. Denial-of-Service Attacks

A DoS attack tries to make a service unavailable by exhausting its bandwidth, connection tables, or application
resources. When the traffic comes from many compromised machines, usually a botnet, the attack is distributed (DDoS) and
much harder to filter. Mirkovic and Reiher offer an early taxonomy that is still widely used for classifying both attacks and
defenses'®. The 2016 Mirai botnet, built from poorly secured 10T devices that still used default passwords, showed how
easily large botnets can be assembled®®. Zargar et al. divide flooding attacks into volumetric, protocol-based, and
application-layer types, and note that defenses must be placed at several points, from the victim’s network to the upstream
provider'4, Application-layer floods are especially troublesome because each request looks legitimate when examined alone.

F. Advanced Persistent Threats

An APT is a long-running, targeted intrusion, usually carried out by well-resourced groups, that aims to stay hidden
while collecting information or preparing disruption®®>. The campaign typically moves through reconnaissance, initial
compromise, establishing persistence, privilege escalation, lateral movement, and data exfiltration, which maps closely onto
800|Page
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the kill chain model®. Because APT operators use custom tools, stolen credentials, and legitimate administrative utilities,
signature-based tools often miss them. Surveys note that no single technique covers every stage of an APT, which is one
reason detection remains an open problem?*®?’, Detection therefore depends on correlating weak signals over time, such as
unusual logins, odd data transfers, and small configuration changes.

Threat Main mechanism Typical impact
Phishing Social engineering via email, SMS, voice, or fake sites | Credential theft, fraud, entry point for
malware
Malware Malicious code delivered through downloads, Data theft, system damage, remote
attachments, or updates control
Ransomware Encrypts files and often steals data for extortion Downtime, ransom payments, data
exposure
Virus Self-replicating code attached to host files File corruption, spread through shared
media
DoS / DDoS Floods bandwidth, connections, or application resources Service outage, lost revenue
APT Stealthy, multi-stage, targeted intrusion Long-term espionage, large-scale data
loss

Table no 1: Comparison of Major Cyber Threats

IV. IMPACTS ON ORGANIZATIONS AND SOCIETY
A. Financial Impact
Direct costs include incident response, forensic investigation, system restoration, legal fees, and in some cases
ransom payments. Indirect costs are usually larger and harder to measure: lost business during downtime, customer churn,
higher insurance premiums, and regulatory penalties. A widely cited industry study put the global average cost of a data
breach at about USD 4.88 million in 202422, Smaller organizations may not survive an incident of that size, even though
their absolute losses are lower.

B. Operational and Infrastructure Impact

When a hospital, utility, school, or logistics firm loses access to its systems, the harm goes well beyond money.
Clinics may divert patients, schools may lose records and teaching time, and supply chains may stall. Attacks on critical
infrastructure are especially serious because many services depend on one another, so a failure in one sector can spread to
others?.

C. Privacy, Legal, and Social Impact

Breaches expose personal data that can later be used for identity theft, targeted fraud, and harassment, and the
damage to an individual can last for years. Public trust in digital services also suffers each time a major breach is reported.
Data protection laws such as the EU General Data Protection Regulation?® and India’s Digital Personal Data Protection Act,
2023% now place explicit duties on organizations to protect personal data and to report breaches, which turns weak security
into a legal as well as a technical risk.

D. Lessons from Notable Incidents

A handful of widely reported incidents illustrate how the threats in Section Il play out in practice and why single
controls fall short. Table no 2 summarizes them. The recurring lesson is that most of these events succeeded through ordinary
weaknesses, such as an unpatched system, an unsecured device, or a trusted supplier, instead of through exotic techniques.

Incident Year Threat type Key lesson
WannaCry 2017 Ransomware worm Unpatched file-sharing flaw allowed rapid spread®
NotPetya 2017 Destructive malware | A compromised software update can reach many victims at
once
Mirai 2016 DDoS botnet Default passwords on 10T devices fuel large floods?
SolarWinds 2020 Supply-chain APT Trusted vendors can become the path into well-defended
networks®
Colonial Pipeline 2021 Ransomware IT compromise can force shutdown of operational services®*

Table no 2: Selected Notable Cyber Incidents

V. PREVENTION TECHNIQUES
No single control stops every attack, so prevention is best understood as a set of complementary measures. The
following subsections describe the techniques most often recommended in the literature and in standards.

A. Firewalls
A firewall filters traffic between network zones according to rules based on addresses, ports, protocols, and, in newer
products, applications and user identity. Firewalls are the first line of network defense and are effective at blocking
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unsolicited inbound connections and at separating sensitive segments from the rest of the network®. Official guidance
stresses that firewall policy must be documented, reviewed, and kept as restrictive as practical®. Their weakness is that they
can only judge what they can see: traffic allowed by policy, encrypted content, or an attacker already inside the perimeter
is largely outside their view.

B. Intrusion Detection and Prevention Systems

An intrusion detection system (IDS) monitors network or host activity and raises alerts, while an intrusion prevention
system (IPS) can also block suspicious activity automatically. Detection is either signature-based, which is accurate for
known attacks but blind to new ones, or anomaly-based, which can reveal novel behavior but produces more false
positives'”1%, Machine-learning methods are increasingly used to improve anomaly detection®, and NIST guidance
recommends planning for tuning, placement, and alert handling before deployment®2. Tuning and staffing matter as much
as the product itself, since an unread alert provides no protection.

C. Encryption

Encryption protects the confidentiality and, when combined with integrity checks, the authenticity of data at rest
and in transit. Modern symmetric ciphers and public-key protocols are mature and efficient®. Encryption does not stop an
attack by itself, however: if the keys are poorly managed, or an attacker steals valid credentials, the protection can be
bypassed. It also limits network inspection, so organizations must plan where traffic is decrypted and monitored.

D. Multi-Factor Authentication

Multi-factor authentication (MFA) asks for two or more independent proofs of identity, such as a password plus a
hardware token or a one-time code. This blunts credential theft because a stolen password alone is no longer enough®,
Comparative studies also show that passwords remain hard to replace because alternatives usually lose on deployability®*,
which is why MFA is often added on top of them. Not all factors are equally strong: codes sent by text message can be
intercepted or socially engineered®®, whereas phishing-resistant authenticators based on public-key cryptography give better
assurance. Usability and rollout cost remain the main obstacles.

E. Patch Management

Many successful attacks use vulnerabilities for which a fix already existed, as the WannaCry case showed. A
disciplined patch management process inventories assets, ranks vulnerabilities by risk, tests updates, and deploys them
within a defined time frame. In practice, legacy systems, operational downtime, and compatibility concerns slow the
process, so compensating controls such as network isolation are often needed while patches are pending®®.

F. Security Awareness Training

Since phishing and other social engineering target people, training is a core control rather than an optional extra.
Effective programs are short, repeated, and tied to realistic scenarios such as simulated phishing exercises, and they give
staff an easy way to report suspicious messages. Studies of embedded training, in which a user is taught right after falling
for a simulated phish, report better retention than static reading material®’. Training reduces risk but cannot remove it, so it
should be combined with technical filters and with a culture in which reporting a mistake is encouraged instead of punished.

G. Backup, Response, and Recovery

Offline or immutable backups, tested restoration procedures, and a rehearsed incident response plan limit the damage
when prevention fails. The NIST framework treats response and recovery as first-class functions alongside protection and
detection®, and detailed incident-handling guidance is available for building a response capability®®. These measures matter
most against ransomware, where a clean and recent backup can make the difference between a short disruption and a
prolonged crisis.

Technigue Advantages Limitations
Firewall Simple, mature; blocks unsolicited traffic; Blind to encrypted or insider traffic; rules
segments need upkeep
networks
IDS /IPS Detects known and unusual activity; IPS can block False positives; signature gaps; needs
in real time skilled analysts
Encryption Protects data at rest and in transit; supports Key management burden; does not stop
compliance credential misuse
MFA Neutralizes most password theft; widely supported [Weak factors can be bypassed; user friction
Patching Removes known vulnerabilities at the source Legacy systems; downtime; testing effort
Training Low cost; addresses the human factor Effect fades over time; cannot be the only
control
Backup & IR Enables recovery; limits ransomware leverage Does not prevent data theft; needs regular
testing

Table no 3: Advantages and Limitations of Prevention Techniques
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These controls become far more effective when they are layered. Defense in depth places independent barriers
between an attacker and the asset, so that a failure at one layer is caught by the next, an idea that traces back to classic design
principles such as least privilege and fail-safe defaults®®. Fig. 3 shows one way to arrange the controls discussed above,
moving from organizational policy at the outside to the data itself at the core.

r ~

Layer 1: policy, governance and user awareness

Laver 2: network security (firewall, IDS/IPS)

Layver 3: host and application security (patching, EDR)

Layer 4: identity and access (MFA, least privilege)

Layer 5: data (encryption, backups)

. J
. J
. .

Fig. 3: Defense-in-depth model: independent control layers from policy and awareness (outer) to data protection (inner).

V1. COMPARATIVE ANALYSIS AND CHALLEGES
A. Mapping Controls to Threats
Table no 4 maps each control to the threats discussed earlier using a qualitative rating (H = strong, M = partial, L =
limited) that reflects the literature reviewed here rather than a measured benchmark. The pattern is informative. No row is
strong across every column, and no threat is fully covered by a single control. Phishing is best countered by a combination
of training and MFA, ransomware by patching together with tested backups, and APTs by monitoring supported by
segmentation and strict access control.

Control Phish. Malw. Ransom. DoS APT
Firewall L M M M M
IDS / IPS L H M H M
Encryption L L M L M
MFA H M M L H
Patching L H H M H
Training H M M L M
Backup & IR L M H M M

Table no 4: Qualitative Effectiveness of Controls Against Threats

B. Technical Challenges

Attackers adapt faster than defenders can update rules. Zero-day vulnerabilities, encrypted traffic, cloud and mobile
environments, and the growing number of poorly secured Internet of Things devices all enlarge the attack surface and blur
the old network perimeter. Machine-learning-based detectors bring their own weakness, because inputs can be crafted to
evade them*°. Detection tools must also balance sensitivity against alert fatigue, since too many false positives lead analysts
to ignore real warnings?’.

C. Human and Organizational Challenges

Security measures that are hard to use tend to be bypassed. Staff who are asked to remember complex passwords,
approve frequent prompts, and complete long training modules may look for shortcuts. Organizations also face limited
budgets, a shortage of skilled security professionals, and dependence on third-party suppliers whose security they cannot
directly control. Security is also an economic problem: the party that could prevent a loss is often not the one who bears
its cost, which weakens the incentive to invest*’. Small and medium-sized organizations are particularly exposed because
they hold valuable data but lack dedicated security teams.

D. Regulatory and Compliance Challenges

Regulations differ across countries, and organizations that operate internationally must meet several breach-
notification and data-protection regimes at once?®2°. Compliance is necessary but not sufficient: an organization can satisfy
a checklist and still be vulnerable, so frameworks should be used as a basis for continuous risk management rather than a
one-time audit®.
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VII.FUTURE DIRECTIONS

Several developments are likely to shape the next stage of cyber defense. First, zero-trust architecture drops the
assumption that anything inside the network is trustworthy and instead verifies every request based on identity, device state,
and context*?, Second, machine learning is being applied to detection tasks such as spotting phishing, classifying malware,
and finding anomalies in network traffic. These models can raise detection rates, but they need good training data, regular
retraining, and protection against adversarial manipulation’>. The same technology also helps attackers write more
convincing phishing messages, which raises the importance of phishing-resistant authentication. Third, advances in quantum
computing threaten widely used public-key algorithms, and standards bodies have begun publishing post-quantum
cryptographic standards*®, so organizations should start inventorying their cryptographic dependencies now. Finally, closer
information sharing between organizations and with national agencies can shorten the time between the first sighting of a
new technique and the deployment of defenses.

VII1.CONCLUSION

This paper reviewed the main cyber threats of the digital era—phishing, malware, ransomware, viruses, DoS attacks,
and APTs—and the techniques used to prevent them. The comparison shows that every control has blind spots and that
every threat can find a gap in a single-layer defense. The most dependable approach is therefore a layered one that combines
technical safeguards, well-maintained systems, tested recovery plans, and a security-aware workforce, all governed by
continuous risk management. Future work could complement this qualitative review with empirical evaluation, for example
by measuring how combinations of controls perform against recorded attack scenarios, and by studying the effect of Al-
assisted attacks and defenses on the comparisons made here.
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