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I. INTRODUCTION 

Maintaining a proper chain of custody (CoC) is a fundamental need of any forensic investigation. Chain of custody refers 

to chronological documentation that tracks or records the collection, preservation, handling, transfer, analysis and storage of the 

evidence from the moment it was identified to it is presented in a court.  Any inconsistency in this process can compromise the 
integrity of the evidence affecting the admissibility of it. This applies to both physical and digital evidence as court highly values 

the credibility of custody records during trail.  

With the fast advancement of technology, modern investigations integrate digital evidence such as E-documentation, 

network logs, mobile data and media files. Various tools and technologies have been developed to help analyse the cyber incidents, 

tracing attacks and extract cyber evidence. However, despite prominent progress in forensic analysis technologies, the method 

used to preserve evidence integrity and maintaining chain of custody have not matched the pace. In various cases, evidence 

handling procedures continue to use old manual documentation practices.  

Blockchain technology, first introduced with Bitcoin in 2009, has showed strong potential in ensuring data integrity, 

immutability and transparency with decentralization. Despite its proven advantages, blockchain technology have not seen vast 

legal and forensic evidence management systems. In India, the use of blockchain for maintaining chain of custody is still in its 

foetal stages, with adoption limited to pilot implementations in a few regions such as Delhi and Andhra Pradesh. The majority of 
evidence handling across India continue to depend on manual records, which are vulnerable to tampering, loss and human error.  

An analysis of evidence-intensive judgments obtained from Indian legal databases including High Court and Supreme 

Court cases between the years 2018 and 2025, reveals that a major proportion of cases fail due to lapses in maintaining proper 

chain of custody. These lapses are observed in both physical and digital evidence handling, where documentation errors, 

inconsistent records and unverifiable integrity weaken the prosecution. Even in digital forensic, hash values are often 

recorded on manual paper, a practice that is questionable provided the availability of modern cryptographic and distributed 

technologies.  

Abstract: Chain of custody is one of the most vital aspects of any form evidence in the court of law. Even with strong evidence a case with 
violated chain of custody would always be inadmissible in any form of legal environment. Traditional methods of tracking evidence in India 

remain largely manual using physical documents or centralized, which opens them to the risks of alteration, mismanagement, or procedural 
lapses. Recent advancements in part of India such as Andhra Pradesh’s Interoperable Criminal Justice System (ICJS 2.0) with QR-code-based 
custody tracking and Delhi Police’s usage of blockchain for forensic samples, reflects significant progress toward digitalization. However, 
these initiatives address either physical or forensic laboratory evidence in isolation, leaving a gap in unified frameworks for both digital and 
physical evidence. This dissertation proposes a design and ready to use implementation of a Blockchain-Based Chain of Custody Framework 
for Digital and Physical Evidence with legally acceptable evidence verification. Hyperledger fabric is the underlying structure of this model as 
it provides permission based blockchain model where only authorized members can access it ensuring the confidentiality, immutability, and 
role-based access control system. Digital evidence like logs, images, memory dumps will be stored securely using cryptographic hashing in an 

off- chain storage with blockchain entries protecting their integrity. Physical evidence like weapons, DNA samples, hard disks will be registered 
or tagged with QR codes or RFID enabling digitalised control of physical evidence and automated update of custody each time the evidence is 
passed among investigators, court and labs which will be impossible to tamper with. This research is not just about digitalisation of evidence 
and usage of blockchain which is already in underway in parts of India, it also introduces the integration of both digital forensics with physical 

forensics as a single ecosystem. This project also touches about a possible usage of hybrid model using Ethereum and Hyperledger together in 

a theoretical way which might provide transparency of public network along with the privacy of the private network.   
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Traditional chain of custody documentation subjected to several limitations, including human error, intentional tampering, 

lack of real-tie transparency and poor scalability. These disadvantages become more liable in large-scale investigations involving 

various agencies and high volumes of evidence. In contrast, blockchain technology provides an immutable and tamper-free ledger, 

where once a record is submitted, it cannot be altered without breaking the chain thus any unauthorized modification attempt is 
instantly identifiable thereby preserving the integrity of chain of custody.  

A blockchain-based chain of custody framework enables real-time auditing and complete transparency into evidence 

handling activities. Authorized personnel can monitor and track current state of evidence, identify the custodian at any given 

moment and review the entire history. By adding role-based access control using smart contracts, access privileges can be precisely 

defined ensuring that only authorized person can perform specific actions. Additionally, cryptographic hash values can be securely 

linked with the evidence records, allowing integrity verification at every stage of transfer.  

The proposed blockchain-based chain of custody framework in this project addresses both digital and physical evidence 

management. By creating a digital footprint for physical evidence alongside native digital evidence handling, the system 

establishes a unified and robust evidence management ecosystem. This approach shows a significant improvement over existing 

outdated practices and has the potential to reduce the number of cases fail due to chain of custody lapses. The following sections 

of this paper further dives into existing challenges, review related work and present a detailed blockchain-based framework 

designed to enhance the integrity, transparency and legal admissibility of forensic evidence.  
 

II.PROBLEM DEFINITION AND MOTIVATION 

The effectiveness of forensic investigation relies on the ability to preserve evidence integrity and demonstrate an unbroken 

chain of custody. Despite various advancements in forensic science and cyber investigation tools, the mechanisms used to 

document and manage the chain of custody stuck at outdated manual method. Existing systems fail to adequately address modern 

forensic challenges, particularly in environments involving digital evidence, multi-agency coordination and large-scale 

investigations.  

2.1 Limitations of Traditional Chain of Custody Systems 

Traditional chain of custody systems majorly relies on manual documentation, which includes paper logs, handwritten 

registers, and static digital records stored in centralized databases. These methods are subjected to several vulnerabilities. Human 

errors during documentation like missing timestamps, incorrect entries or incomplete transfer records, can unintentionally 
compromise the custody trail. Additionally, centralized storage systems are prone to unauthorized modification, insider threats and 

data loss, creating a single point failure.  

Physical evidence handling further compounds these issues. Evidence often passes through several custodians-including 

investigating officers, forensic laboratories, storage facilities and courts. Making consistent documentation difficult to handle and 

maintain. Even minor lapses, such as failing to reseal evidence or record a transfer accurately, can result in serious legal 

consequences.  

 

2.2 Challenges in Digital Evidence Handling  

Digital evidence presents unique challenges compared to physical evidence due to its intangible nature and ease of 

duplication. In various current practices, digital evidence integrity is ensured by comparing computing cryptographic hash values 

at the time of acquisition. However, these values are often manually recorded and maintained separately from the evidence. This 

process is highly error prone and fails to provide continuous integrity verification throughout the evidence cycle.  
Additionally, digital evidence frequently undergoes multiple transfers between devices, analysts and storage system. Each 

transfer introduces potential risk, especially when custody records are not updated in real time. The lack of automated, tamper-

resistant tracking mechanisms makes it difficult to prove that digital evidence remained unchanged during transit and analysis.  

 

2.3 Legal and Operational Impact of Chain of Custody Failures 

Lapse in maintaining proper chain of custody have severe legal consequences. Courts require strict maintenance of 

evidence handling procedures to establish legality and admissibility. Any failure regarding evidence integrity can lead to exclusion 

of critical evidence thus weakening the prosecution’s case.  

Fundamentally, law enforcement agencies face increased administrative burden in managing custody records in traditional 

method. Audits require extensive verification efforts and reconstructing custody timelines becomes time-consuming and 

unreliable. These inefficiencies delay investigations and reduce overall system credibility.  
Observation from various Indian court cases highlight that even string forensic evidence, such as fingerprint or E-logs may 

be disregarded if chain of custody is insufficient. This shows that technological advancements in evidence analysis alone are 

inadequate without corresponding improvements in custody management systems.  

 

2.4 Motivation for a Blockchain-Based Approach 

The shortcomings of traditional chain of custody systems demands a technological solution that ensures transparency, 

immutability and accountability. Blockchain technology by default provides these properties through its distributed ledger 

architecture. Once data is recorded on the blockchain, it cannot be manipulated without detection, making it suitable for 

applications requiring high integrity assurance.  

A blockchain-based chain of custody framework enables automated, tamper-resistant recording of custody events. Every 

interaction with evidence like collection, transfer, or analysis can be securely logged with cryptographic timestamps and identity 

verification. This method ensured continuous traceability and eradicate reliance on manual documentation.  
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Additionally, blockchain supports role-based access control and non-repudiation which ensures that only authorized 

individuals can interact with evidence and that every action is attributable to a verified identity. When integrated with cryptographic 

hashing and hybrid storage mechanisms, blockchain provides a scalable and reliable solution for both digital and physical evidence 

management.  
The main motivation behind this project is to connect the gap between modern forensic analysis capabilities and outdated 

custody management practices by leveraging blockchain technology to create a secure, transparent and legally robust chain of 

custody framework.  

 

III.RELATED WORK 

3.1 Blockchain-Based Chain of Custody in Digital Forensics  

Many recent studies have explored the inclusion of blockchain technology into digital evidence management systems to 

address prevalent challenges related to integrity, transparency and trust. Lavin et al. (2025), in their study “An Analysis of 

Blockchain Solutions for Digital Evidence Chain of Custody”, examined how blockchain can elevate existing forensic standards 

such as ISO/IEC 27037, which governs the identification, collection, acquisition, and preservation of digital evidence. The research 

emphasized that blockchain-based custody records provide better integrity and tamper proof, thus enforcing the reliability of digital 

evidence in legal proceedings. Their research emphasises the potential of blockchain to complement current legal standards rather 
than replace them. 

Jogale et al. (2025) in “Maintaining Chain of Custody Using Blockchain,” done a systematic literature review to analyse 

blockchain integration in various industries and its applicability to chain of custody systems. Their research stated that blockchain-

based custody frameworks exponentially increase accountability and transparency, while also decreasing auditing time by 

approximately 35%. This research provides quantitative evidence supporting the gains achievable using blockchain-based custody 

management.  
 

3.2 Permissioned Blockchain Frameworks for Evidence Management  

Various researches have stated the suitability of permissioned blockchain platforms for forensic and legal environments. 

Nagamani (2025), in “An Implementation of Blockchain Technology in Crime Scene Evidence Management System,” proposed 

a Hyperledger Fabric-based framework for managing evidence. The research mentioned how traditional chain of custody practices 

are vulnerable to various factors. The use of Fabric’s identity management and smart contracts was shown to improve reliability 

and acceptability of evidence.  

Meral et al. (2025), “A Blockchain-Based Approach to Enhancing Transparency and Accountability in Cyber Security 

Incident Response and Digital Forensics,” proposed a permission controlled forensic framework including blockchain with 

incident response operations. The SecOpsChain model demonstrated how role-based access control and immutability in logging 
can increase accountability during investigations. This study reinforces the need of controlled access and identity driven 

authorization in forensic blockchain systems. 

Igonor (2025), in “The Application of Blockchain Technology in the Field of Digital Forensics,” gave a comprehensive 

look of blockchain integration in forensic applications. The study concluded that permissioned blockchain platforms are suited 

well for forensic environments due to their better identity management, access control and legal compliance. The paper further 

highlights that blockchain-based chain of custody improves legal admissibility by ensuring immutability and non-repudiation.  
 

3.3 Identified Research Gaps  

Even though the existing researches shows the effectiveness of blockchain in maintaining chain of custody, there are 

several gaps present. Most proposed frameworks mainly focus on digital evidence and do not address the inclusion of physical 

evidence within the same chain of custody ecosystem. Additionally, various studies remain conceptual or domain specific with 

weak practical backend implementation for real word scenarios.  

The proposed work addresses the mentioned gaps by providing a practical, permissioned blockchain-based chain of 

custody framework using Hyperledger Fabric that supports both digital and physical evidence, including role-based access control, 

and leave room for scalable evidence storage.  

 

IV.SYSTEM ARCHITECTURE 

This section presents the overall proposed architecture of the Blockchain-Based Chain of Custody Framework. The system 

is designed using a multilayered architecture that divides user interaction, application logic and blockchain infrastructure, 

increasing security, scalability and maintenance. The architecture leverages Hyperledger Fabric as a permissioned blockchain 

platform, incorporated with a backend service layer and a web-based frontend to facilitate forensic personnel.  

4.1 High-Level Architectural Overview  

At the high level, the proposed system contains four primary layers: 

1. User Interface layer (Frontend) 

2. Application Layer (Backend Services)  

3. Blockchain Layer (Hyperledger Fabric Network)  

4. Storage Layer (On-chain and off-chain Storage)  

Each layer performs a unique function while communicating securely with adjacent layers. This separation of concerns 
make sure that blockchain complexity is neglected from end users while preserving the integrity and immutability of chain of 

custody.                         
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Fig 1: High-Level System Architecture 

 

4.2 User Interface Layer (Frontend)  

The frontend layer provides a user-friendly web interface which allows only authorized personnel such as investigation 

officers, forensic analysts and supervisors to access the system. This layer is intentionally designed to remain independent of 

blockchain-specific operations.  

Key Responsibilities 

Evidence Submission  

Custody transfer  
Evidence status and history viewing  

Integrity verification  

Report submission  

 

4.3 Application Layer (Backend Services)  

The backend layer acts as the core processing and control unit for the system. It is designed using Node.js and serves as a 

trusted intermediary between the frontend and the blockchain network.  

Key Responsibilities  

Authentication and authorization of users  

Identity loading from Fabric wallet  

Fabric Gateway connection management  
Smart contract invocation and query handling  

Input validation and error handling  

Logging and audit support  

The backend uses the Hyperledger Fabric SDK to submit transaction and query the ledger. Each transaction is signed using 

a valid identity issued by the Fabric Certificate Authority thus ensuring non-repudiation and accountability.  

 

4.4 Blockchain Layer (Hyperledger Fabric Network)  

This layer is designed using Hyperledger Fabric, a permissioned blockchain framework designed for enterprise and 

regulated environments.  

 

4.4.1 Network Components  

The Fabric network consists of:  
 Peer Nodes operated by participating organizations 

 Ordering Service responsible for transaction sequencing  

 Certificate Authority (CA) for identity issuance  

 Membership Service Provider (MSP) for identity validation  

 Channel for secure data isolation  

 Smart Contracts (Chaincode) defining evidence logic 

Each organization have its own MSP, enabling organization-level identity separation and access control. 

 

4.4.2 Identity Management Using CA and MSP  

Identity management is a vital component of the architecture. The Fabric Certificate Authority issues digital certificates to 
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all users and network components. These certificates are used to authenticate transaction and enforce access control.  

The MSP verifies identities and maps them to organizational roles. This ensures that:  

 Only authorized users can interact  

 Every action is traceable to a verified identity  
 Unauthorized access attempts are not possible 

 

4.5 Smart Contract (Chaincode) Layer  

Smart contracts contain the business logic for chain of custody enforcement. The chaincode is deployed on the Fabric peers 

and executes deterministically across endorsing nodes.  

Functions: 

Evidence creation and submission  

Custody transfer  

Evidence query and retrieval  

Custody history reconstruction  

Integrity verification support      

                

 
Fig 2: Smart Contracts Execution 

 

4.6  Storage Layer: On-Chain and Off-Chain Storage  

  To address the potential scalability concerns associated with vast amount of digital evidence files, the proposed system 

adopts a hybrid storage architecture.  

On-Chain Storage  

 Evidence metadata 

 Cyptographic hash values  
 Custody transfer records  

 Timestamps and identity references 

 

Off-Chain Storage 

 Large digital evidence files (e.g; logs, videos, other media files)  

 Physical and digital evidence snapshots at various custody stages. 

  Only the hash and reference of off-chain evidence are stored on the blockchain. This allows the integrity verification 

without overloading the ledger with large data.  

 

4.7  Transaction Flow within the System  

The transaction flow follows Hyperledger Fabric’s execute-order-validate model:  
 The frontend initiates a request  

 The backend authenticates the users  

 A transaction proposal is sent to endorsing peers  

 Smart contract logic is executed  
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 Endorsements are collected  

 The ordering service creates a block  

 Peers validate and commit the transaction  

 Ledger and world state is updated  
This process ensures consistency, fault tolerance, and tamper resistance.  

 

 
Fig 3: Transaction Flow 

 

4.8 Architectural Advantages  
The proposed system architecture offers several advantages:  

Strong identity-based access control  

Tamper-resistant evidence records  

Clear separation of concerns  

Scalability using off-chain storage  

Compatibility with legal and forensic requirements 

  By integrating permissioned blockchain infrastructure with layered application design, the architecture provides a robust 

foundation for a secure and transparent chain of custody management.  

 

V.PROPOSED FRAMEWORK AND METHODOLOGY 

This part describes the proposed blockchain-based chain of custody framework and the methodology used to ensure secure, 

transparent and tamper-proof evidence management system. The framework incorporates permissioned blockchain infrastructure, 
identity-based access control, smart contracts, cryptographic techniques and receipt-based custody acknowledgment model to 

maintain the integrity of both physical and digital evidence throughout the lifecycle.  

 

5.1 Design Objectives  

The proposed framework is designed with the following objectives:  

 To ensure immutability of evidence after submission  

 To maintain a verifiable and continuous chain of custody  

 To enforce identity-based accountability for all evidence interaction  

 To support both physical and digital evidence within a unified system  

 To provide receipt-based confirmation for every custody transfer 

 To provide real-time auditability for higher authorities  
 To achieve scalability using hybrid storage system 

These objectives directly address the disadvantages identified in traditional chain of custody systems. 

 

5.2 Identity Management and Access Control  
Identity management is a foundational element of the proposed framework. The system uses Hyperledger Fabric 

Certificate Authority (CA) to issue cryptographic identities to all participants, including investigating officers, forensic analysts 

and supervisory officer.  

Each identity is associated with a Member Service Provider (MSP) corresponding to the participant’s organization. This 

enables organization-level segregation and controlled participation in the blockchain network. Transaction submitted to the 

blockchain are digitally signed using the corresponding certificate thus ensuring authentication, authorization, and non-

repudiation.  
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Role-based access control is enforced at the smart contract level, ensuring that:  

 Only authorized roles can submit new evidence  

 Custody transfers are restricted to permitted entities 

 Unauthorized actions are rejected at base level 

 

5.3 Evidence Data Model  

  The evidence data model is designed to record important metadata required for forensic validation and legal compliance 

for both digital and physical evidence. For digital evidence, the data model includes hash values generated directly from the 

evidence content at the time of submission and for physical evidence, the framework generates a hash at the time of submission 

using combination of information associated with the evidence. Each evidence record includes:  

 Using evidence identifier  

 Evidence type (Physical or digital)  

 Cryptographic hash value (for both digital and physical evidence)  

 Current custodian identity  

 Timestamp of registration  

 Location and handling metadata  
 Chain of custody transfer history  

 Off-chain reference (for digital evidence or supporting physical evidence)  

By generating and storing hash values for both evidence types, the proposed framework ensures uniform integrity enforcement.  

 

5.4 Smart Contract-Based Evidence Lifecycle Management  

Smart contracts (chaincode) implement the complete lifecycle of evidence management within the proposed framework.  

The evidence lifecycle consists of the following stages:  

 Evidence Submission- An authorized user submits the evidence details. A cryptographic has is generated and the submitting 

entity is registered as the initial custodian.  

 Custody Transfer Initiation- The current custodian initiates a transfer request specifying the intended receiving entity.  

 Custody Acknowledgment (Receipt Generation)- Upon successful execution, the smart contract records the receiving entity 
as the new custodian with timestamp, identity and transfer metadata. This record serves as a digital custody receipt, confirming 

acceptance of responsibility.  

 Ledger Commitment- The custody receipt is immutably stored on the blockchain ledger as part of the evidence permanent 

history.  

 Audit and Verification- All lifecycle events, including custody receipts, remain permanently available for audit and legal 

verification.  

 

 
Fig 4: Smart Contract interaction 

 

5.5 Chain of Custody Workflow with Receipt-Based Confirmation 

  The chain of custody workflow is designed to make sure that no transfer occurs without explicit acknowledgment thus 

preventing undocumented or disputed custody changes.  

The workflow proceeds as follows:  

 An authorized custodian initiates an evidence transfer using the web application. 
 The backend validates the identity and role of the requesting user.  

 A transaction proposal is submitted to the blockchain network.  

 The smart contract verifies current ownership and authorization.  

 Upon proper validation, the transfer is executed and the receiving party is recorded as the new custodian  
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 A custody receipt entry is generated capturing:  

 Previous owner identity 

 New oner identity 

 Timestamp 

 Evidence identifier 

 

 
Fig 5: Receipt-Based Chain of Custody Workflow 

 

5.6 Cryptographic Integrity Assurance  

Cryptographic techniques are used to ensure continuous integrity verification of evidence. During evidence submission, 

hash values are generated and stored on the blockchain.  

For digital evidence, integrity verification is performed using recomputing the hash from the stored retrieved evidence 

content and comparing it with the on-chain hash. For physical evidence, integrity verification is achieved by recomputing the hash 

from the recorded metadata and comparing it with original submission hash.  

Any discrepancy immediately indicates potential tampering.  

 

5.7 Hybrid On-Chain and Off-Chain Storage Strategy  
To address scalability and storage constraints the proposed framework uses a hybrid storage approach. Evidence metadata, 

hashes, receipts and identity references are stored on-chain while large digital and supporting files are maintained off-chain.  

This approach balances performance, scalability and security without excessive ledger growth.  

 

V1. SYSTEM IMPLEMENTATION AND DEPLOYMENT 

This section explains the practical implementation and deployment aspects of the proposed blockchain-based chain of 

custody framework. It focuses exclusively on the technologies, configurations and deployment procedures used to realize the 

system explained in the previous sections  

 

6.1 Block chain platform and Network Configuration  

The system is implemented using Hyper ledger Fabric, a permissioned blockchain platform suited for regulated forensic 

environments. The network consists of multiple organizations, each maintaining different peer nodes and Membership Service 
Provider (MSPs). An ordering service is configured to ensure deterministic transaction ordering and ledger consistency across all 

peers.  

 

6.2 Certificate Authority and Identity Setup  

Identity Management is handled through Hyperledger Fabric Certificate Authority (CA). Organizational administrators 

and application users are enrolled using CA services, and their cryptographic credentials are securely stored in application-

managed wallets. These identities are used to digitally sign all the blockchain transfer thus ensuring authentication, authorization 

and non-repudiation.  

 

6.3 Channel Creation and Access Control  

A dedicated Fabric channel is created to isolate the evidence related transaction within authorized organization. Channel 
policies define endorsement requirements and access control rules which ensured that only approved entities can submit, endorse 

or query transaction related to evidence custody.  

 

6.4 Smart Contract Deployment  

The chain of custody core logic is implemented as JavaScript-based smart contract (chaincode). The chaincode is 

packaged, installed, approved and committed using Fabric’s lifecycle management process. Once deployed, the smart contract 

enforces evidence submission, receipt-based custody transfer, integrity verification and audit trail generation.  

 

6.5 Backend Integration  

A Node.js backend application integrates with the Fabric network using the Fabric Gateway API. The backend loads user 

identities, submits transaction proposals, processes endorsement responses and retrieves ledger data. This layer abstracts 

blockchain complexity from user-facing applications whole maintaining secure interaction with the chain of custody network.  
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6.6 Web Application Interface  

A web-based frontend application is implemented to provide authorized users with an intuitive interface for interacting 

with the blockchain-based chain of custody system with ease. The fronted enables users to perform key operations such as evidence 

submission, custody transfer with receipt generation and acknowledgement, evidence query, and audit trail visualization without 
direct exposure to blockchain-specific complexities.  

All user actions initiated through the frontend are securely transmitted to the backend using RESTful APIs. The frontend 

itself does not manage cryptographic keys or interact directly with the blockchain network, thereby preserving security while 

enhancing user convenience. The web application serves as a practical validation layer for the proposed framework and facilitates 

real-world interaction with the system.  

 

6.7 Technology Stack Overview  

The proposed system is implemented using a combination of modern web technologies and a permissioned blockchain 

framework. Hyperledger Fabric is used as the core blockchain platform, supported by Fabric Certificate Authority for identity 

management. Smart contracts are developed using JavaScript. A Node.js backend integrates with the blockchain network through 

the Fabric Gateway API. The frontend is implemented as a web application using Handlebars to enable user interaction. Off-chain 

storage is done using AWS for scalable evidence storage while cryptographic hash functions ensure data integrity.  
 

VII. RESULT AND EVALUATION 

This section emphasizes the effectiveness of the proposed blockchain-based chain of custody framework through 

functional validation and practical system execution. The evaluation mainly focuses on verifying whether the system satisfies its 

design objectives, including evidence integrity, custody traceability, accountability, and auditability. Validation is performed using 

the implemented backend services, smart contracts and web-based frontend application.  

 

7.1 Functional Validation of the Proposed Framework  
The function validation aims to confirm whether each core operation of the system behaves as intended and enforces chain 

of custody requirements correctly.  

 

7.1.1 Evidence Submission Validation  

Evidence submission is validated by submitting both physical and digital evidence using the web application interface. 

Upon submission, the system successfully records the evidence metadata, generates cryptographic hash values and assigns the 

submitting user as the initial custodian. The evidence record is immutably stored on the blockchain ledger.  

This process confirms that the system correctly initializes the chain of custody and establishes a trusted baseline for the 

following custody events.  

  

 
Fig 6: Submit Evidence 

 

7.1.2 Custody Transfer and Receipt Validation  

Custody transfer functionality is validated by transferring evidence ownership from one custodian to next. Each transfer 

operation triggers smart contracts execution that verifies authorization and records the receiving entity as the new custodian. A 

custody receipt entry is generated and committed to the blockchain ledger, confirming acknowledgement of custody acceptance.  

This receipt-based confirmation ensures non-repudiation and eliminates ambiguity regarding evidence responsibility at 

any stage of custody.  
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Fig 7: Custody Transfer and Reciept Validation 

 

7.1.3 Chain of Custody History Retrieval  

The system supports retrieval of the complete chain of custody history for any evidence item that is submitted. Validation 
confirms that all custody events including initial submission and subsequent receipt-based transfer are accurately reconstructed in 

proper chronological order.  

This capability enables investigators and legal authorities to audit evidence handling transparently and verify the continuity 

of custody without reliance on manual documentation.  

 

 
Fig 8: History View as Police and Forensic 

 

7.1.4 Integrity Verification Results  
Integrity verification is validated by recomputing cryptographic hash values and comparing them with the hashes stored at 

the time of evidence submission. For digital evidence, the content hash remains consistent across custody transfers, indicating no 

tampering. For physical evidence, the integrity of descriptive and contextual metadata is preserved using hash comparison.  

Any modification to evidence records or metadata results in a detectable mismatch, demonstrating the effectiveness of 

cryptographic integrity execution.  

 

7.2 Web Application-Based System Validation  

The web-based frontend application serves as a prime validation layer for the proposed framework. Authorized users are 

able to perform all proposed core operations such as evidence submission, custody transfer, query and validation without any direct 

interaction with blockchain components.  

The frontend successfully abstracts blockchain complexity while keeping security by delegating all cryptographic and 
transaction-handling responsibilities to the backend. This confirms the system’s users-friendly access in real-world forensic 

environments where users may not possess blockchain expertise.  

 

7.3 Evaluation Against Design Objectives 

The system is evaluated against the design objectives defined earlier in the study.  

 

Design Objective Evaluation Outcome 

Tamper-proof evidence records Achieved using immutable blockchain ledger 

Continuous chain of custody Achieved through receipt-based custody logging. 

Identity-based accountability Done through Certificate Authority (CA) and Member Service Provider (MSP) 

Integrity verification Achieved using cryptographic hashing 

Auditability Enabled via full custody history retrieval 

Scalability Supported via hybrid storage 
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7.4 Discussion of Results 

The evaluation results demonstrate that the proposed framework effectively dealt the shortcomings of the traditional chain 

of custody systems. The integrity of blockchain technology ensures that evidence handling events are recorded immutably and 

transparently. Receipt-based custody acknowledgement further emphasize accountability by explicitly recording custody 
acceptance.  

The web application validation confirms that the system is not just conceptual but practically deployable with proper 

functionality. By combining usability with strong security guarantees, the framework demonstrates suitability for real-world 

forensic and legal applications.  

 
VIII. CONCLUSION 

Maintaining a proper and verifiable chain of custody is a predominant requirement in forensic investigations, as the 

integrity and admissibility of evidence depends heavily on it. Traditional chain of custody practices, which rely on manual 

documentation and centralized record management, are not reliable for handling modern digital and forensic evidence. Such 
approaches are prone to human error, tampering, lack of transparency and struggles in maintaining consistent custody during 

judicial trail.  

This work presented a blockchain-based chain of custody framework using Hyperledger Fabric to address these challenges 

effectively in a secure and robust manner. The proposed system integrates permissioned blockchain infrastructure, certificate 

authority-based identity management, smart contract automation, cryptographic hashing and a receipt-based custody 

acknowledgement mechanism. By immutably recording every evidence-related event on a distributed ledger, the framework 

ensures a proper transparency, accountability and redundancy throughout the evidence lifecycle.  

The implementation and evaluation results shows that the system effectively enforces continuous chain of custody for both 

digital and physical evidence. Cryptographic hash generation for all evidence types enables integrity verification at every stage of 

handling, while receipt-based custody transfer ensures redundancy. The web-based frontend further enhances the user interaction 

with the system without depth knowledge of blockchain. Together, all these features exponentially improve the legal defensibility 

of forensic evidence and reduce the risk of custody-related disputes.  
Overall, the proposed framework bridges the gap between modern forensic evidence analysis and outdated custody 

management practices. By providing a secure, transparent and future proof solution, this work contributes towards improving the 

trust in forensic process and enhancing the reliability of evidence presented in court.  
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