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Abstract: The article describes how the digital wallet called Paze has been created by JPMorgan to help with e-commerce cart
abandonment. The Paze wallet involves a product known as a "Bank-to-Wallet" ecosystem, which allows for an automated way to provision
e-commerce retailers through automated provisioning services. There are over 150 million pre-loaded payment cards that use the platform.
In addition to describing the technical implementation and architecture of the underlying backend microservices for the Paze wallet (Java
21 and Spring Boot), the paper will discuss how the wallet receives bank-verified funding sources (i.e., payment cards) through two types
of services, known as Bulk Provisioning and Auto-Provisioning Services. These services will allow for the management and secure
population of the wallet with bank-verified funding sources. There is also an associated Business Rule Engine that was created for use with
the Paze wallet and uses the Drools rule engine in order to decouple variable eligibility logic from core transactional processing; thereby
allowing for real-time updates without requiring system downtime. The transition from conventional on-premise technology to a cloud-
native AWS architecture has been implemented successfully, providing a 30% increase in operational efficiency and maintaining a 99.99%
system uptime. As a by-product of the process of implementing network tokenization, the paze wallet replaces sensitive 16-digit credit/debit
card numbers with secure tokens (i.e., preventing the storage of card numbers within the Paze application) preventing credit/debit card
fraud in connection with e-commerce transactions. Based on these metrics, it has been demonstrated that the average time to complete a
checkout using the Paze wallet is less than 51 seconds, effectively addressing the 70% U.S. e-commerce cart abandonment concern.

Keywords: Digital Wallet, Network Tokenization, Microservices Architecture, Cloud-Native Computing, Payment Processing, Business
Rules Engine, High-Concurrency Systems.

LINTRODUCTION
Challenges persist within the digital payments landscape, including ecommerce conversion rates of only 30%. Reasons
why consumers exit without completing the purchase include a checkout process that requires consumers to manually enter an
excessive amount of data (16-digit card numbers, billing addresses, verification codes)). Furthermore, the manual entryprocess
represents friction to consumers using mobile devices. Merchants also need to meet PCI compliance requirements and mitigate
potential fraud while at the same time offer banks with the necessary ability to administer fees and maintain full visibility of their
clients within an ecosystem that is primarily dominated by technology-based wallets [1][3].

Paze was created as a solution to these interplay of interrelated challenges. It was born from the collaboration of major
financial institutions in the U.S. (EWS, JPMorgan Chase, BofA, and Wells Fargo) to support a bank-facilitated wallet model as a
complement to digital payment methods offered by technologically-based wallets (which require the consumer to set up an account,
as well as load payment credentials manually into each technology wallet) [4][10].

It was within this context that I served as the core technical authority for this project at JPMorgan Chase during Phases 1
and 2, including the development of backend systems to facilitate said paradigm shift. This article will highlight my science-based
engineering and architectural decisions, implementation methodologies and engineering innovations to develop the Paze payment
wallet. Paze's platform is founded on three technical pillars: an interoperable microservices architecture designed for high
throughput transaction processing; automated services to facilitate the secure onboarding of millions of bank-authenticated
credentials; and tokenized networks that replace sensitive card data with transaction-specific secure tokens [2].

The importance this project has is beyond just technology — it has a macro economic impact. With a goal of recovering
billions of dollars in lost revenue for U.S. merchants by reducing friction within the checkout process, Paze will also provide banks

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 60l |Page


http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.doi.org/10.59256/indjcst.20240302026
http://www.indjcst.com/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.59256/indjcst.20260502068&domain=pdf

Architecting a National Bank-to-Wallet Ecosystem Engineering Paze for High-Scale, Secure E-Commerce Transactions

the security and authorization associated with banks. This paper will serve as a contribution to the body of knowledge regarding
financial technology architecture by providing practical examples of implementing large-scale wallet systems and how to apply
business rules engines for financial eligibility logic, burst computing methodologies to facilitate spikes in transaction volume and
observability frameworks to provide for high reliability in mission critical systems [5].

ILLITERATURE SURVEY
2.1 Digital Wallet Evolution and Market Dynamics

Digital wallets are evolving substantially since PayPal was introduced in late 1990's. The introduction of Apple Pay in 2014
caused a major transition towards mobile-based payments and tokenization. The current digital wallet environment is being
dictated by technology provider platforms, with Apple Pay dominating approximately 92% of the mobile walletmarket in the
United States. PayPal has a market share of 71% among U.S. adult users. However, 82% of Americans trust their bank more than
any other payment application for its security features (E.v, a banking institution; D.a.d, a merchant). These statistics suggest an
opportunity for providers to work closely with banks to provide their customers, an option for a bank-supported digital wallet [3].

2.2 Checkout Friction and Cart Abandonment

It is widely recognized within the e-commerce sector that the complexity of the checkout have a strong correlation between
infrastructure. Research reviews have consistently shown that online shopping statistics show approximately 70% of all online
purchases are not completed due to issues related to entering card manually, needing to create an account and filling out long forms
(i.e. they aborted the transaction). A study completed by PayPal demonstrated that optimally designed guest checkouts can reduce
transaction times from 2.5 minutes to less than 1 minute and that implementing this can increase overall conversions [3][5].

2.3 Tokenization in Payment Security

Network tokenization is an important new development in payment security systems. Network-issued tokens differ from
proprietary tokenization models, which operate within the merchant's environment. They are issued by payment networks (e.g.,
Visa's Token Service, Mastercard's Digital Enablement Service) and retain a two-way mapping to the Funding Primary Account
Number (FPAN). Benefits include that tokens can be provisioned and managed without physical card data; tokens are updated
automatically when physical cards are replaced; and if a token is compromised, deactivation of the token will not impact the
underlying account [2].

2.4 Microservices in Financial Systems

Financial services have increasingly embraced microservices architecture across industries in order to address the
limitations of centralized processing systems. Major benefits of microservices include independent deployment, diversity in
worship technology, and alignment of business units. However, ongoing research challenges include the management of distributed
transactions, maintaining consistent operations across multiple microservice copies, and the complexities associated with operating
in a distributed manner across many geographically dispersed data sources.

2.5 Cloud-Native Payment Infrastructure

The adoption of cloud technology by financial services is being accelerated due to its need for fast scalability, geographical
reach and reduced costs. Burst computing, which allows for a temporary increase in resources and/or capacity to accommodate
spikes in activity/transaction volume, is especially important for those businesses whose payments process through promotional
periods and/or during peak shopping activity (typically around major holidays).

IHNL.METHODOLOGY
3.1 System Architecture Overview
The paze platform makes use of a domain driven microservices architecture, and it is hosted on Amazon Web Services
(AWS). The architectural design principles are parallely scalable, fault isolated, and independently deployable business
capabilities. The core services include the provisioning service, transaction processing service, tokenization service, and business
rules engine, which can be seen in figure 1 below:
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Figure 1: High-Level System Architecture
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3.2 Backend Implementation Technologies

We are using Java 21 to implement microservices because of its better performance features, capability to create virtual
threads for better concurrent operation, and a much longer support life expectancy. The Spring Boot framework enables us to use
Dependency Injection, manage our configuration, and allow us to integrate with all other related Spring-based applications in a
cohesive manner. Virtual threads will allow us to handle thousands of concurrent API requests efficiently without the complexity
that comes with creating pools of traditional threads.

API Contracts are defined using the OpenAPI Specification (Swagger) and will be produced as a result of joint application
design (JAD) sessions with our users / stakeholders. This will ensure we build the systems according to both the user’s business
requirements and engineers’ technical design while providing both client APIs and documentation for use by our customers.

3.3 Provisioning Services Architecture

The provisioning subsystem plays a vital role within the Paze architecture as well as enabling wallet provisioning on a large
scale with the implementation of both of the following services which provide complementary functionality.

1. Bulk Provisioning Services: A method of bulk loading cardholder data (credentials) into wallets through data that is encrypted;
this service consumes any batch files sent by financial institutions containing cardholder data. Main technical details of this service
include:

a. Idempotency; allows for re-delivery of files without generating duplicates.
b. Parallel file processing and file partitioning to maximize throughput.
c. Dead letter queues for failed records and automated retry processes for failed records.

d. Audit logs for regulatory purposes.

Auto Providing Services: A real-time service to instantaneously provision newly issued or activated cards within minutes of the
associated financial institution updating their systems. This service listens to bank event feeds (via secure Kafka topics) and
instantly updates wallets. As a result of this service's capabilities, there will never be a situation in which consumers have no access
to newly issued cards for Paze transactions.

The business rules engine implementation of financial eligibility presents challenges resulting from the ever-changing
nature of financial eligibility and the importance of the business rules engine for financial institutions. In addition, card eligibility
is determined in part by the type of card (credit/debit/prepaid), the issuer, geography, regulatory status and the exclusion of the
merchant category from eligibility. Subsequently, all of these rules must be hard coded because of the requirement for financial
institutions to upload the application often so there is a high degree of risk associated with this method.

The solution to this challenge is Drools, an open source rules engine that separates the card eligibility rules from core
system code. The rules are defined in a Domain Specific Language (DSL) and stored outside of the application allowing for real
time updating of rules and no scheduled downtime to the system. The rule architecture consists of:

Fact models that define the context of the transaction (i.e. card attributes, merchant information, consumer profile).
o Rules templates for common eligibility patterns and rules.

e Decision Tables for complex eligibility in a multi-dimensional matrix format.

e Rule versioning with canary deployment capabilities.

By using this method, Drools reduced the time needed to deploy rules from weeks to just a few minutes, while eliminating
rule deployment related incidents during deployment.

3.5 Cloud-Native Transformation
The migration from an in-house infrastructure to Amazon Web Services (AWS) was done in stages, implementing product
functions over time while ensuring that production systems remained stable. The main architectural decisions made in this
migration are as follows:
e Compute Strategy: Each of the services is deployed as a container on Amazon EKS (Elastic Kubernetes Service), and all
services have horizontal pod autoscaling based on custom metrics metrics such as queue depth and request latency.
e Data Architecture: The data architecture for this application consists of a polyglot persistence model. That is, each of these
types of databases will be used in the data architecture:

v" Amazon RDS for PostgreSQL will be used to store transactional data that has strict consistency requirements,
v" Amazon ElastiCache will be used for Redis for session storage and rate-limiting counters.
v" Amazon S3 will be used to store audit logs and batch process artifacts.

e Network Tokenization Integration: The tokenization service interfaces with the visa token service (vts) and the mastercard
digital enablement service (MDES) to allow users to exchange their FPANs for network tokens, and to perform the following:

v' Secure key management using AWS KMS;
v Managing the entire token lifecycle (i.e., provisioning, suspension, resumption);
v’ Validating cryptograms when a transaction is approved.
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e Observability Framework: Critical services require the highest level of observability, and as such, the observability
framework is made up of:

v Splunk provides centralized logging with real-time alerts;

v Prometheus will be used for metrics collection and aggregation;

v" Grafana will provide dashboard visualization;

v" Terraform will be used for infrastructure as code to maintain a consistent environment,

In addition, due to the proactive monitoring of anomalies and the automatic remediation of outages through the
observability framework, the application has kept a 99.99% uptime record.

IV.RESULTS AND PERFORMANCE METRICS
4.1 Scale Achievement

The Paze platform enabled more than 150 million credit and debit cards to be provisioned from financial institutions that
participated . The initial provisioning load was processed completely through the bulk provisioning service with no loss of service
availability showing how scalable the batch architecture is. The Auto-Provisioning services are now processing millions of
incremental updates monthly keeping wallets fresh [10].

4.2 Performance Engineering Qutcomes

As part of the performance testing, we focused primarily on measuring how long it took for customers to checkout. The
optimized system gives you the ability to complete your checkout experience in less than 51 seconds from the time you select your
payment method until you receive an order confirmation. This is a significant performance increase compared to the more
traditional guest checkout experience, which required entry of card information manually (with an average time to complete being
about 2.5 minutes in similar testing).

4.3 Operational Efficiency
Refactoring cloud natively yields measurable improvements in efficiency:

Metric Pre-Migration Post-Migration Improvement
Compute C(.)St per Baseline 30% reduction 30% efficiency gain
y g
Transaction
Deployment Frequency Monthly Weekly 4x increase
Mean Time to Recovery . . 0 .

(MTTR) 45 minutes 12 minutes 73% reduction
Environment Provisioning 2 weeks 2 hours 98% reduction

Table 1: Pre-Migration vs. Post-Migration State

CostPerTransactionOverTime

15%

BeforeCloudMigration [100]
50% AfterCloudMigration [70]

CostReduction [30]
35%

Figure 2: Operational Efficiency Metrics

4.4 Transaction Success Rates
Production monitoring provides an overview of success metrics that have been identified through system usage. Success
metrics include:
v" Tokenization: 99.97% of token requests are processed successfully;
v Authorisation rates: transactions processed through Paze show authorization rates equal or greater than those for card present
transactions; and
v’ Dispute rates: tokenized transactions have lower dispute rates compared to those transactions without a cryptographically
verified method for authenticating the consumer.
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4.5 Security Impact
Merchants can decrease their PCI compliance liability and improve their overall security through the use of network tokens.

Satisfaction can be measured across several metrics:

e Fraud Reduction: Based on preliminary findings, network tokenization significantly decreases the amount of fraud experienced
by merchants engaged in manually entering CNP transactions;

e Token Lifecycle Management: Makes it possible to maintain payments with no impact to consumer behavior due to the
automatic updating of tokenized numbers for reissued cards;

e Data Breach Impact: If a merchant’s data is breached regarding the tokens, there are no usable tokens that can be used to
complete further purchases without access to the encryption keys used to generate them.

V.DISCUSSION
5.1 Architectural Implications
Paze's architecture for bank-run digital wallets shows that there is viable competition where technology platforms are
dominant. There are several architectural decisions worth discussing.

e Microservice vs Modular Monolith: Microservice architecture allowed for the independent scaling of the provisioning
subsystem during the initial load; however, it created additional complexity with the management of distributed transactions.
This was addressed by the uses of saga patterns, event-driven consistency, and foregoing hard coded distributed transactions.

e The advantages of a Rules Engine: The Drools-based Business Rules Engine provided a higher level of agility than
anticipated. As of six months after the start of business operations, the business had deployed 47 rule updates with zero
production incidents. This frequency of change would be nearly impossible if logic were hard coded. This capability proved to
be extremely helpful for onboarding merchants with different requirements.

e The challenges with tokenization: Although network tokenization provides a higher level of security than transaction tokens
do, the complexity of implementation is not trivial. There are multiple token service providers (Visa, Mastercard, Discover,
and AMEX) to whom the team must maintain active relationships with separate API’s and integration requirements. The
abstraction layer for the functional team standardized the interaction with the token service provider behind one interface.

5.2 Competitive Positioning

Paze is launching into a competitive digital wallet space and signs early on suggest there will be opportunities for
differentiation within the segment. The trust of consumers during a time when only banks can build trust with consumers is
important and relevant because according to a recent study 82% of consumers surveyed felt more comfortable with payment
systems that have been developed by Banks. In addition, Paze is reducing the "cold start" problem associated with new wallets by
provisioning existing cards immediately to provide value to consumers and not requiring any manual data entry from the consumers
themselves [3].

In the end, how successful Paze will be is going to depend on how many merchants adopt the platform. Paze's integrations
with payment processors such as Fiserv, Nuvei and GoDaddy make it easier for merchants to accept Paze payments, but for
consumers to build habits around using Paze, it must become ubiquitous relative to Apple Pay or PayPal. Paze has an advantage
over other wallets due to being gateway agnostic and not having additional merchant fees however, building network effects will
require the ability to continue to have sustained execution through merchant adoption [S][11].

5.3 Regulatory Considerations

Paze operates under the supervision of the bank, which means it is regulated by banking regulators. Because Paze is linked
to Zelle, and is a part of the EWS system, it is subject to scrutiny over consumer protection issues. Paze has built-in compliance
features such as audit logs, controlled dispute processes, and reporting to regulators, making it easier to comply with regulations

[4][6].

5.4 Limitations

There are limitations to this study including lack of generalization across institutions and lack of consideration of consumer
decision-making time; only measurement in relation to this study was associated with each part of the transaction and subsequently
all were performed in isolation without consideration to the characteristics associated with being a consumer or alternative means
of verifying identity through different methods of authentication (such as phone, face ID, fingerprint). Furthermore, longer periods
of observation are needed to achieve statistical significance for fraud reduction analysis.

VII.CONCLUSION
In this article, the author describes the architecture and implementation of Paze, a digital wallet functional for banks, to
solve the friction experienced during e-commerce checkout. Paze offers several innovative features, including automated
provisioning service that will fill the wallet with bank-verified payment cards, inclusion of a business rules engine based on Drools
for the agile management of eligibility logic, and a cloud native infrastructure that allows for burst computing.

The results show that bank-based digital wallets can provide technical performance equal to the technology-based
platforms, while leveraging the trust of institutions and existing relationships with customers. Furthermore, the ability to access
over 150 million payment cards, and to complete checkout in less than 51 seconds for each transaction, means that Paze provides
a direct solution to the 70% cart abandonment problem faced in US e-commerce.
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Several opportunities are available for future work based on the findings of this research. First, integrating machine learning
for the purpose of fraud detection would improve the level of security, as well as reduce the risk of false positive results. Second,
expanding to point-of-sale environments through connection to physical merchant terminals will increase the value of the digital
wallet. Third, adding capacity for cross-border transactions will support the increasing volume of international e-commerce.\

The Paze initiative shows that financial institutions can, through a cloud-native architecture and implementation of modern
engineering practices, develop and implement innovative new solutions to improve the overall experience (UX) of their customers.
The Paze project demonstrates how the institution's inherent trust combined with the expectations of users today will allow
Institution's XX to successfully lead a digital transformation in the financial services303.
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