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I.INTRODUCTION 

As social media has quickly developed and artificial intelligence has evolved, deepfakes have become a real technological 

as well as societal issue. Deepfakes utilize the most advanced AI methods to create exceptionally realistic face-swapped clips 

that may be used in numerous ill ways such as propagating political disinformation, creating false terror attacks, practicing 

blackmail, and disseminating revenge pornography. The capability to create plausible video material raises serious challenges to 

digital authenticity and public confidence. To offset this emerging threat, our project offers an AI-driven DeepFake Detection 

System with high accuracy in discerning genuine from fake videos. The system involves a hybrid deep learning structure by 

integrating ResNeXt Convolutional Neural Networks (CNNs) to extract spatial features and Long Short-Term Memory (LSTM) 

networks for detecting temporal discrepancies between frames in a video. This hybrid integrates well in capturing both visual 

features and sequential discrepancies characteristic of deepfakes. 

 

  We train our model using a comprehensive and well-balanced dataset, incorporating widely recognized sources such as 

Face Forensics++, the Deepfake Detection Challenge, and Celeb-DF. This enhances the model's robustness and ability to 

generalize across real-world scenarios. To deliver a complete and user-friendly experience, we’ve also developed a frontend 

interface that allows users to upload videos for analysis. The system then returns a prediction—real or fake—along with a 

confidence score indicating the model’s certainty. Through the use of AI to identify AI-generated threats, this work brings an 

important level of protection against the abuse of generative technologies and emphasizes the necessity of digital trust and ethical 

AI design in the current information-based society. 

 

II. LITERATURE REVIEW 

2.1 Deep Learning Architectures for Deepfake Detection 

Deep learning has proven to be the most effective method for detecting deepfakes, mainly through the recognition of 

intricate patterns in video and image data. In one work by Priya and Anitha (2022) [2], a hybrid deep learning architecture is 

presented that combines ResNeXt for extracting spatial features with Long Short-Term Memory (LSTM) networks to examine 

temporal inconsistencies between video frames. Their approach labels videos as real or deepfake with high accuracy by detecting 

both facial anomalies and motion irregularities at the frame level. The addition of LSTM helps tackle the problem of temporal  
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manipulation, something that static image analysis is incapable of discovering. This system, though, requires a lot of 

computational power and is still limited when it comes to newer and more advanced deepfake methods. Upgrade possibilities 

may include adding transformer-based video models to enhance temporal resolution and flexibility. 

 

2.2 Comparative Analysis of Deepfake Detection Algorithms 

Goswami et al. (2023) [1] present a more comprehensive picture of existing deepfake detection techniques through a 

comparative analysis of some of the latest algorithms. Their study encompasses models such as XceptionNet, MesoNet, and 

Capsule Networks, which are tested using performance metrics including precision, recall, and F1 score on the FaceForensics++ 

dataset. The research concluded that XceptionNet performed best in terms of accuracy, primarily because it employed depthwise 

separable convolutions that were highly effective at identifying small, pixel-level inconsistencies. The researchers did mention, 

however, that models trained on a single dataset tend to have difficulty generalizing to real-world situations. This speaks to the 

value of cross-dataset evaluations and the use of ensemble methods to enhance model robustness and adaptability. 

 

2.3 Facial Action Units (FAUs) in Deepfake Detection 

Shenoy et al. (2023) [11] discuss the application of Facial Action Units (FAUs) to identify deepfakes through the analysis 

of subtle facial expressions and muscle actions. Their system combines FAU analysis with deep learning classifiers to decide 

whether video content is real or not. The research indicates that FAUs are effective discriminative features because unnatural 

facial distortions in most deepfake videos are common. However, the model's performance suffers in the case of low-resolution 

or highly compressed videos. In the future, improvements could include tracking FAUs over several frames and merging them 

with optical flow analysis to improve detection accuracy under a broader set of video conditions. 

 

2.4 Unsupervised Deepfake Detection Models 

Phade and More (2021) [3] describe a detailed overview of unsupervised deepfake detection methods. The research 

discusses methods like Autoencoders, Principal Component Analysis (PCA), and K-means clustering that detect abnormality in 

face features and motion dynamics without the use of labeled training data. These methods are especially useful in situations 

where there is less annotated data. Yet, their performance is variable as a function of the complexity of the data set as well as the 

type of manipulation undertaken. Future work might involve the integration of hybrid models incorporating unsupervised 

methods with pre-trained feature extractors as a way of enhancing consistency as well as performance across heterogeneous data 

sets. 

 

2.5 Deepfake Detection Challenges  

Ying Tian et al. (2024) [5] identify key issues in deepfake detection, especially regarding dataset bias, low cross-dataset 

generalization, and susceptibility to adversarial attacks. Deep learning models trained on certain datasets like FaceForensics++ 

tend to perform poorly when used on unknown datasets like Celeb-DF, owing to discrepancies in deepfake creation methods and 

dissimilar video compression levels. The work suggests investigating directions such as transfer learning, adversarial training, 

and domain adaptation to develop stronger and more generalized detection models to keep pace with fast-evolving deepfake 

techniques. 

 

2.6 Blockchain-Based Deepfake Video Authentication 

Blockchain presents a potential solution for authenticating video content. Patil and Chouragade (2021) introduce a 

blockchain-based framework that logs cryptographic hashes of original videos to support tamper-proof integrity verification. 

Dwivedi et al. (2021) also identify the advantage of secure timestamping and auditability through blockchain for tracing the 

origin and modification history of a video. These decentralized systems increase transparency and reliability by doing away with 

centralized verification. Though not a substitute for detection algorithms, blockchain introduces an essential layer of security, 

enabling real-time forensic verification and enhancing trust in digital media. 

 

2.7 AI Ethics and Security in Deepfake Detection 

Alam and Ansari (2021) highlight the need to incorporate ethical values and security features into AI-driven deepfake 

detection systems. They point to the dual-use potential of technologies such as Generative Adversarial Networks (GANs), which 

can be employed for beneficial creative or malicious purposes. The authors support strong regulatory systems, algorithm design 

transparency, and accountable data use to avoid misuse. They also emphasize the requirement of explainable AI to establish 

accountability and public trust. Having AI systems that are secure, free from bias, and ethically regulated is important to limit 

harm and ensure integrity in deepfake detection efforts. 

 

2.8 LSTM-Based Security Models 

Mohan and Harikiran (2022) [10] put forward an LSTM-based deepfake detection model on social media websites to 

enhance users' security with real-time monitoring of content. Their model takes advantage of Long Short-Term Memory (LSTM) 

networks to examine the temporal behavior in video content and detect manipulated media in real-time. By integrating this system 

into social media, it is able to track and mark suspicious content in real-time, such that deepfakes will be detected as they are 

created. This method seeks to increase the safety of users and block the dissemination of dangerous or deceptive content, making 

the online world a safer place. 

 



 An Intelligent Deep Learning Framework for Real-Time Detection and Classification of Deepfake Videos  

     Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                      182 | P a g e   

 

2.9 YOLO-Based Real-Time Detection 

Mira (2023) [4] investigates the application of YOLO (You Only Look Once), a deep learning-based method, to real-time 

deepfake detection using fast facial recognition and video analysis. The capability of YOLO to process images and video frames 

in a short amount of time provides low-latency detection, making it well-suited for applications that demand instant feedback, 

like live video streaming or real-time social media monitoring. Utilizing YOLO's object detection feature at high speeds, Mira's 

model is capable of detecting facial discrepancies and deepfake manipulation in video efficiently, with a scalable and responsive 

approach to identifying synthetic media in real-world settings. 

To evaluate the performance of detection models, the common evaluation measures like accuracy, precision, recall, F1-

score, and ROC-AUC are employed. These measures help in gaining an overall idea of the model's capability to correctly identify 

manipulated content. A confusion matrix is also employed to depict the distribution of true positives, true negatives, false 

positives, and false negatives, providing richer insights into how well the model can differentiate between genuine and counterfeit 

video classes. 

 

III. METHODOLOGY 
The Deepfake Video Detection project employs a sophisticated deep learning method to label videos as real or fake 

(deepfake). The development process is divided into six main phases: system design, dataset preparation, model architecture, 

API and web integration, testing and debugging, and deployment. 

 

3.1 System Design and Architecture 

  The system suggested in this proposal utilizes a modular, web-based, and scalable architecture optimized to effectively 

detect synthetic media with the aid of sophisticated deep learning methods. Fig 1 depicts the architecture and consists of several 

interconnected modules for data preprocessing, model training, and prediction that support both offline training and real-time 

detection. 

  At its center are Convolutional Neural Networks (CNNs), and more precisely the ResNext architecture, which are employed 

for spatial feature extraction from single frames of video. To model temporal inconsistencies, the system combines Recurrent 

Neural Networks (RNNs), and more specifically Long Short-Term Memory (LSTM) networks, which are ideal for modeling 

video sequences in time.Once a user uploads a video, the system starts the preprocessing pipeline, consisting of: 

  Frame extraction of the input video. Face detection and cropping, keeping only face regions for further processing. Storage 

of the processed face-only video frames in a structured dataset format. 

  This processed dataset (refer Fig 1) is then divided into training and test sets. A data loader module provides this data to 

the deep learning pipeline. 

 

 
Fig 1: System Architecture 

 

3.2 Dataset Preprocessing and Collection 

  The deepfake detection model is trained on a big, diverse, and balanced dataset formed by combining three publicly released 

benchmark datasets: Face Forensics++, the Deepfake Detection Challenge (DFDC) dataset, and the Celeb-DF dataset. As shown 

in Fig 2, the new combined dataset comprises a total of 6,000 videos, obtained as follows: 

 

 Face Forensics++: 2,000 videos 

 Deepfake Detection Challenge (DFDC): 3,000 videos 

 Celeb-DF: 1,000 videos 
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Fig 2: Dataset 

 

 This blending is designed to provide extensive coverage of manipulation methods and subject diversity, helping the 

model generalize across the various real-world deepfake contexts. 

 

3.3 Model Architecture  

The detection model is a combined deep neural network consisting of a pre-trained ResNext50_32x4d CNN and an LSTM 

with one layer. The ResNext network extracts high-dimensional frame-level features (2048-d), which are sequentially inputted 

into the LSTM for temporal analysis. The LSTM is set to have 2048 hidden units and contains a dropout layer (0.4) to alleviate 

overfitting. Activation is done with ReLU, and the final classification is done using a Softmax layer that produces the probability 

of the video being real or not. An adaptive average pooling layer provides effective feature scaling prior to classification. 

  

3.4 Web and API Integration 

The platform is built for live user interaction through a browser interface. The frontend handles video uploads and rendering 

of prediction results, whereas the backend manages the workflow, such as preprocessing, model inference, and result rendering. 

APIs are used to manage file transfer and communication between the interface and the AI model. Further security is ensured 

through SSL encryption, symmetric video encryption, and automatic file deletion after 30 minutes of upload. 

 

3.5 Testing and Debugging 

Systematic testing was carried out to verify the accuracy, dependability, and ease of use of the system. Unit testing was 

used in fundamental modules like frame extraction and face detection, while integration testing confirmed the free-flowing 

relationship between the frontend and backend applications. As outlined in Table 1, test cases included a range of scenarios such 

as unsupported file types, large video uploads, and videos with no detectable faces. Moreover, user testing with actual participants 

also yielded insightful feedback regarding the interface and detection outcomes, which resulted in improvements in both UI 

design and overall system performance. The model exhibited strong performance and high prediction accuracy across various 

use cases, indicative of the system's stability and effectiveness. 

Table 1: Functional test cases with expected and actual outcomes 
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3.6 Deployment 

The final system was deployed on Google Cloud Platform (GCP) using a Compute Engine instance. The deployment 

process included setting up the environment, installing required dependencies, and launching the server. The trained model is 

located in the specified model directory, and the application is made available through a local address (http://localhost:5000). 

Version control was done using Git, and while CI/CD is presently handled manually, it is set up to be able to support future 

integration with GitHub Actions or other automation software for continuous deployment and updates. 

 

3.7 Post-Deployment Evaluation 

Following the effective deployment of the Deepfake Video Detection system, an extensive post-deployment evaluation was 

carried out to gauge its real-world efficiency, usability, and scalability. The platform illustrated high efficacy by attaining the 

accuracy level range of 93% to 97.7% on numerous benchmark datasets. From a performance standpoint, the system had a low 

average processing latency of 8–12 seconds per video (150 frames) in a cloud-hosted GPU environment and was able to handle 

up to 15 concurrent users without perceivable degradation. User testing was conducted with a small group of participants who 

found the interface easy to use and the output easy to understand, owing to real-time visual overlays and confidence scores on 

the processed videos. The reliability of the system was tested using different test cases, ensuring strong error handling for 

unsupported formats, large file sizes, and face-less videos. 

In addition, the security measures implemented—symmetric encryption, SSL certification, and automatic file removal—

guaranteed that user information was kept private and secure. Cross-platform testing ensured compatibility on major browsers 

and devices, though mobile uploads were marginally slower due to limited client-side resources. In general, the assessment 

verified that the solution deployed not only fulfilled its functional specifications but also provided a seamless and safe user 

experience. There were some limitations identified, such as the system's present emphasis on face manipulations, leaving room 

for possible future upgrades such as detecting full-body deepfakes as well as improving the performance for high-definition 

videos. 

 

IV.RESULTS 

In this section, we present the output of the Deepfake Detection system. The system employs a hybrid deep learning model 

comprising ResNeXt CNN and LSTM RNNs, facilitating effective classification of video content as real or deepfake. We break 

down each major functionality and related output figure below, mentioning both the outcome and performance. 

 

1. User Interface with Video Upload and Preview  

Outcome: 

As shown in Fig 3, illustrates the frontend interface in which users upload videos and get predictions. Fig 4, illustrates 

video preview, where user can upload video. 

Performance: 

Built on Django, the UI offers an intuitive experience with embedded video playback, prediction text, and pie chart overlay. 

The system maintains real-time inference with low latency, making the platform usable for both technical and non-technical 

users. The interface design is focused on simplicity and usability. 

 

2. Prediction Output with Confidence Score 

Outcome: 

When uploading a video for analysis, the system accurately anticipated the input as a REAL video. The result was presented 

with a clear percentage confidence, presenting users with a direct understanding of the outcome. 

Performance: 

The classification outcome of REAL with a confidence rating of 99.98% indicates superior model accuracy. The 

ResNeXt+LSTM pipeline, which was used underneath, analyzed 8 frames, testing temporal consistency and spatial 

characteristics to arrive at an almost perfect conclusion. Such a high degree of confidence confirms the model's solidity and 

usability in real-time situations. 

 

3. Pie Chart – Real vs Fake Confidence Distribution 

Outcome: 

A pie chart visual is provided in the Fig 5, with the text output, indicating the confidence ratio for both classes: real and 

fake. This way, users get qualitative as well as quantitative evaluations. 

Performance: 

The graphical breakdown shows 99.98% confidence for 'Real', indicated boldly in green, and just 0.02% for 'Fake', indicated 

in red. Such an intuitive pie chart is also a visual check of the predicted output by the classifier, supporting transparency and 

explain ability for the non-technical user. 

 

4. Cropped Face Frames Used For Prediction 

Outcome: 

The Fig 7, indicates the 8 face-cropped frames utilized for prediction, providing information on the precise video segments 

the model inspected. Each frame captures unique facial angles and expressions essential for identifying manipulation. 

Performance: 
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Frames were pulled with OpenCV and cropped upon face boundary detection. These 8 frames were then resized to 112x112 

resolution while ensuring quality for optimization for model input. This allows the LSTM layer to efficiently carry out temporal 

analysis, which is one of the reasons for the high accuracy in predictions. 

 

5. Model Performance Comparison across Datasets 

Outcome:  

The bar chart in Fig 6, compares our model's detection accuracy with some baseline models on benchmark datasets. Our 

model has the best performance among all models tested. 

Performance:  

Trained on a balanced set of 6000 videos (3000 genuine, 3000 spoof) from FaceForensics++, DFDC, and Celeb-DF, our 

ResNeXt+LSTM model achieved an accuracy of 99.7%. Rival models scored between 85% to 92% accuracy. Our model's high 

performance results from proper preprocessing (face cropping), data balance training, and hyperparameter tuning. 

 

 

 
Fig 3: User Interface with Video Upload and Preview 

 

 

 
Fig 4:Uploading Video 

 

 
 Fig 5:Prediction output with confidence score 
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Fig 6: Model Performance Comparison Across Datasets 

 

 
 Fig 7: Cropped Face Frames Used For Prediction 

 
V. CONCLUSION 

  The extensive application of deepfake videos poses a major threat to digital media integrity, privacy, and public trust. 

Deepfake videos, typically mixes with authentic content, can spread misinformation, sway public opinion, and cause individual 

or collective harm. Such challenges are addressed by this project using a deepfake video detection system that employs a multi-

modal approach in detecting facial expression anomalies, audio patterns, and frame consistency. The use of advanced machine 

learning models—i.e., facial landmark analysis, audio-visual sync, and frame-by-frame comparison ones—is what enables the 

system to sense minute discrepancies that typically indicate synthetic alterations. It can potentially serve as a valuable tool for 

fact-checkers, media outlets, and cybersecurity experts who are committed to content integrity. Furthermore, the project 

emphasizes technical innovation balanced against ethical responsibility. With further developments of synthetic media 

technologies, there is an increased need for scalable, explainable, and transparent detection mechanisms. Further research can 

look into the integration of deepfake detection within real-time media streams, model generalizability on different datasets, and 

user-friendly tools for end-users and organizations to autonomously verify content authenticity.In short, the project is a critical 

step toward averting deepfake threats and advances the broader mission of maintaining trust and truth in the digital era. 

 

VI.FUTURE ENHANCEMENTS 

 Integration of real-time deepfake detection for live video streams, including video calls, webinars, and surveillance feeds. 

 Implementation of multi-face analysis and frame-level anomaly highlighting to pinpoint manipulations within individual 

faces or frames. 

 Development of a mobile app and browser extension for real-time detection on mobile devices and while using platforms 

such as YouTube, What Sapp, or Facebook. 

 Cloud platform integration support (e.g., Google Drive, Dropbox) for seamless import/export of video directly from user 

storage. 

 Enhanced detection of audio-based deepfakes, enabling comprehensive video-audio integrity analysis. 

 Incorporation of Explainable AI (XAI) techniques, including visual heatmaps and score-based frame analytics for better 

interpretability of detection results. 

 Implementation of federated learning models to allow privacy-preserving updates without accessing user-uploaded video 

content. 

 Support for multilingual datasets and interfaces to improve accessibility and usability across diverse global languages and 

regions. 

 Integration of adversarial robustness strategies to defend against techniques designed to fool detection systems. 

Development of an admin-oriented analytics dashboard to monitor detection metrics, dataset composition, and user Activity 

insights. 
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