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Abstract: Digital payment platforms such as Unified Payments Interface (UPI) have witnessed exponential growth, accompanied by an
increase in fraudulent transactions. Traditional rule-based fraud detection systems lack adaptability and fail to identify evolving fraud patterns
in real time. This paper proposes SafePayAl, an adaptive fraud detection and prevention framework designed for real-time UPI transactions.
The proposed system integrates Generative Adversarial Networks (GANSs) for synthetic data generation and Random Forest classifiers for
accurate fraud prediction. GAN-based data augmentation addresses class imbalance issues commonly present in financial datasets, while the
Random Forest model enables robust classification using transaction behaviour and contextual features. The system assigns real-time risk
scores to transactions and dynamically flags suspicious activities. Experimental results demonstrate improved detection accuracy, reduced
false positives, and enhanced adaptability compared to conventional approaches, making SafePayAl suitable for real-world digital payment
ecosystems.
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I. INTRODUCTION

The rapid adoption of digital payment systems has transformed financial transactions worldwide, with UPI emerging as a
dominant real-time payment platform. While UPI enables seamless and instant money transfers, it has also become a target for
fraudulent activities such as phishing attacks, mule accounts, identity theft, and social engineering scams. Existing fraud detection
mechanisms primarily rely on static rules and predefined thresholds, which are ineffective against adaptive and evolving fraud
strategies.

Recent advancements in artificial intelligence and machine learning offer promising solutions for dynamic fraud detection.
However, challenges such as data imbalance, real-time decision-making, and behavioural variability limit the effectiveness of
traditional machine learning models. To address these issues, this paper presents SafePayAl, an adaptive fraud detection framework
that leverages GAN-based data augmentation and ensemble learning for real-time risk analysis in UPI transactions.

In both online and offline learning environments, students may be physically present but mentally disengaged. Gaze
tracking provides an effective solution by analysing eye movement and head orientation to estimate attentiveness. By integrating
gaze-based attention monitoring with face recognition, attendance systems can be enhanced to track both presence and
engagement.

This work describes a Smart Attendance System that combines real-time facial recognition with attention monitoring based
on gaze. The system automatically records attendance, computes attention scores, and sends SMS alerts to parents of absent
students. The proposed approach improves reliability, reduces administrative workload, and enhances classroom monitoring.

I.RELATED WORK

Several studies have explored machine learning-based approaches for financial fraud detection, including logistic
regression, support vector machines, and decision trees. While these methods demonstrate reasonable accuracy, they struggle with
highly imbalanced datasets and limited adaptability. Recent works have employed deep learning techniques and anomaly detection
models to improve performance; however, these approaches often require large volumes of labelled data.

Generative Adversarial Networks have been introduced in financial domains to generate synthetic samples and mitigate
data imbalance. Ensemble classifiers such as Random Forests have shown superior performance due to their robustness and
resistance to overfitting. Despite these advancements, limited research has focused on combining GAN-based augmentation with
adaptive real-time risk analysis specifically for UPI-based payment systems. SafePayAl bridges this research gap by integrating
both techniques into a unified fraud detection framework.
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I1.LITERATURE SURVEY

The detection of payment fraud has been extensively studied across multiple domains (credit card, mobile payments, and
online gambling). Prior work can be grouped into five complementary strands relevant to SafePayAl: UPI / real-time payment
fraud detection, synthetic data generation using GANSs, ensemble classifiers (Random Forest) for fraud, behavioural biometrics,
and device/network intelligence.

UPI and real-time payment fraud detection.

Several recent studies focus specifically on UPI and other high-volume real-time payment platforms. These works evaluate
classical supervised and ensemble classifiers on transaction logs, report that tree-based models and hybrid approaches perform
well in practice, and emphasize the challenges of class imbalance and the need for fast (near real-time) inference pipelines for
production systems. These papers motivate the use of robust, low-latency classifiers and realistic or augmented training data for
UPI scenarios.

GANs and synthetic data to address class imbalance.

The class imbalance between genuine and fraudulent transactions is a persistent problem that degrades supervised model
performance. Several works demonstrate that Generative Adversarial Networks (GANS) can produce realistic synthetic minority
samples that improve classifier performance versus traditional oversampling techniques (SMOTE, random oversampling). GAN-
based augmentation has been shown to increase recall and AUC on fraud datasets while reducing overfitting compared to naive
over-sampling. These results support Safe Pay Al’s design choice to use GANs for data augmentation.

Ensemble classifiers and Random Forests for transaction classification.

Random Forest and other ensemble methods (XG Boost, Gradient Boosting) consistently achieve high accuracy and AUC
on fraud detection tasks, often outperforming single models (e.g., logistic regression). Multiple experimental studies report that
Random Forests provide a strong baseline due to robustness to noisy features, interpretability of feature importance, and relatively
fast inference—attributes desirable for real-time fraud scoring. This justifies Safe Pay AI’s choice of Random Forest as the main
production classifier while reserving more complex models for offline evaluation.

Behavioural biometrics for account/transaction authentication.

Behavioural features (keystroke dynamics, mouse/touch gestures, navigation patterns) are increasingly used as a
supplementary signal for fraud detection. Public datasets and surveys show that behavioural biometrics can distinguish legitimate
from illegitimate sessions and improve detection when combined with transaction features; however, these methods need adaptive
models to cope with evolving user behaviour. Integrating behavioural biometrics with transaction-level features can reduce false
positives in scenarios where transaction data alone is ambiguous.

Device and network intelligence (fingerprinting, proxy/VPN detection).

Device fingerprinting and IP / network risk analysis are effective first-line defences for account takeover and transaction
anomalies. Technical reports and industry whitepapers document the value of device identity signals and proxy detection in
flagging risky sessions (reused device across many accounts, masked IPs, botnet indicators). Combining device/network signals
with ML models improves early detection and triage of suspicious transactions. This supports Safe Pay AI’s inclusion of device
and network risk features in the feature vector.

Research gaps and motivation for SafePayAl.

Prior work demonstrates the value of GAN augmentation, Random Forest classification, behavioural biometrics, and
device intelligence independently. However, fewer studies systematically integrate (a) GAN-based synthetic augmentation tailored
for UPI-style transactional semantics, (b) a robust, low-latency Random Forest inference path for real-time scoring, and (c)
behavioural + device features for adaptive thresholding in a unified pipeline. SafePayAl addresses this gap by combining these
components into an end-to-end system that produces adaptive risk scores and adaptive thresholds for approve/verify/block
decisions in real time—making the framework applicable to UPI and similar payment rails.

IV.PROPOSED SAFEPAYAI FRAMEWORK

Fig: System Architecture
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The SafePayAl framework is designed to perform adaptive risk analysis for real-time UPI transactions. The system consists
of four primary components: data preprocessing, synthetic data generation, fraud classification, and real-time decision-making.

The architecture begins with secure user authentication using Google Sign-In, followed by transaction data collection.
Relevant transaction features are extracted and processed before being analysed by the Al fraud detection engine. The engine
assigns a fraud probability score, which determines whether the transaction is approved, verified, or blocked. All transaction details
and predictions are securely stored in Firebase Firestore for auditing and analysis.

V.METHODOLOGY
The proposed SafePayAl framework follows a structured methodology that integrates data preprocessing, synthetic data
generation, machine learning-based classification, and real-time risk assessment to detect fraudulent UPI transactions adaptively.
The overall methodology is designed to ensure scalability, accuracy, and low-latency decision-making suitable for real-time
payment systems.

A. Data Collection and Preprocessing

The methodology begins with the collection of transactional data containing both fraudulent and legitimate UPI
transactions. Each transaction record includes behavioural, temporal, contextual, and device-related attributes. To ensure data
quality and consistency, preprocessing steps are applied as follows:

Missing values are handled using statistical imputation techniques. Numerical features are normalized using min—max
scaling. Categorical features such as device type and transaction category are encoded using one-hot encoding.

Outliers are retained to preserve anomalous fraud patterns rather than removed. The processed dataset is split into training
(80%) and testing (20%) subsets to ensure unbiased performance evaluation.

B. Synthetic Data Generation using GAN

Due to the inherent class imbalance in fraud detection datasets, a Generative Adversarial Network (GAN) is employed to
generate synthetic fraud and non-fraud transaction samples. The GAN consists of two neural networks:
Generator: Produces synthetic transaction records from random noise vectors.
Discriminator: Distinguishes between real and synthetic transaction samples.

The GAN is trained using an adversarial learning process with Binary Cross-Entropy loss. Upon convergence, the generator
produces realistic synthetic samples that preserve statistical properties of the original dataset. These samples are combined with
the real dataset to balance class distribution and enhance model generalization.

Fraud Detection Pipeline Using GAN and Random Forest
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Fig: Using GAN and Random Forest

C. Feature Engineering and Risk Representation

Each transaction is represented as a multidimensional feature vector comprising transaction amount behaviour, frequency
patterns, recipient trust indicators, device fingerprints, geolocation consistency, and historical fraud indicators. These features
collectively form a comprehensive risk profile that enables the system to capture both short-term anomalies and long-term
behavioural deviations.

D. Fraud Classification using Random Forest

A Random Forest classifier is trained on the augmented dataset to perform fraud classification. Random Forest is selected
due to its robustness to noisy data, resistance to overfitting, and ability to handle high-dimensional feature spaces.Hyperparameters
such as the number of decision trees, maximum tree depth, and minimum sample split are optimized using cross-validation. The
trained model outputs a fraud probability score for each transaction, indicating the likelihood of fraudulent activity.

E. Adaptive Risk Scoring and Decision Engine

The fraud probability score generated by the Random Forest model is interpreted as a real-time risk score. Based on
adaptive threshold values, each transaction is categorized into one of three outcomes:
Approve: Low-risk transactions are automatically approved.
Verify: Medium-risk transactions trigger additional authentication.
Block: High-risk transactions are blocked to prevent fraud.

Thresholds dynamically adjust based on user behaviour, transaction history, and evolving fraud patterns, enabling adaptive
risk assessment.
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F. Real-Time System Integration

The trained fraud detection model is deployed as a restful API that communicates with the frontend application.
Transaction data entered by users is transmitted securely to the backend, where preprocessing and inference occur in real time.
The prediction results are returned instantly to the user interface and stored in Firebase Firestore for auditing and analytics.

G. Performance Evaluation

The effectiveness of the SafePayAl framework is evaluated using standard performance metrics, including accuracy,
precision, recall, F1-score, and AUC-ROC. The model’s performance on GAN-augmented data is compared with baseline models
trained on non-augmented datasets to demonstrate the impact of synthetic data generation and adaptive risk analysis.

VI.FRAUD DETECTION PARAMETERS
The SafePayAl framework evaluates each UPI transaction using a set of behavioural, contextual, and historical risk
parameters to accurately assess fraud probability in real time. These parameters are summarized as follows:

Transaction Amount Anomalies:

Identifies transactions that significantly deviate from a user’s historical spending patterns, indicating potential
unauthorized activity.
Transaction Frequency:

Detects abnormal surges in transaction counts within short time intervals, which often signal automated or fraudulent
behaviour.
Recipient Verification and Blacklist Status:

Evaluates whether the recipient UPI ID is verified, newly created, or present in a known fraud blacklist.
Device Fingerprinting:

Analyses inconsistencies in device identifiers, operating systems, or browsers compared to prior user sessions.
Network and IP Risk Indicators:

Flags transactions originating from VVPNs, proxies, or masked IP addresses commonly associated with fraud attempts.
Geolocation Consistency:

Identifies transactions initiated from unusual or geographically inconsistent locations within short time frames.
Behavioural Biometrics:

Monitors deviations in user interaction patterns, such as typing speed or navigation behaviour, to detect impersonation
attempts.
Account and Transaction History:

Considers account age, past fraudulent flags, recent high-value transactions, and prior interactions with the recipient.
Temporal Risk Factors:

Detects transactions occurring at atypical or high-risk times, such as late-night or non-business hours.
Contextual Transaction Analysis:

Evaluates transaction context, including merchant category mismatch, exceeded daily limits, and abnormal spending
behaviour relative to similar users.

Transaction Details

Fig: List of Parameters

By combining these parameters, SafePayAl generates a comprehensive risk profile for each transaction, enabling adaptive
and accurate fraud detection while minimizing false positives.

VIL.IMPLEMENTATION DETAILS
The frontend is developed using modern web technologies with Tailwind CSS for responsive design and Framer Motion
for interactive animations. Google Sign-In ensures secure authentication. The backend integrates Firebase Firestore for data storage
and Restful APIs for real-time fraud analysis. The Al models are implemented in Python using Scikit-learn and deep learning
frameworks, with modularized workflows for preprocessing, training, and prediction.
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Fig: Workflow

VIILEXPIREMENTAL RESULTS AND ANALYSIS
The proposed model is evaluated using standard performance metrics, including accuracy, precision, recall, F1-score, and

AUC-ROC. Experimental results indicate that the GAN-augmented Random Forest model outperforms baseline models trained
on non-augmented datasets. The adaptive risk analysis mechanism significantly reduces false positives while maintaining high
fraud detection accuracy.
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Fig: Graph Analysis

IX.CONCLUSION AND FUTURE WORK
This paper presented SafePayAl, an adaptive Al-based fraud detection framework for real-time UPI transactions. By

combining GAN-based data augmentation with Random Forest classification, the system effectively addresses data imbalance and
evolving fraud patterns. Future work includes integrating deep learning-based behavioural biometrics, deploying the system in live
payment environments, and extending the framework to cross-border digital payment platforms.
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