
Published By: Fifth Dimension Research Publication                   https://fdrpjournals.org/                                           214 | P a g e  

 

Indian Journal of Computer Science and Technology  
https://www.doi.org/10.59256/indjcst.20260501030 
Volume 5, Issue1 (January-April 2026), PP: 214-220.  
www.indjcst.com                                                                                                                                                                        ISSN No: 2583-5300 

Adaptive Fault Tolerance in Machine Learning Systems:  
A Self-Healing Framework 
 

 

Faiza Fathima1, Adwaith Raj2, Jojo George3, Nandana Babu4, Ashmila K.P5,  
Dr. S. Vadhana Kumari6 
1,2,3,4,5,6 Computer Science and Engineering and Business Systems, Vimal Jyothi Engineering College, Kannur, kerala, India. 

                                                  
To Cite this Article: Faiza Fathima1, Adwaith Raj2, Jojo George3, Nandana Babu4, Ashmila K.P5, Dr. S. Vadhana Kumari6, “Adaptive Fault 

Tolerance in Machine Learning Systems: A Self-Healing Framework”, Indian Journal of Computer Science and Technology, Volume 05, Issue 

01 (January-April 2026), PP: 214-220. 

Copyright: ©2026 This is an open access journal, and articles are distributed under the terms of the Creative 

Commons Attribution License; Which Permits unrestricted use, distribution, and reproduction in any medium, 

provided the original author and source are credited. 
 

 

I. INTRODUCTION 

Machine learning models are increasingly deployed in real-world applications where they are expected to operate reliably 

over long periods. However, such environments are often dynamic, with continuously changing data distributions, noisy inputs, 

and evolving patterns. These changes can cause deployed models to behave unpredictably, leading to degraded performance, 

incorrect predictions, or silent failures that are difficult to detect. Ensuring sustained reliability of machine learning systems in 

such conditions has therefore become a critical challenge. 

In most traditional machine learning pipelines, model failures are addressed through manual monitoring and periodic 

retraining. These approaches require significant human intervention and are often reactive rather than preventive. Moreover, 

retraining a model without understanding the underlying cause of performance degradation can introduce new errors and further 

reduce reliability. As machine learning systems become more complex and are used in safety-critical domains, the limitations of 

manual maintenance and blind retraining become increasingly evident. 

To overcome these challenges, there is a growing need for intelligent systems that can autonomously monitor their own 

behavior and respond to failures in a controlled manner. Self-healing mechanisms aim to detect runtime anomalies, analyze their 

root causes, and apply corrective actions without disrupting system stability. Unlike conventional error-handling methods that 

focus on individual prediction errors, self-healing approaches emphasize model-level fault detection and recovery to maintain 

long-term system robustness. 

This project proposes a plugin-based self-healing machine learning framework that autonomously detects and classifies 

runtime errors using multiple reliability signals such as data drift, prediction confidence, and label consistency. Based on semantic 

error classification, the framework applies policy-driven healing actions such as safe retraining or protective blocking while 

enforcing safety constraints. By allowing learning only under reliable conditions and integrating seamlessly with existing models, 

the proposed framework reduces human intervention and provides a practical solution for building fault-tolerant machine learning 

systems in real-world deployments. 

 

II. RELATED WORK 

The authors of On Misbehaviour and Fault Tolerance in Machine Learning Systems explain the problem of silent failures 

in machine learning models where incorrect outputs occur without clear error signals. The study suggests using machine learning 

and natural language processing to analyze system logs and runtime patterns for automatic detection of abnormal behaviour, 

improving system reliability through continuous monitoring. 

The authors of Node Co-Activations as a Means of Error Detection Towards Fault-Tolerant Neural Networks investigate 
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fault detection in neural networks by analyzing neuron co-activation patterns. By comparing real-time activations with baseline 

patterns, the system can detect abnormal behavior and identify potential prediction errors earlier than traditional output-based 

confidence methods. 

The authors of Realization and Research of Self-Healing Technology of Power Communication Equipment Based on Power 

Safety and Controllability propose the Self Heal Power Safe Predictor (SHPSP) model for detecting faults in power communication 

systems. The approach combines sensor monitoring, feature selection, and ensemble learning to improve fault detection accuracy 

and enable faster recovery responses. 

The authors of Self-Healing Codebases – Using NLP and ML for Automatic Code Repair present a framework that uses 

natural language processing and machine learning to automatically detect and repair faulty code. By learning from historical bug 

patterns, the system suggests fixes and reduces manual debugging effort in large software systems. 

Barrera et al. proposed Fault Detection and Diagnosis for Industrial Processes Based on Clustering and Autoencoders, 

which combines clustering with autoencoders to detect abnormal patterns in industrial systems without labeled fault data. The 

method models normal system behaviour and identifies deviations for early fault detection. 

Seba et al. proposed Prediction and Classification of IoT Sensor Faults Using Hybrid Deep Learning Models, which uses 

CNN-LSTM networks to predict sensor values and CNN-MLP models to classify faults such as drift and bias. This proactive 

approach enables early fault prediction and preventive corrective actions in IoT networks. 

Nikam et al. proposed On the Application of YOLO-Based Object Detection Models to Classify and Detect Defects, which 

applies YOLO object detection algorithms to identify manufacturing defects such as voids and rough surfaces. The method 

improves quality control by enabling automated visual inspection. 

Elhoseny et al. proposed Deep Learning Algorithm for Optimized Sensor Data Fusion in Fault Diagnosis and Tolerance, 

which integrates sensor data using deep learning models to detect faulty signals while maintaining object detection accuracy. The 

approach enhances reliability in autonomous systems. 

Ortiz-Garces et al. proposed Implementation of Edge AI for Early Fault Detection in IoT Networks, which introduces an 

edge-based AI system using recurrent neural networks and autoencoders to detect anomalies in IoT networks with low latency and 

reduced energy consumption. 

Saxena et al. proposed A Self-Healing and Fault-Tolerant Cloud-Based Digital Twin Processing Management Model, 

which presents a cloud framework that continuously monitors system behavior and automatically performs recovery actions such 

as task reallocation and resource management to ensure uninterrupted digital twin operations. 

 

III. SYSTEM ARCHITECTURE 

1) Proposed System 

The proposed system is a modular, plugin-based self-healing framework designed to integrate seamlessly with deployed 

machine learning models without modifying their core architecture. The plugin continuously monitors model behavior using 

multiple reliability signals such as data drift, prediction confidence, entropy, and label consistency to detect runtime anomalies. 

Once an anomaly is identified, it is semantically classified into meaningful error types to understand the underlying cause of the 

failure. Based on this classification, a policy-driven healing mechanism selects appropriate corrective actions, including safe 

retraining under verified conditions or protective blocking when data integrity is compromised. A gated feedback loop and safety 

checks ensure that learning and recovery occur only under reliable conditions, thereby maintaining model stability, improving 

robustness, and enabling autonomous error management with minimal human intervention. 

 

 
Figure 1: System architecture of High Resolution Hyperspectral Image generation. 
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Figure shows represents a self-healing machine learning framework that operates alongside a deployed ML model using a 

plugin-based design. Incoming data is first processed by the deployed ML model as part of normal inference. At the same time, 

the self-healing plugin continuously observes the model’s behavior through a set of detectors, which monitor reliability signals 

such as data drift, overconfidence, and label noise. These detectors analyze statistical changes in input data, confidence patterns in 

predictions, and inconsistencies in labels to identify abnormal runtime behavior without interfering with the model’s core 

prediction process. 

Once abnormal signals are detected, they are passed to the error classifier, which semantically determines the type of error 

occurring in the system. The identified error type is then evaluated by a policy engine, which applies predefined, configurable 

healing rules. Before any corrective action is executed, safety guards validate whether the conditions are reliable enough to 

proceed. Based on this decision, the system triggers appropriate healing actions, such as safely retraining the model when data 

drift is confirmed or blocking updates when learning could be harmful. The final outcome is either an updated and stabilized model 

or a blocked action that prevents further degradation. This architecture ensures autonomous fault detection, safe recovery, and 

long-term robustness while remaining modular, scalable, and non-intrusive to existing machine learning pipelines. 

 

2) Self-Healing Mechanism 

The self-healing mechanism functions as an autonomous control loop that continuously monitors the behavior of a 

deployed machine learning model and responds to runtime anomalies in a safe and controlled manner. It begins by collecting 

multiple reliability signals such as data drift, prediction confidence, entropy, and label consistency through dedicated detectors. 

When abnormal patterns are identified, these signals are semantically classified into specific error types, enabling the system to 

understand the root cause of the issue rather than reacting blindly. Based on the classified error, a policy-driven decision engine 

selects an appropriate healing action, such as initiating retraining under verified conditions or blocking learning when data integrity 

is compromised. Safety guards and gating checks ensure that corrective actions are executed only when conditions are reliable, 

thereby preventing harmful self-adaptation. Through this closed-loop process, the system maintains long-term stability, improves 

robustness, and reduces the need for human intervention in deployed machine learning systems. 

 

IV. IMPLEMENTATION 

The proposed Adaptive Fault Tolerance framework is implemented as a modular self-healing plugin that operates alongside 

a deployed machine learning model. The system is developed using Python 3.x and scientific computing libraries. It continuously 

monitors runtime behavior to detect anomalies such as data drift, overconfidence, and label noise. Once an anomaly is detected, 

semantic error classification is performed and a policy-driven healing mechanism selects the appropriate corrective action. The 

design keeps the self-healing logic independent from the base model, enabling integration with machine learning models developed 

using Scikit-learn. 

 

1) Development Environment 

The framework is developed and tested on a standard computing system with an Intel Core i3 or higher processor, at least 

8 GB RAM, and approximately 20 GB storage. The software environment includes Python 3.x with libraries such as NumPy, 

Pandas, Scikit-learn, SciPy, and Matplotlib. Development and testing were carried out using Jupyter Notebook or Python IDEs. 

The use of open-source tools ensures reproducibility and cost-effective implementation. 
 

2) Modular System Architecture 

The system follows a modular architecture consisting of a base machine learning model, a runtime monitoring module, 

and an error detection module. The base model performs the primary prediction task using supervised learning algorithms such as 

Logistic Regression or Random Forest. The monitoring module evaluates prediction probabilities, confidence scores, entropy, and 

statistical properties of incoming data. Predictions with low confidence values are flagged for further analysis. 
 

3) Multi-Signal Error Detection 

The framework detects anomalies using multiple reliability signals. Data drift is identified by comparing statistical 

properties of training data and incoming data distributions, including mean and standard deviation changes. Overconfidence is 

detected when prediction confidence remains high while model accuracy decreases. Label noise is identified during retraining by 

analyzing inconsistent labels and abnormal validation variations. 
 

4) Policy-Driven Healing Mechanism 

Corrective actions are selected through configurable safety policies. A safe retraining policy is triggered when data drift is 

detected and reliable data samples are available. If label noise or unreliable data is identified, an unsafe learning block policy 

prevents retraining to avoid model degradation. For minor anomalies, the monitor-and-log policy allows the system to continue 

monitoring without modifying the model. 
 

5) Gated Feedback Control 

Before retraining, the system performs safety checks including validation of input data reliability, minimum dataset size 

verification, label consistency analysis, and temporary model evaluation. Only when all conditions are satisfied is the updated 

model deployed, ensuring stable and controlled adaptation. 

 

6) Logging and Execution Workflow 

  A centralized logging mechanism records anomaly detection events, triggered policies, and model performance before 
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and after healing actions. During runtime, the trained model receives input data, reliability signals are monitored, anomalies are 

detected, and the appropriate healing action is applied while maintaining a complete audit trail. 

 

7) Performance Considerations 

The monitoring mechanism introduces minimal computational overhead and operates efficiently on CPU-based systems. 

Since the self-healing module functions as an external plugin, the internal structure of the machine learning model remains 

unchanged, preserving system modularity and scalability. 

 

V. EVALUATION AND RESULTS 

1) Project Structure 

The proposed self-healing machine learning framework is organized using a modular project structure to ensure scalability 

and maintainability. The main module contains multiple subdirectories responsible for different stages of the self-healing pipeline. 

The core module manages the plugin controller and runtime context, while the policy configuration file defines rules for handling 

detected anomalies. The detectors module identifies issues such as data drift, overconfidence, and label noise. Based on these 

signals, the policy module determines the appropriate corrective action. The actions module executes recovery operations such as 

model retraining or blocking unsafe predictions. Additionally, the safety module validates decisions before execution to prevent 

harmful updates, while the adapters module connects the framework with machine learning libraries such as Scikit-learn. This 

modular organization implements a clear processing pipeline consisting of Detect → Decide → Validate → Act, ensuring 

flexibility and reliability. 

Figure 2: Modular project structure of the self-healing machine learning framework. 

 

2) Plugin Creation 

 The self-healing plugin is initialized by configuring all core components required for the monitoring and healing process. 

These components include detectors for identifying anomalies, an error classifier for categorizing detected issues, a policy engine 

for selecting corrective actions, safety guards for validating decisions, and a logging system for recording system behavior. During 

execution, the monitoring method evaluates runtime signals and updates the system context. The detected signals are classified 

into high-level error categories, after which the policy engine selects an appropriate corrective action. Safety checks are then  

applied to verify whether the action is permissible. If validation fails, the process is blocked and logged; otherwise, the corrective 

action is executed and the updated system state is returned. 

 

 
Figure 3: Initialization and execution flow of the self-healing plugin(1) 
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Figure 4:  Initialization and execution flow of the self-healing plugin(2) 

 

3) Error Classification 

Error classification is performed using a rule-based classifier that maps detected signals to predefined error categories. The 

classifier evaluates monitoring signals such as data drift, overconfidence, and label noise and assigns the corresponding error type. 

If none of these signals are detected, the classifier returns a no error state. This rule-based mechanism provides a simple and 

transparent approach for converting low-level monitoring signals into meaningful system-level error categories that can be 

processed by the policy engine. 

 

 
Figure 5: Rule-based error classification for detected monitoring signals. 

 

4) Healing Policy 

Figure 6: Policy engine for selecting corrective actions based on detected errors 

 
A policy engine determines the corrective action based on the detected error type. When data drift is identified, the system 

triggers a retraining action to adapt the model to the updated data distribution. In contrast, when overconfidence or label noise is 

detected, the system activates a blocking mechanism to prevent unreliable predictions. For unknown error conditions, the system 

defaults to a conservative blocking action to ensure safety. This rule-driven policy mechanism ensures that corrective actions are 

selected systematically while protecting the reliability of the machine learning model.  

 

5) Policy Configuration 

The healing strategy is defined through a configurable JSON policy file that maps detected error types to specific actions. 
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For instance, when data drift occurs, the policy instructs the system to retrain the model while enforcing a minimum confidence 

threshold. For overconfidence and label noise, the policy blocks predictions to prevent unsafe outputs. If no anomaly is detected, 

the system continues normal operation without performing corrective actions. This configuration-based approach allows flexible 

customization of the healing strategy without modifying the core implementation 

 

 
Figure 7: JSON-based policy configuration for adaptive healing actions. 

 

6) System Integration 

The self-healing framework is integrated with a machine learning program through a series of module imports. The main 

plugin orchestrator manages runtime operations, while specialized detectors monitor model behavior. The rule-based error 

classifier interprets monitoring signals, and the healing policy determines corrective actions. Safety guards verify whether these 

actions are safe to execute, and an adapter module connects the framework to a Scikit-learn model. This integration enables the 

plugin to function as an external monitoring and recovery layer for machine learning systems. 

 

 
Figure 8: Runtime behavior of the self-healing plugin under different fault conditions. 

 

7) Experimental Output 

The runtime output demonstrates the behavior of the proposed system under different operational scenarios. When normal 

data is processed, the system may detect overconfidence and block predictions to prevent unreliable outputs. When data drift is 

detected, the error is classified accordingly and the system performs a healing action such as retraining. In the presence of label 

noise, predictions are blocked to avoid incorrect learning. These results illustrate how the plugin dynamically detects anomalies 

and selects appropriate responses based on predefined policies. 

Figure 9: Policy-driven execution results demonstrating safety validation and retraining control. 

 

8) Policy-Based Execution Results 

Additional experiments were conducted using a policy configuration file to evaluate the interaction between policy rules 

and safety mechanisms. When data drift is detected with high prediction confidence, the system allows retraining and records a 

successful healing action. However, when drift occurs with low confidence levels, the safety guard blocks the retraining process 

to prevent unstable model updates. These results demonstrate how policy configuration and safety validation jointly ensure 

controlled and reliable adaptation. 
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VI.CONCLUSION AND FUTURE WORK  

This work presents a plugin-based self-healing machine learning framework designed to improve the reliability and 

stability of deployed ML systems. The framework continuously monitors model behavior, detects runtime anomalies such as data 

drift, overconfidence, and label noise, and classifies them into meaningful error categories. Based on these classifications, a policy-

driven healing mechanism selects appropriate corrective actions such as retraining or blocking unsafe predictions. The integration 

of safety guards and gated feedback control ensures that corrective actions are executed only under validated conditions, preventing 

potential model degradation. The modular architecture allows seamless integration with existing machine learning systems and 

reduces the need for manual intervention. Overall, the proposed approach demonstrates how automated monitoring, error analysis, 

and controlled recovery mechanisms can significantly enhance the robustness and fault tolerance of real-world machine learning 

applications. 

Future research can focus on extending the framework to support more advanced anomaly detection techniques using deep 

learning and statistical methods for improved accuracy. The system can also be enhanced to support additional machine learning 

frameworks such as TensorFlow and PyTorch, enabling broader applicability. Another promising direction is the integration of 

reinforcement learning to allow the system to learn optimal healing strategies over time. Additionally, implementing real-time 

deployment in edge or cloud environments and evaluating the framework on large-scale industrial datasets would further validate 

its effectiveness in practical scenarios. 
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