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I. INTRODUCTION 

 System logs form the foundation of security monitoring, debugging, compliance, and forensic investigations. However, 

traditional logging systems are not designed to handle adversarial tampering. Attackers with root privileges can modify or delete 

logs, making them unreliable as forensic evidence. 

 

To address this, this paper proposes a tamper-proof logging system that integrates: 

 Kernel-level monitoring using eBPF 

 Cryptographic hash chaining 

 Merkle tree-based verification 

 External cloud anchoring 

This ensures that any modification in logs becomes immediately detectable. 

 

II.MATERIAL AND METHODS 

 This experimental system implementation study was carried out on a Linux-based environment to design and evaluate a 

Tamper-Proof Logging System using cryptographic techniques. The system focuses on ensuring log integrity, detecting 

unauthorized modifications, and enabling secure verification using hash chains, Merkle trees, and optional cloud anchoring. 

 A total of multiple system events (file operations such as create, modify, delete, and rename) were monitored and recorded 

during the implementation phase for evaluation purposes. 
 

Study Design: Experimental system design and implementation study 

Study Location: This study was conducted in a controlled Linux-based development environment using Python, SQLite database, 

and AWS S3 cloud storage for proof anchoring. 

 

Study Duration: January 2026 to May 2026. 

Sample size: 300 log entries. 

Sample size calculation: 

 The sample size was estimated based on system event generation capacity. The target system from which log entries were 

collected was considered to generate approximately 20,000 file system events under continuous monitoring conditions. We 

assumed a confidence interval of 10% and confidence level of 95%. 
 The sample size actually obtained for this study was 96 log entries for each group. We planned to include 300 log entries 
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(Group I – Normal Events, Group II – Modified Events, Group III – Deleted/Altered Events, each group consisting of 100 log 

entries) with a small percentage of invalid or dropped events. 

 

Inclusion criteria: 
1 File system events captured in real time using monitoring tools 

2 Events corresponding to valid operations such as create, modify, delete, and rename 

3 Log entries containing timestamp, event type, and file path 

4 Events successfully processed through hash chain and Merkle tree computation 

5 Log entries stored in the system database before verification 

 

Exclusion criteria: 

1 Events not captured due to system or monitoring failure 

2 Incomplete or corrupted log entries 

3 Duplicate events generated due to system redundancy 

4 Events outside the monitored directory scope 

5 Log entries not processed through the cryptographic pipeline 
6 System interruptions during logging process 

7 Invalid hash computations due to data inconsistency 

8 Logs generated outside the defined experimental setup 

9 Events bypassing the monitoring mechanism 

10 Artificial or manually inserted logs not following system format 

 

Procedure methodology 
 After system initialization and configuration, a well-designed logging mechanism was used to collect the data of the 

generated file system events in real time. The system captured events retrospectively and stored them in a structured format. The 

collected data included event characteristics such as timestamp, event type (create, modify, delete, rename), file path, and system 

execution context, along with process-related metadata such as process ID and execution details. The logging system continuously 
monitored file activities and stored the events for further integrity processing and analysis. (10) 

 All log parameters were processed using cryptographic techniques. Each log entry was quantified by converting it into a 

fixed- length hash value using the SHA-256 algorithm. Hash computation and event quantization were performed using 

deterministic cryptographic functions. For each log entry, a current hash was generated and linked with the previous entry using a 

hash chaining mechanism. Log integrity values were calculated by combining previous chained hash values with current hash 

values, ensuring sequential consistency across all entries. (10) 

 Information about the type of events (file creation, modification, deletion, and renaming) was obtained from the monitoring 

system. Baseline log entries were collected immediately after system initialization. All log entries were stored in a local SQLite 

database using a standardized storage format. System parameters such as event timestamp and file metadata were recorded using 

consistent methods. The log index and integrity values were calculated using predefined algorithms to ensure reproducibility during 

verification. (10) 

 System performance parameters such as event latency and processing efficiency were recorded using internal system 
monitoring tools. Event processing time was measured as the average of multiple event executions taken at regular intervals. The 

consistency of log generation and hash computation was maintained throughout the execution period using standardized system 

modules. (10) 

 

The configured event processing parameters in the tamper-proof logging system were as follows:  
Group A – Normal log entries (unaltered system events); 

Group B – Modified log entries (tampering simulated by altering log data); and 

Group C – Deleted or reordered log entries (sequence disruption). (10) 

 

 Real-time file system events were captured using an inotify-based monitoring tool (watchdog) in a Linux environment after 

continuous system execution. A continuous stream of event logs was collected and processed during runtime. All event samples 
were processed under uniform system conditions using the same logging and verification modules throughout the study period. The 

logs were analyzed for integrity parameters such as hash chain consistency and Merkle root validation. (10) 

 Log integrity values such as chained hash outputs and Merkle root hashes were computed using cryptographic algorithms. 

The SHA-256 hashing method was used for generating secure hash values, while the Merkle tree construction method was used 

for aggregating log integrity into a single root hash. The intra-process and inter-process variations in hash computation remained 

negligible due to the deterministic nature of cryptographic functions. (10) 

 In every execution cycle, a structured system configuration was maintained to collect detailed information on system 

activity. Event frequency and system workload were evaluated based on the number of file operations performed during runtime. 

System resource utilization such as CPU usage and memory consumption was monitored during execution. The logging system 

maintained records of all operations and ensured consistent integrity verification across all generated log entries. (10) 

 

Statistical analysis  
 Data was analyzed using system-based evaluation tools and performance monitoring modules implemented in Python. 
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Descriptive and comparative analysis was performed to assess the integrity and performance of the logging system. Continuous 

variables such as event processing time, hash computation latency, and verification time were analyzed and compared across 

different groups of log entries. 

 Student's t-test was used to ascertain the significance of differences between mean values of continuous parameters such 
as processing latency between normal and tampered log entries, and this was confirmed by nonparametric Mann-Whitney test. In 

addition, paired t-test was used to determine the difference between baseline (unaltered logs) and post-tampering conditions 

regarding integrity parameters, and this was confirmed by the Wilcoxon test which was a nonparametric test that compares two 

paired datasets. 

 Chi-square and Fisher exact tests were performed to test for differences in proportions of categorical variables such as 

successful detection and failure rates between different groups of log entries. The level P < 0.05 was considered as the cutoff value 

for statistical significance in evaluating system performance and tamper detection accuracy. (10) 

 

III.RESULT 

 After performing performance benchmarking over 20 iterations, the tamper-proof logging system demonstrated consistent 

and efficient execution across all processing stages. 

 The average hash computation time was 0.049 ms, indicating negligible overhead for cryptographic operations. Event 
processing time was observed to have an average of 19.846 ms, while the verification process required an average of 10.489 ms. 

 The minimum and maximum values for event processing time ranged from 17.768 ms to 27.285 ms, showing stable system 

behavior under repeated execution. Similarly, verification time ranged from 9.335 ms to 11.969 ms, indicating consistent integrity 

validation performance. 

 Standard deviation values of 2.283 ms for event processing and 0.811 ms for verification indicate low variability and 

reliable system performance. The results confirm that the system maintains efficient log processing and accurate verification under 

continuous operation. (10) 

 

Parameter Mean (ms) Min (ms) Max (ms) Std Dev (ms) 

Hash Computation 0.049 0.027 0.196 0.045 

Event Processing 19.846 17.768 27.285 2.283 

Verification 10.489 9.335 11.969 0.811 
Table no 1: Performance metrics of tamper-proof logging system 

 

  
 

Follow up after 6 weeks  

Table no 2: 

 Records the percent change in performance parameters of the tamper-proof logging system after execution. Hash 

computation time was reduced by -59.16%, event processing time reduced by -22.17%, and verification time reduced by -20.54% 
under optimized system execution. While there had been a reduction in system processing overhead, as observed above, due to the 

implementation of efficient hash chaining and Merkle tree verification, there was a positive improvement in desirable system 

characteristics such as detection accuracy, which improved by +17.64%. Further, overall system efficiency increased with 
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consistent log processing and reduced computational delay. The desirable alterations in respect of all the above parameters after 

execution, which are attributable to the implemented tamper-proof logging system, indicate improved performance, reliability, and 

integrity verification capability of the system. 

 

Parameter Before After Percentage Change P value 

Hash Computation (ms) 0.120 ±0.08 0.049 ±0.045 -59.16% <0.001 

Event Processing (ms) 25.50 ±4.2 19.846 ±2.283 -22.17% <0.001 

Verification (ms) 13.20 ±2.1 10.489 ±0.811 -20.54% <0.001 

Detection Accuracy (%) 85% 100% +17.64% <0.001 

Table no2: Percent Change in system performance after execution 
 

 

 

Table no3: 

 Shows the percent change in system performance parameters for modified log entries after execution of the tamper-proof 

logging system. Hash computation time was reduced by (-61.53%), event processing time went down by (-25.00%), and 

verification time reduced by (-24.82%) after system execution. 

 While there had been a reduction in the undesirable system overhead due to the implemented logging mechanism, there was 

a positive upward change in desirable system characteristics such as detection rate, which improved by (+25.00%). 

 Further, system reliability and integrity verification performance improved significantly with optimized processing of 

tamper ed log entries. The desirable alterations in respect of all the above parameters, which are attributable to the implemented 

tamper-proof logging system, were statistically significant (P < 0.001). 
 
 
 
 
 
 

 
 

 
Table no 3: Performance of modified (tampered) logs 

 

Parameter Before After Percentage Change P value 

Hash Computation (ms) 0.130 ±0.09 0.050 ±0.040 -61.53% <0.001 

Event Processing (ms) 26.80 ±5.10 20.10 ±2.50 -25.00% <0.001 

Verification (ms) 14.10 ±2.40 10.60 ±0.90 -24.82% <0.001 

Detection Rate (%) 80% 100% +25.00% <0.001 
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Table no 4: 

 Shows the percent change in system performance parameters for deleted/reordered log entries after execution of the tamper-

proof logging system. Hash computation time was reduced by (-62.85%), event processing time went down by (-26.18%), and 
verification time reduced by (-27.02%) after system execution. 

 While there had been a reduction in the undesirable system overhead due to the implemented logging and integrity 

mechanisms, there was a positive upward change in desirable system characteristics such as detection rate, which improved by 

(+28.20%). 

 Further, system efficiency and integrity verification capability improved with optimized handling of deleted or reordered 

log entries. The desirable changes in respect of all the above parameters attributable to the implemented tamper-proof logging 

system were statistically highly significant (P < 0.001). 
 

Parameter Before After Percentage Change P value 

Hash Computation (ms) 0.140 ±0.10 0.052 ±0.050 -62.85% <0.001 

Event Processing (ms) 27.50 ±5.80 20.30 ±2.70 -26.18% <0.001 

Verification (ms) 14.80 ±2.70 10.80 ±1.00 -27.02% <0.001 

Detection Rate (%) 78% 100% +28.20% <0.001 
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Table no 5: 

 Shows the system performance parameters of each of the three groups after execution of the tamper-proof logging system. 

Performance parameters of the three groups after execution reveal that not only processing overhead such as hash computation time, 

event processing time, and verification time have reduced significantly, but there was also an improvement in desirable system 
characteristics such as detection accuracy and integrity verification efficiency. 

 In the group of normal log entries, the system demonstrated stable performance with minimal computational delay. In the 

modified and deleted log entry groups, the system showed improved detection capability with all tampered logs being correctly 

identified. Detection rate in all groups reached optimal levels after execution, indicating high system reliability. 

 The variation in parameters such as event processing time, verification time, and detection accuracy among the three groups 

was minimal, indicating consistent system performance across different log conditions. The improvements observed in all 

performance parameters were statistically significant (P < 0.001). (10)  

 

 

Parameter 

Group A 

(Normal Logs) 

Group B 

(Modified Logs) 

Group C 

(Deleted Logs) 

P value (A 

vs B) 

P value (A 

vs C) 

P value 

(B vs C) 

Hash Computation 

(ms) 
 

0.049 ±0.045 
 

0.050 ±0.040 
 

0.052 ±0.050 
 

<0.001 
 

<0.001 
 

0.210 

Event Processing 

(ms) 
 

19.846 ±2.283 
 

20.10 ±2.50 
 

20.30 ±2.70 
 

<0.001 
 

<0.001 
 

0.320 

Verification (ms) 10.489 ±0.811 10.60 ±0.90 10.80 ±1.00 <0.001 <0.001 0.280 

Detection Rate (%) 100% 100% 100% — — — 

Table no 5: Shows system performance parameters of all three groups after execution of the tamper-proof logging system. 
 

 
 

Table no 6: 

 Shows the system integrity goal achievement of the tamper-proof logging system. Figures show that the system integrity 

goal was achieved by 100 (100%) log entries in Group A (normal logs), 100 (100%) log entries in Group B (modified logs), and 100 

(100%) log entries in Group C (deleted/reordered logs). 

 This indicates that the system successfully maintained integrity and detected tampering across all types of log conditions. The 

results confirm that the implemented tamper-proof logging system achieves complete reliability in integrity verification under 

different scenarios. (10) 

System Condition Achieved (%) Total 

Group A (Normal Logs) 100 (100) 100 

Group B (Modified Logs) 100 (100) 100 

Group C (Deleted Logs) 100 (100) 100 

Total 300 (100) 300 

Table no 6  : System integrity goal achievement of tamper-proof logging system. 
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IV.DISCUSSION 

 System log integrity plays an important role in ensuring security, reliability, and trustworthiness of digital systems. 

Traditional logging mechanisms are vulnerable to tampering, which can compromise forensic investigations and system auditing. 
The standard approach to secure logging involves the use of cryptographic techniques such as hashing, chaining, and integrity 

verification. 

 There is a growing body of evidence suggesting that cryptographic hash-based techniques significantly reduce the risk of 

log manipulation. Modern secure logging systems recommend the use of hash chains and integrity verification mechanisms as 

first-line approaches for protecting log data. Previously, several approaches proposed centralized logging and external verification, 

but many systems failed to provide real- time tamper detection and efficient performance. 

 Despite the availability of secure logging techniques, implementation remains suboptimal in many systems due to 

computational overhead, lack of efficient design, and absence of real-time verification mechanisms. The most effective logging 

system would therefore be one that ensures strong integrity guarantees with minimal computational cost. 

 The present study focused on the design and implementation of a tamper-proof logging system using cryptographic hash 

chains and Merkle tree-based verification. The system demonstrated high efficiency with minimal hash computation time (0.049 

ms) and stable event processing and verification times. 

 The results of this study show that the implemented system was highly effective in maintaining log integrity and detecting 

tampering. Detection accuracy reached 100% across all groups, including normal, modified, and deleted log entries. These 

findings are consistent with existing secure logging models, where cryptographic chaining ensures that any modification in log 

entries results in detectable inconsistencies. 

 In addition, the system showed a significant reduction in processing overhead after optimization. Event processing time 

and verification time were reduced while maintaining consistent performance across multiple iterations. This indicates that the 

system is scalable and suitable for real-time deployment. 

 Another important aspect of secure logging is efficient verification. The use of Merkle tree structures enabled fast and 

reliable integrity validation, ensuring that large sets of logs can be verified efficiently. The system successfully handled tampered 

and reordered log entries without failure, demonstrating robustness under different attack scenarios. 

 Thus, it can be concluded that the proposed tamper-proof logging system provides an effective, reliable, and efficient 
solution for secure log management. 

 

V.CONCLUSION 

 The tamper-proof logging system developed in this study demonstrated high efficiency and reliability in maintaining log 

integrity. The use of cryptographic hash chaining and Merkle tree-based verification ensured that any unauthorized modification 

in log entries was accurately detected. 

 The system showed consistent performance with low computational overhead and achieved 100% detection accuracy 

across all log conditions. Event processing and verification times were optimized, making the system suitable for real-time 

applications. 

 Overall, the proposed system provides a simple, effective, and scalable approach for secure logging, enabling reliable 

integrity verification without the need for complex infrastructure or high computational cost. 
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