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I.INTRODUCTION 

  Health insurance claims are a normal but frequently aggravating aspect of the medical process—both for patients and for 

providers. Too often, these claims require tedious repetition, lengthy approval processes, and obscurity regarding status or 

eligibility. Centralized infrastructures, while well-established, fall behind the volume and the sensitivity of healthcare data. This 

results in shared issues: missing documents, non-uniform verification methods, and the ever-present risk of fraud [1]. Patients often 
suffer from delayed reimbursement, while insurers endure increasing administrative expenses and the challenge of detecting altered 

or fabricated claims [2]. 

  The need for a safer, more transparent, and streamlined method of healthcare insurance claims has made way for new 

technologies, primarily blockchain. Blockchain is especially promising here since it offers a common, tamper-evident ledger 

that can record interactions and actions in an open, verifiable manner. Unlike ordinary databases, blockchain systems render 

virtually impossible the ability to retroactively change records without agreement, providing good protection against claim 

tampering and data manipulation [3]. Also, smart contracts—encoded instructions that execute automatically when certain 

conditions or events occur—can be utilized to automate key processes in the insurance process, such as claim submission, 

validation, and approval, reducing the necessity for manual verification [4]. 

  An efficient and secure system, though, needs more than a blockchain. Identity is a key issue in healthcare, where sensitive 

information and financial choices depend on ensuring who is involved and if they are authorized. This is where Verifiable 

Credentials (VCs) and Decentralized Identifiers (DIDs) fit in. DIDs provide patients, providers, and insurers with a digital identity 
that they completely own, regardless of centralized infrastructures. VCs enable these parties to exchange cryptographically 

signed evidence—such as insurance status, medical credentials, or authorizations to file a claim—without having to provide 

redundant personal details [5][6]. This model not only enhances privacy and minimizes fraud but also generates a more fluid and 

portable identity scheme appropriate for varied healthcare environments. 

  In order to make the platform function within the realities of contemporary healthcare, the system also integrates HL7 FHIR 

standards, a universally used protocol for the exchange of healthcare information in structured and interoperable forms [7]. FHIR 

simplifies it to interface with electronic health record systems and makes sure that the information shared in the claims process is 

reliable and standardized. Furthermore, to counter the limitations in speed and cost of existing blockchain networks, the project 

is based on a Layer-2 solution—offering faster transactions at lesser fees without compromising on security [8][9]. 

  This paper envisions an end-to-end architecture that unifies these technologies—blockchain, smart contracts, decentralized 

identity, and standardized health data exchange—to create a fraud-resistant, efficient, and secure insurance claim platform. 
Through decentralizing trust and identity digitization, the system seeks to enhance patient experience, save insurer overhead, 

and ultimately establish a more trustworthy healthcare infrastructure. 

Abstract: Health care insurance claims processing is usually plagued by fraud, delay, and inefficiency because it depends on centralized 
systems and paper-based processes. Our project presents a blockchain-based system that employs Self-sovereign Identity principles based on 
Decentralized Identifiers (DIDs) and Verifiable Credentials (VCs) to safely handle identities and entitlements. Patients, health care providers, 
and insurers each create DIDs to create cryptographic identities without depending on centralized authorities. Insurance coverage and 

professional qualifications are certified as VCs and verified without third parties. Smart Contracts running on a Layer-2 blockchain network 
log submissions of claims and retain tamper-proof hashes of encrypted off-chain medical records, maintaining privacy while providing 
unobstructed audit trails. HL7 FHIR standards are utilized by the system to integrate structured healthcare information and enhance 
interoperability. By automating claims validation and infusing trust into the claims lifecycle, this method minimizes the threat of insurance 
fraud, increases data security, and simplifies communication among patients, providers, and insurers. 
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II. BACKGROUND CONCEPTS 

  This project builds upon both technical and domain-specific foundations in order to implement a secure, verifiable, and 

privacy-respecting decentralized insurance claim system. 
 

1. Technical Foundations 

Blockchain and Smart Contracts 

This system functions through Ethereum blockchain technology which creates an immutable decentralized ledger that 

executes programmable smart contracts [11], [12]. Smart contracts written in Solidity are used to handle claim lifecycle events 

such as submission, approval, and settlement. The contracts deliver tamper-resistance transparency and auditability because they 

store every transaction and status change directly on the blockchain [13]. 

 

Layer-2 Scaling Solutions 

For transaction cost reduction and throughput enhancement the system allows users to choose between Polygon and 

Optimism Layer-2 networks. The Ethereum-compatible networks deliver Layer-1 security standards but provide faster execution 

and reduced gas fees which are critical for systems dealing with numerous user interactions [14]. 
 

Decentralized Identifiers (DIDs) 

Through DIDs W3C-established standards users can retain full control over their identities [15]. A DID represents a 

distinctive entity which links to a DID Document that stores public keys together with service metadata. Identity agents such as 

Veramo manage the administration of DIDs [16]. 

 

Verifiable Credentials (VCs) 

The system uses VCs as cryptographically signed documents which verify facts about subjects identified by DIDs [17]. The 

system uses VCs to represent insurance policies given to patients and licenses issued to healthcare providers. These credentials 

provide trustless verification methods which eliminate the need for centralized database dependency [18]. 

 

Off-Chain Storage and Hashing 

The system protects user privacy and reduces blockchain expenses by saving sensitive medical documents such as reports, 

prescriptions and bills in off-chain locations like IPFS or Firebase. The system protects document integrity through storing SHA-

256 cryptographic hash values on the blockchain [19]. Verification processes enable document integrity checks without revealing 

document content through hash comparisons [20]. 

 

Web3 and User Interfaces 

The system employs MetaMask together with ethers.js as Web3 technologies to establish on-chain operations [21]. Users 

interact with decentralized applications (DApps) through interfaces where they can upload documents, share DIDs and 

credentials, and sign transactions securely [22]. 

 

Cryptographic Trust and Signature Verification 
The system uses public-key cryptography to sign all VCs and DID Documents. The verification process starts with the 

verifier obtaining the issuer’s DID for public key retrieval to check VC integrity. The system establishes decentralized tamper-

proof trust relationships through public-key cryptography [17], [18]. 

 

2. Domain Specific Foundations 

Healthcare Insurance Lifecycle 

Healthcare Insurance Lifecycle A patient receives medical treatment from their healthcare provider before the provider 

submits an insurance reimbursement claim to the insurer for payment. During the lifecycle process patients undergo eligibility 

verification and provider credentialing before submitting claims which may be approved or rejected before receiving payout. 

Medical operations that utilize traditional systems face both operational inefficiency and fraud risks [23]. 

 

Insurance Fraud and Auditability 

Fraudulent activities in insurance commonly consist of repeated claims along with fake medical diagnoses as well as 

exaggerated costs and provider identity theft. A system that utilizes VCs together with document hashing and on-chain audit 

trails enables detection and traceability of such attacks. Every insurance claim carries a timestamp while it connects to 

cryptographic identities and stores unalterable metadata [24]. 

 

Regulatory Compliance (DPDP, NDHM) 

The system achieves regulatory compliance with both the DPDP Act and the NDHM through its design and implementation 

[25]. Personally identifiable information (PII) and health data are stored off-chain, encrypted, and shared only with consent [26]. 

 

Digital Health Ecosystem and Interoperability 

The system supports the future direction of India’s Ayushman Bharat Digital Mission (ABDM) by allowing users to control 
their health identities and enabling protected data exchange among healthcare providers. The identity framework using DIDs and 
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VCs operates as a universal identity platform which eliminates the need for central databases in hospitals, insurance companies 

and government agencies [27] 

 

III. LITERATURE REVIEW 
Medi Block: Blockchain Architecture for a Secure Healthcare System (In CACCT 2023) [6]: This article introduces Medi 

Block, a blockchain-based platform that aims to provide stronger data security, transparency, and trust between healthcare 

stakeholders including patients, physicians, laboratories, pharmacies, and insurance providers. It proposes a permissioned 

blockchain environment for secure sharing of medical information, prescription history, and insurance claims. The system is 

constructed on top of Ethereum-based smart contracts that facilitate automated transactions and predefined access controls. The 

architecture has three primary functional modules: treatment coordination, medical report management, and insurance claim 

processing. Secure sharing of patient records can be accomplished by transaction IDs, and smart contracts guarantee data exchange 

under only preapproved conditions. Security validation through the Scyther tool verifies that the system resists most popular 

cyberattacks such as impersonation, replay, and tampering. Medi Block makes data immutable, timestamps it, and ensures it can 

be viewed only by permitted users, thus enhancing the reliability, privacy, and efficiency of healthcare interactions. 

Processing Health Insurance Claims Based on Blockchain Technology (ICMI 2022) [7]: The article suggests a blockchain 

model for simplifying and securing the process of health insurance claims. It brings patients, hospitals, and insurance firms onto 
a shared decentralized platform where smart contracts control registration, permission for treatment, and reimbursement by the 

insurance firm. Patients can see different health insurance proposals from hospitals, make applications, and obtain decisions in a 

transparent manner through a blockchain interface. With approval, the treatment is administered, and claims are automatically 

validated and processed according to smart contract parameters. The system guarantees confidentiality, avoids fraud, and dispenses 

with middlemen by having an immutable record of all operations. Cryptographic keys control data access, and transactions are 

accessible only to authorized parties. In comparison with conventional systems, the method decreases cost, decreases wait times, 

improves transparency, and improves the overall efficiency of health insurance claim processing. It also provides a trustless 

mechanism that establishes dependability and eliminates typical vulnerabilities in present healthcare insurance systems. 

A Security Model of Multihospital FHIR Database Authorization Based on Secret Sharing and Blockchain (IEEE Journal 

2024) [3]: This paper centers on enhancing access management for shared healthcare databases within hospitals through the 

integration of blockchain technology with secret-sharing techniques. The authors seek to secure patient information stored under 
the Fast Healthcare Interoperability Resources (FHIR) standard, which is used for health data exchange extensively but does not 

have inherent security measures. The review of the literature discusses a number of the current attempts at bolstering security 

through blockchain and secret sharing. Some methods employ secret sharing to secure users' private keys, with blockchain ensuring 

traceability and data integrity. Authors such as Mesnager and Biswas have suggested verifiable secret sharing methodologies 

for securely disseminating data throughout blockchain networks. Others have employed tools such as homomorphic encryption 

and IPFS to assist with storage and processing expenses. These experiments demonstrate that blockchain provides secure audit 

trails, and secret sharing introduces fault tolerance and distributed trust. But the majority of them do not present a full solution for 

secure shared access to healthcare records. For the solution of this problem, the authors propose their own model—MFDA—which 

combines sophisticated secret sharing methods and ElGamal cryptography to enable several hospitals to securely authenticate and 

access shared databases. The literature reviewed confirms that while blockchain and secret sharing both possess strengths in 

isolation, an integration of them might hold the key to the development of a more secure and collaborative healthcare data system. 

A Patient-Centric Blockchain-Based Framework with Layer-2 Integration for Secure and Scalable Healthcare Data 
Management (3rd ISACC 2025) [1]: This paper examines the increasing issues with centralized health data systems—namely 

how they tend to fail when security, privacy, and patient autonomy are concerned. To address these concerns, the authors 

recommend a decentralized, patient-centric architecture utilizing blockchain along with Layer-2 technologies in order to enhance 

scalability as well as reduce cost. When surveying the literature, they discuss a number of current systems that try to utilize 

blockchain for healthcare. For example, Med Rec is referred to as a system that provides patients with greater control over their 

health information among several institutions based on a permissioned blockchain. Other such platforms, such as Med Chain and 

Health Block, attempt to integrate blockchain with mobile healthcare and IoT applications to facilitate safe data exchange, although 

they continue to face issues such as interoperability and system complexity. The article also mentions solutions developed on 

Ethereum and IPFS, which employ smart contracts and off-chain storage, but mentions drawbacks such as high gas prices and 

slower speeds. As solutions to these, the authors propose the use of zkSync—a Layer-2 Ethereum scaling solution—coupled with 

IPFS to develop a healthcare data system that is not only more secure and scalable, but also patient privacy-respecting. In general, 
the literature reviewed here leaves no doubt that blockchain, particularly when combined with technologies such as distributed 

storage and smart contracts, has strong potential to revolutionize the sharing and protection of healthcare data. 

Shouri and Ramezani [28] suggest a blockchain-based health insurance system which uses quadratic voting alongside smart 

contracts to enhance fraud detection and transparency and patient-centered decision processes. The paper starts by analyzing 

previous research which the authors separate into three main categories: (i) blockchain applications in healthcare, (ii) health data 

privacy and security, and (iii) blockchain-enabled insurance systems. The blockchain-based systems Block-HI and eClaim have 

shown through research how smart contracts enable both electronic health record management and automated claim processes. The 

existing models demonstrate limited scalability together with insufficient democratic decision processes and insufficient real-time 

fraud analytics. The authors create an insurance workflow consisting of eight stages which operates on a six-layer blockchain 

structure. The main components consist of automated adjudication through smart contracts and decentralized identity verification 

together with machine learning models for fraud detection. The QV system enables policyholders to cast votes for benefits 

distribution based on their preference levels which leads to increased fairness in coverage selection. The platform uses machine 
learning algorithms to assess health scores which enables customized premium pricing. The framework stands out by merging 
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decentralized data protection with user-controlled participation to build an insurance ecosystem which both scales well and 

promotes fairness. The framework advances blockchain-based health insurance systems through its meaningful contribution to the 

emerging field. 

Shruthi et al. [29] present a blockchain-based solution which improves healthcare insurance claim authentication through 
increased security measures along with enhanced transparency and operational efficiency. The study shows that traditional 

insurance claim systems suffer from major problems which include manual processing and fraud and data manipulation. The 

system solves these problems through Ethereum smart contracts combined with cryptography and it runs on Ganache Truffle 

MetaMask and Django platforms. The platform establishes three distinct portals which allow Hospital and Insurance Company 

and Patient users to perform smooth interactions. Hospitals use their private keys to digitally sign bills before sending them to the 

blockchain where smart contracts check both policy coverage and cryptographic hash authenticity. The paper references previous 

research which demonstrates blockchain's ability to reduce fraud because of its decentralized ledger technology combined with 

secure data storage systems. The paper refers to previous research which investigates IPFS-based off-chain storage together with 

digital signature verification and machine learning-based fraud detection systems. The implementation of Shruthi et al. introduces 

both real-time validation and multi-role portals to make sure everyone experiences improved transparency and decreased 

processing duration. Experimental tests prove the model's ability to stop fraudulent claims and confirm the authenticity of bills. 

The system efficiently handles legitimate submissions while it blocks any modified or unauthorized entries. This research 
establishes blockchain technology as an effective tool to transform health insurance claims through decentralized trust mechanisms 

and automated processes with integrity protection. 

An Evaluation Framework for Assessing IPFS Performance within a Blockchain-Based Healthcare System (2023 IEEE 

International Conference on Blockchain) [4] introduces a detailed test procedure to analyze the operational effectiveness of 

IPFS in blockchain-integrated healthcare systems. The research focuses on concurrent file access, different file sizes, and HTTP 

request throughput as major performance indicators—factors that are essential in real-time medical data management. The authors 

deploy a private Hyperledger Fabric network emulating a medical context and use Apache JMeter to model intensive access patterns 

and evaluate response behavior under load conditions. They show that IPFS can support data consistency and acceptable latency 

even for high request loads and thus serve as a competitive off-chain storage solution for secure healthcare records. In addition, 

the research findings cover issues like retrieval delays of data, scalability, and complexity of integration, providing useful tips for 

developers looking to integrate decentralized file systems into blockchain-based healthcare infrastructures. The precise metrics 
and realistic deployment considerations offered are a valuable addition to the body of research concentrating on the efficient 

management of health data securely and scalably in decentralized systems. 

A Decentralized Blockchain based system for Secure Health Record and Claims Processing (ICCCI 2022) by D. Saveetha 

and G. Maragatham [8] discusses a robust architecture to improve the security and integrity of healthcare information, as well as 

insurance claim processes, by utilizing blockchain technology. The authors use Ganache as a personal Ethereum test network and 

deploy smart contracts in Solidity to automate and enforce claim validity rules, permitting only valid participants to submit and 

attest sensitive information. The system proposed has a twofold approach: first, it guarantees the immutability and traceability of 

PHRs and EHRs; second, it streamlines claim processing by storing claim metadata on-chain and offering an immutable audit trail 

against tampering or rollback. Their system focuses on safeguarding patient privacy while alleviating operational inefficiencies 

that plague conventional claim processing. Further, the paper addresses issues of actual-world deployment including 

interoperability on hospital networks, access control, and regulations compliance. Focusing on the interaction among data security, 

process transparency, and claim integrity, the research provides helpful explanations about how blockchain technology can be 
used to make insurance processing in healthcare environments more efficient and prevent fraudulent processes. 

 

Comparative Analysis of Traditional healthcare insurance claims system 

A. Traditional Healthcare Insurance Claims Process 

A policyholder or treating provider sends a claim package containing invoices, doctor's reports and discharge summaries to the 

insurer or its third-party administrator (TPA) for conventional healthcare insurance. The insurer checks eligibility along with 

treatment codes and coverage against policy terms through manual processes. Insurer pre-authorization stands as a standard 

requirement for cashless claims before hospital discharge but real-world practice shows delays in obtaining approvals. The 

Insurance Regulatory and Development Authority of India (IRDAI) requires cashless claims to be accepted or rejected within 1 

hour while settlement must occur within 3 hours post-discharge but many patients face prolonged waiting periods [30], 

[37]. Research shows that extensive claim processing creates extended delays which produces customer dissatisfaction and 43% of 
policyholders encountered problems when trying to process their claims [33]. 

 

B. Challenges in the Traditional System 

 

Table I summarizes the types of frauds in a traditional insurance system: 

 

FRAUD TYPE 

PROVIDER 

IMPACT 

 

INSURER IMPACT 

PATIENT IMPACT 

Phantom Billing

 (Fake services) 

 

Malicious 

Financial loss, 

overpayment 

May receive unnecessary 

care 
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Upcoding (Billing higher 

than service) 

 

Malicious 

 

Financial loss, plan 

abuse 

 

Indirect cost inflation 

Unbundling (Splitting 

services) 

Malicious Payment manipulation May lose benefit coverage 

early 

 

Identity Theft 

Non- 

Malicious 

Verification burden Malicious (fraudulent claims) 

Policyholder 
Misrepresentati on 

 
— 

Risk mispricing Malicious (provides false 
info) 

Collusion between Provider

 & Patient 

Malicious Coordinated fraud Malicious 

Billing for Non-Rendered 
Services 

Malicious Overpayment, audit 
cost 

— 

Duplicate Claims — Repeated payouts Malicious 

Coverage Misuse (wrong 

person treated) 

 

— 

Unapproved benefit 

use 

Malicious 

Kickbacks / Referral 

Abuse 

Malicious Cost distortion Risk of 

overtreatment 

Drug Diversion (Pharmacy 

fraud) 

Malicious Regulatory penalties  

Risk of harm 

 

C. Blockchain-Based Claims System (DIDs & VCs) 

Blockchain technology brings solutions to various healthcare problems through its decentralized identifiers (DIDs) and 

verifiable credentials (VCs) framework. Each individual and organization involved in the healthcare system including patients and 

providers and insurers maintain their own self-sovereign digital identity [36]. The key documents which include insurance 

coverage credentials and treatment receipts become cryptographic VCs. Providers and insurers can issue signed VCs which confirm 

policy coverage and render treatment VCs. The blockchain system uses permissioned ledgers with smart contracts to automatically 

verify claims through the process of checking patient DIDs and VCs against policy rules thus eliminating manual processing [35]. 

The system significantly cuts down paperwork and human mistakes. The blockchain ledger keeps unchangeable records which 

provide complete transparency to help prevent fraud while making compliance processes easier. A review from the industry states 

that decentralized identity systems "cut operational expenses while improving process speed and enabling new methods for 
customer verification" [36]. 

 

Table II summarizes a comparative evaluation of the traditional versus DID/VC-enabled blockchain systems. 

 

 

Aspect 

 

Traditional System 

 

Blockchain (DID/VC) System 

Identity/ID Centralized policy IDs and 

documents issued by insurer 

(e.g., digital or paper). 

Self-sovereign DIDs on

 blockchain; individuals 

manage their own identities. 

Claim Submission Paper or PDF claims submitted 

to insurer/TPA; often multiple 

handoffs. 

Claims as digitally signed VCs 

(e.g., treatment and billing 

credentials). 

Verification Manual review of documents, 

phone calls to hospitals, cross-

checking paper files. 

Automated cryptographic 

verification of VCs on-chain; 

smart contracts enforce rules 

[35]. 

Processing Time Typically days or weeks, 

contributing to hospital discharge 

delays. 

Near-real-time settlement via 

smart contracts once 

Credentials are verified. 
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Transparency & Audit Opaque audit trails in insurer 

databases; difficult to trace 

errors/fraud. 

Public (or permissioned) ledger 

provides an immutable record 

of each claim. 

Fraud Risk Relies on post-hoc audits; high risk 

from fake documents and 

duplications. 

Lower risk due to tamper-

proof VCs and on-chain 

logging; proactive fraud 

detection (e.g., multi-party 

attestation). 

Data Ownership Insurer/TPA-centric data silos; 

patient data shared by consent in 

static ways. 

Patient-centric data: individuals 

consent to share specific VCs 

(selective disclosure) [36]. 

Intermediaries TPAs and manual examiners are 

needed for adjudication. 

Fewer intermediaries; trust is 

established via blockchain 

consensus and credentials. 

Cost and Scalability High administrative overhead, 

errors requiring rework. 

Reduced admin costs over 

time; scalable via automation 

and shared infrastructure. 

 

IV. PROPOSED MODEL 

 

Figure 1 shows the basic flow of how the events take place. 
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To overcome the limitations of existing healthcare claim systems—such as centralization, privacy concerns, and lack of 
scalability—we propose a modular decentralized architecture called mp. This model integrates Self-Sovereign Identity (SSI), 

Verifiable Credentials (VCs), smart contracts on Layer-2 (e.g., Optimism), and HL7 FHIR APIs to enable secure, efficient, and 
interoperable healthcare insurance processing. In our model, all actors (patients, providers, and insurers) are assigned Decentralized 

Identifiers (DIDs). Patients receive digitally signed Insurance Credential VCs upon onboarding, while providers hold License 
Credential VCs. Claims are initiated by providers and include the patient’s DID, claim amount, file hash, and their own credentials. 

Sensitive health data such as Electronic Health Records (EHR) are fetched using mock HL7 FHIR APIs, encrypted, 
and stored off-chain (e.g., IPFS/S3). Only the SHA-256 hash of the document is submitted to the blockchain for integrity 

verification. 
Smart contracts deployed on a Layer-2 network manage the claim lifecycle, reducing gas fees and improving transaction 

speed. Insurers verify the submitted VC and file hash off-chain, then interact with the smart contract to approve or reject the claim. 
A dashboard displays real-time claim status using on-chain events, enabling transparency for all stakeholders. 

Thus, our model enables secure identity, verifiable insurance logic, and scalable claim processing while preserving privacy 
and compliance with Indian healthcare data standards. 

 

Stepwise implementation 

Figure II shows the steps of what actually happens. Stepwise process is as follows: 
 

Step 1: Insurance Agreement Initialization 

The process begins when a patient enters into an insurance agreement with an insurance company (see arrow 1). At this stage: 

 The insurer generates a Decentralized Identifier (DID) for the patient (or links an existing one). 

 A Verifiable Credential (VC) is issued to the patient’s DID, containing policy metadata (coverage limit, validity, authorized 

providers, etc.). 

 This VC is digitally signed and stored in the patient’s digital wallet. 

 

Step 2: Treatment by Provider 

The patient visits a healthcare provider (e.g., doctor, hospital, lab, or pharmacy) for treatment (arrow 2). The provider: 

● Delivers services and generates a treatment report. 

● Signs the medical documents and bill using their private key. 

 

Step 3a: Claim Submission 

The provider initiates the claim submission process (arrow 3a): 

 Off-chain: The medical documents and bills are encrypted and uploaded to IPFS or another decentralized storage system. 

 On-chain: The provider calls a smart contract function (e.g., submitClaim) with: 

o Patient’s DID 
o Claimed amount 

o IPFS hash of the uploaded report 

 

Step 3b & 3c: Claim Information & Processing 

 The smart contract logs the claim metadata and emits an event. 

 The insurance provider system (smart contract + backend) receives the claim request (arrow 3c) and retrieves the IPFS-stored 

document using the hash (arrow 3b). 

 

Step 4: Claim Response & Fraud Check 

● The insurer reviews the claim (arrow 4). 

● The system checks for possible fraud (diamond decision box). This includes: 

○  Signature verification of the provider’s VC 

○  Duplicate claim detection 

○  Policy limit checks 

 If fraud is suspected: the case is flagged and routed to a legal review channel (gavel icon: "Involve Legal System"). 

  

Step 5a–5c: Settlement Logic 

● If the claim is approved, the system compares approved vs claimed amount: 

○  If Approved < Claimed → Update remaining balance (arrow 5a), then issue partial payment (arrow 5b). 

○  If Approved = Claimed → Issue full payment (arrow 5c). 
● Payments are transferred via smart contract to the provider’s address or to the patient (based on the policy model: 
cashless or reimbursement). 

 
Step 6: Final Payment (if applicable) 

If any remaining amount needs to be paid by the patient (e.g., uncovered expenses), the smart contract notifies them, and 

they settle the remaining payment with the provider directly (arrow 6). 
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Audit & Record-Keeping (Implied) 

 Every claim submission, status update, fraud flag, and payment transaction is logged on-chain immutably. 

 IPFS content hash ensures that off-chain documents are integrity-protected and can be verified later without re-uploading the 

file. 

 

 
 

V. CHALLENGES IDENTIFIED 

  Most previous studies on implementing blockchain in healthcare concentrated primarily on securely storing medical 

data, but they have neglected to address certain real-world issues. They do not support seamless data exchange between hospitals, 

laboratories, and insurance providers because they don't accommodate healthcare data standards such as HL7 FHIR. Most 

applications employ mainstream blockchain (Layer 1), which is expensive and slow, and do not utilize speedier Layer 2 solutions. 

Also, patient control over who can see their data is not enabled in most systems, as they don't employ technologies such as 

Decentralized Identity (DID). Claims are not immediately checked and instead require manual verification. There is no direct 

means of tracing or settling claim disputes either. Privacy is also an issue—some systems store sensitive information directly on 

the blockchain with poor privacy controls. Finally, most of these projects are tested only in laboratories and not implemented in 

actual hospitals or insurance agencies, so we don't know how well they actually perform in the real world. 
 

Future Scope 

  The proposed blockchain-based healthcare insurance system offers a foundation for numerous extensions and 

enhancements. Key avenues for future development include: 

 

1. Government Health Scheme Integration – Support nationwide initiatives like Ayushman Bharat Digital Mission (ABDM) by 

linking Health IDs with DIDs for unified claim management. 

2. Multi-Insurer and Cross-Hospital Claim Processing - Permit several insurers or switching hospitals while maintaining the 

continuity of claims history through use of a single decentralized identity. 

3. Claim verification with zero exposure of sensitive information utilizes privacy-protecting ZK proofs, enabling risk-free 

authentication without revealing delicate medical data. 
4. Claims submission tokens, scheduled health examinations, or preventive therapies effectively motivate patients and reward 

adherence to healthier lifestyles through incentivization. 

5. AI-Driven Fraud Detection – Reduce fraudulent activities and false claims by monitoring filing anomalies using machine 

learning to analyze claim patterns and raise alerts. 

6. Role-specific dashboards enrich interaction and improve communication, thus enhancing engagement for real-time tracking of 

claims timelines as well as treatment activity patterns further promoting accountability. 

7. International healthcare claim integration along with global system alignment and standardization allows scaling capability 

expansion for cross border medical claims 

8. Rural or low-tech users can benefit from creating a lightweight version of the DApp designed specifically for easy access via 

mobile devices. 

9. Submitting claims off-chain while synchronizing on-chain. 
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VI.CONCLUSION 

  The existing healthcare insurance claim process operates at a sluggish pace while depending on manual operations that 

produce frequent mistakes and delays.Individuals possess restricted authority regarding their health information together with its 
distribution methods.The existing healthcare industry lacks effective methods to transfer information safely between medical 

facilities and diagnostic centers and insurance providers.The present systems fail to leverage advanced technologies including 

Layer 2 blockchain, HL7 FHIR and Decentralized Identity (DID).A secure automated real-time system needs to be developed 

which will enhance privacy alongside transparency and operational efficiency. 
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