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Abstract: Intrusion Detection Systems (IDS) are critical components of modern cybersecurity infrastructure, designed to identify and
mitigate threats within network traffic. However, traditional detection methods often struggle to detect novel or zero-day attacks. This paper
presents a hybrid IDS that leverages both supervised and unsupervised machine learning techniques — specifically Random Forest for
classification and Isolation Forest for anomaly detection — to provide robust threat identification. Utilizing the CICIDS2017 dataset, chosen
for its realistic representation of network traffic, the system employs comprehensive feature engineering to enhance detection accuracy. A
key contribution is the development of a real-time visualization dashboard, enabling security analysts to monitor network patterns, intrusion
attempts, and system performance dynamically. Experimental results demonstrate the hybrid model's superior performance over standalone
models, achieving high accuracy in identifying known attack signatures while also detecting anomalous activities potentially indicative of
zero-day exploits. This work advances cybersecurity practice by offering a practical, interpretable, and visually interactive solution for
network intrusion detection.

Keywords: Network Security, Intrusion Detection Systems, Machine Learning, Random Forest, Isolation Forest, Anomaly Detection, Real-
time Visualization, CICIDS2017, Feature Engineering.

ILINTRODUCTION

The exponential growth of digital infrastructure and internet connectivity has made modern systems increasingly
vulnerable to a wide array of security incidents, including data breaches, denial-of-service attacks, and unauthorized access.
Consequently, robust Intrusion Detection Systems (IDS) have become indispensable tools for organizations to detect, analyze, and
respond to threats promptly. Traditional IDS often rely on predefined signatures or rule sets to identify known attack patterns
[35,36]. While effective against documented threats, these signature-based systems typically fail to detect novel attack vectors,
polymorphic malware, or zero-day exploits that deviate from known signatures [15].

To address these limitations, anomaly-based detection systems, particularly those employing Machine Learning (ML),
have gained significant traction [10][13][24]. ML models can learn complex patterns from network traffic data, establishing a
baseline of normal behavior and identifying significant deviations as potential intrusions [13][25][30]. These approaches can be
broadly categorized into supervised methods, which require labeled data to train models for classifying known attack types, and
unsupervised methods, which detect anomalies without prior knowledge of attack signatures [13][21]. Supervised techniques often
excel at accurately identifying known threats, while unsupervised methods offer the advantage of detecting previously unseen or
zero-day attacks.

Despite advancements, several challenges persist in deploying ML-based IDS effectively in real-world scenarios. Many
systems operate offline, processing data in batches, which delays threat detection and response [1]. Furthermore, the "black-box"
nature of some complex ML models hinders interpretability, making it difficult for security analysts to understand why an alert
was triggered [32][33][34]. Effective visualization of network security events, crucial for situational awareness and rapid decision-
making, also remains an underdeveloped area [7][8].

This paper proposes a hybrid ML-based IDS designed to overcome these challenges by integrating supervised and
unsupervised learning with real-time visualization capabilities. Our system utilizes Random Forest, a robust supervised algorithm,
for accurate classification of known traffic patterns based on labeled data, and Isolation Forest, an efficient unsupervised algorithm,
for detecting novel anomalies [22][36][39]. We employ the CICIDS2017 dataset, a widely recognized benchmark that addresses
shortcomings of earlier datasets [38].

The main contributions of this research are:

e A hybrid intrusion detection architecture combining Random Forest and Isolation Forest to leverage the strengths of both
supervised and unsupervised learning for enhanced detection capabilities.

e Comprehensive feature engineering techniques applied to the CICIDS2017 dataset to generate meaningful network traffic
metrics, improving model discriminative power.
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e A real-time visualization dashboard developed using Streamlit, providing an intuitive interface for monitoring network traffic,
interpreting detection results, and facilitating timely responses by security personnel.
Our experimental results validate the effectiveness of the hybrid approach, demonstrating high accuracy and robustness in
detecting a wide range of intrusions, complemented by a powerful visualization tool for enhanced operational utility.

I.REVIEW OF PREVIOUS WORKS
2.1 Evolution of Intrusion Detection Systems
The field of Intrusion Detection Systems (IDS) originated in the 1980s, evolving from early concepts of threat monitoring
to Denning's foundational model [23][31][36]. Traditional IDS primarily fall into signature-based (misuse detection) and anomaly-
based categories [13][35][36]. Signature-based systems compare network traffic against a database of known attack patterns, but
struggle with novel threats [15][24]. Anomaly-based systems establish a baseline of normal network behavior and flag deviations,
requiring advanced techniques due to the increasing complexity of network data [9].

2.2 Machine Learning Techniques for Intrusion Detection

Machine learning has become central to modern 1DS research [2][3][4][17]. Supervised learning algorithms like Decision
Trees, Support Vector Machines (SVM), Naive Bayes, k-Nearest Neighbors (k-NN), and ensemble methods like Random Forest
have demonstrated high accuracy, particularly when trained on labeled datasets like CICIDS2017 [16][18][22][23][28][33].
However, their effectiveness relies heavily on the availability of comprehensive labeled data representing known attacks [25].
Unsupervised learning, including clustering and autoencoders used in deep learning, can detect novel attacks without labeled data
but may face challenges with computational overhead or interpretability [26]. Hybrid approaches combining supervised and
unsupervised techniques, often integrating methods like Adaboost or optimizing algorithms, aim to leverage the strengths of both
paradigms for more robust detection [11][21]. Surveys by Buczak et al. [10] and Abdallah et al. [13v] provide comprehensive
overviews of these ML methodologies in IDS.

2.3 Real-time Intrusion Detection and Visualization

Despite advances in model accuracy, real-time detection and effective visualization remain critical challenges [1][7][8].
Real-time systems must process high-volume traffic streams with low latency, often requiring optimized implementations and
feature selection [1][29]. Visualization plays a key role in enabling security analysts to understand complex network events and
alerts quickly [20][32]. Surveys like Shiravi et al. [5] highlight the need for integrated visualization tools that present multiple
facets of network security coherently, moving beyond simple alert lists towards more actionable insights. Our work addresses this
gap by integrating a hybrid detection model with a dedicated real-time visualization dashboard.

2.4 The Dataset

The choice of dataset significantly impacts IDS evaluation. While the KDD Cup 99 dataset was influential, critical analyses
revealed inherent biases and outdated patterns [14]. Datasets like NSL-KDD and CICIDS-2017 were developed to provide more
realistic and balanced network traffic representations for training and testing modern IDS [38]. Effective feature engineering and
selection are crucial for optimizing ML model performance on these datasets, reducing dimensionality while retaining
discriminative information [19,30]. Our work makes a contribution to this field by employing extensive feature engineering
methods that construct informative network traffic features from the CICIDS-2017 dataset. Features that we extract encompass
traffic volume characteristics, connection behaviors, attack signs, and user profiles. Engineered features are used to improve the
discriminative capability of our ML models, making them better at differentiating normal traffic from intrusive traffic.

IHILMETHODOLOGY
Our proposed hybrid intrusion detection system combines supervised classification and unsupervised anomaly detection,
enhanced by tailored feature engineering and presented through a real-time visualization interface. This approach aims to
accurately identify known threats while remaining sensitive to novel anomalies.

3.1 System Architecture

It comprises three main modules: Data Preprocessing, Hybrid Detection Engine, and Real-time Visualization Dashboard.
The Data Preprocessing module is responsible for cleaning, transforming, and preparing the raw network traffic data from the
CICIDS2017 dataset for analysis. This involves handling missing values, encoding categorical features, and scaling numerical
features to ensure optimal performance of the ML models. The Hybrid Detection Engine is the core of the IDS, employing a two-
pronged approach using Random Forest [22] (RF) and Isolation Forest [37] (IF). RF, a supervised learning algorithm, is trained
on labeled network traffic data to classify known attack types with high accuracy [28]. IF, an unsupervised anomaly detection
algorithm, identifies unusual patterns in the network traffic without prior knowledge of attack signatures, making it effective
against novel threats [26].

The Real-time Visualization Dashboard provides a dynamic and interactive interface for security analysts to monitor
network traffic, visualize detected anomalies, and gain insights into potential security incidents [5]. Key features of the dashboard
include real-time network traffic monitoring, visual representation of detected alerts (both RF and IF), and interactive filtering and
drill-down capabilities for detailed analysis.

The system employs a modular design separating the offline training phase from the real-time detection phase, as illustrated
in Figure 1
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Figure 1: Architecture of the Hybrid Intrusion Detection System

The key components include:

1. Data Collection & Preprocessing: Acquiring the CICIDS2017 dataset and preparing it for analysis.

2. Feature Engineering: Transforming raw network data into informative features suitable for ML models.

3. Learning Components: Training the supervised (Random Forest) and unsupervised (Isolation Forest) models.

4. Model Storage: Serializing trained models and preprocessing objects (e.g., scalers) for deployment.

5.Real-time Detection System: Ingesting network traffic, applying feature extraction, and utilizing trained models for
classification/anomaly scoring.

6.Real-time Dashboard: A Streamlit-based web interface providing interactive visualization of traffic, alerts, and system
performance.

3.2 Dataset Description

The system employs the CICIDS-2017 dataset, an improved version of the original CICIDS-2017 dataset to correct
inherent problems like redundant records and an imbalance class distribution. The CICIDS2017 dataset was selected for its
comprehensive and realistic representation of contemporary network traffic, including various common and emerging attack types
[38]. It includes benign traffic and instances of common attacks such as DDoS, Brute Force, Port Scan, and Web Attacks, making
it a suitable benchmark for evaluating the performance of our hybrid IDS [25].

The data includes: - 41 features to each network connection - A class identifier of whether a connection is regular or an
attack - Training data and test splits to measure the performance of a model
Important features in the data are:
- Basic connection features (duration, protocol type, service, etc.)
- Content features (failed logins, number of shells, etc.)
- Time-based traffic features (connections to same host within last 2 seconds)
- Host-based traffic features (connections to same service within last 100 connections

3.3 Data Preprocessing

Raw data from the CICIDS2017 dataset undergoes several preprocessing steps to optimize it for ML modeling.

This includes:

Loading and structuring the data (e.g., using Pandas DataFrames).

Exploratory Data Analysis (EDA) to understand distributions and identify potential issues.

Data Cleaning: Handling missing values if any.

Encoding Categorical Features: Converting non-numeric features like protocol type, service, and connection flags into numerical
representations using appropriate strategies (detailed in Feature Engineering).

Feature Scaling: Standardizing numerical features using StandardScaler to ensure they have zero mean and unit variance,
preventing features with larger values from dominating the model training process.

Data Splitting: Dividing the dataset into training and testing sets (e.g., 80% training, 20% testing or 80% training, 30% validation
as per ) to train the models and evaluate their performance on unseen data.

3.4 Feature Engineering

To enhance the models' ability to distinguish between normal and malicious traffic, we implemented tailored feature
engineering, creating new features beyond the original 41 provided in CICIDS-2017. These engineered features capture more
nuanced aspects of network behavior:
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Traffic Volume & Connection Statistics:
avg_duration_per_host: Mean connection duration per destination host.

conn_rate: Connections per unit time (count / (duration + 1)) to identify bursty traffic.

bytes ratio: Ratio of source bytes to destination bytes (src_bytes / (dst_bytes + 1)) to detect asymmetric flows potentially
indicating data exfiltration.

Attack Pattern Indicators:
failed_login_rate: Rate of failed login attempts (num_failed_logins / (count + 1)) indicative of brute-force attacks.
error_ratio: Ratio of SYN errors to service SYN errors (serror_rate / (srv_serror_rate + 1)) to help detect scanning.
rerror_ratio: Ratio of REJ errors to service REJ errors (rerror_rate / (srv_rerror_rate + 1)) identifying rejected connection
patterns.

e User Behavior Features:

o is_guest_access: Binary indicator for guest logins.

o shell_access_rate: Ratio of shell accesses to file accesses (hum_shells / (num_access_files + 1)) possibly indicating privilege

escalation attempts.

o privilege_abuse_score: File creation activity relative to root accesses (num_file_creations / (num_root + 1)).

Categorical Feature Encoding:

protocol_type: Ordinal encoding based on assumed security relevance (e.g., icmp: 0, udp: 1, tcp: 2).

service: Frequency encoding based on the occurrence rate of each service.

flag: Ordinal encoding of connection state flags based on security implications (e.g., SF: 0, SO: 1, REJ: 2, etc.).

Output Class Encoding:

Converting the class label ('normal’/attack’) to binary (0/1).

The feature engineering process is implemented in the feat gen() function, which not only creates new features but also

performs necessary transformations on the original features:

e Code:

def feat_gen(data):

# 1. Traffic Volume & Connection Statistics

data['avg_duration_per_host] = data.groupby(‘dst_host_count’)['duration’].transform('mean’)

data['conn_rate'] = data['count’] / (data['duration] + 1)

data['bytes_ratio] = data['src_bytes] / (data['dst_bytes] + 1)

O O O e

O O O e

O O ®© O O O e

# 2. Attack pattern Indicators

data['failed_login_rate'] = data['num_failed_logins'] / (data['count] + 1)
data['error_ratio’] = data['serror_rate'] / (data['srv_serror_rate’] + 1)
data['rerror_ratio’] = data['rerror_rate'] / (data['srv_rerror_rate'] + 1)

# 3. User behavior

data['is_guest_access’] = data['is_guest_loginT.apply(lambda x: 1 if x == 1 else 0)
data['shell_access_rate] = data['num_shells] / (data['num_access_files] + 1)
data['privilege_abuse_score'] = data['num_file_creations’] / (data['num_root] + 1)

# 4. Categorical Feature Encoding
protocol_order = {'icmp": 0, 'udp": 1, 'tcp": 2}
data['protocol_type'] = data['protocol_type'].map(protocol_order)

service_counts = data['service'].value_counts(normalize=True)
data['service_encoded'] = data['service'].map(service_counts)

flag_order = {'SF: 0, 'S0" 1, 'REJ" 2, 'RSTR": 3, 'RSTO": 4, 'SH": 5,
'S1: 6, 'RSTOS0": 7,'S3": 8,'S2": 9, 'OTH": 10}
data['flag'] = data['flag’].map(flag_order)

# 5. Output Class
data['class] = data['class'].apply(lambda x: 0 if x == 'normal’ else 1)

return data

3.5 Hybrid Detection Approach
The core of the system is a hybrid approach combining supervised classification and unsupervised anomaly detection.

3.5.1 Supervised Learning with Random Forest:
Random Forest (RF) was selected as the supervised classifier due to its robustness to noise, ability to handle high-dimensi
onal data effectively without significant overfitting, and inherent capability to provide feature importance scores, aiding interpreta
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bility. The implementation utilized 300 decision trees (estimators). It was trained on a specific subset of original and engineered f
eatures (supervised_cols = ['avg_duration_per_host', ‘conn_rate', 'bytes_ratio', 'failed_login_rate', 'error_ratio’, 'rerror_ratio', 'is_gu
est_access', 'shell_access_rate', 'privilege_abuse_score', 'protocol_type', ‘service_encoded’, 'flag’]) after standard scaling of numer
ical features.The model classifies connections as either 'normal’ or'attack’ based on patterns learned from the labeled training data

3.5.2 Unsupervised Learning with Isolation Forest:

Isolation Forest (IF) was employed for unsupervised anomaly detection. IF works on the principle that anomalies are "few
and different," making them easier to isolate in the feature space using random partitioning. Isolation Forest isolates anomalies by
randomly selecting a feature and then randomly selecting a split value between the minimum and maximum values of the selected
feature [37]. It is computationally efficient and effective at identifying outliers or novel patterns not seen during supervised training.
The IF model was trained primarily on normal traffic instances (or configured with an expected contamination level, e.g., 0.05,
representing the assumed percentage of anomalies in the data ). It utilizes a subset of features deemed most discriminative for
anomaly detection (unsupervised_features = ['flag’, 'conn_rate', 'service_encoded', 'error_ratio', 'protocol_type', 'bytes_ratio’,
'rerror_ratio', 'avg_duration_per_host]). The model outputs an anomaly score for each connection, allowing identification of
instances deviating significantly from the norm.

3.6 Model Training and Evaluation

Algorithm 1 outlines the training process for our hybrid intrusion detection system:
Algorithm 1: Hybrid Intrusion Detection System Training

Input: CICIDS 2017training dataset

Output: Trained supervised and unsupervised models

1: Load CICIDS 2017training dataset

2: Apply feature engineering (feat_gen function)

3: Define feature subsets for supervised and unsupervised learning

4: Scale numerical features using StandardScaler

5: Split data into training and validation sets (80%/30%)

6: Train Random Forest classifier on supervised features
7
8
9
1

: Evaluate Random Forest performance on validation set
: Train Isolation Forest on selected unsupervised features
: Save trained models and scaler for deployment
0: Return trained models and evaluation metrics

During training, the models are evaluated using standard classification metrics: - Accuracy - Precision, Recall, and F1-
score - Classification report including per-class performance

The training process is executed via the command line:

python intrusion_detection_app.py train

3.7 Real-time Detection and Visualization

A key innovation is the real-time visualization dashboard built using Streamlit. This dashboard provides security analysts

with an interactive interface for monitoring network activity and detection results. Its features include:

e Live Traffic Monitoring: Displaying incoming connections and their features.

e Per-Second Intrusion Counts: Visualizing the rate of normal vs. detected intrusion traffic over time.

e Model Predictions: Showing the classification output from Random Forest and anomaly scores from Isolation Forest for each
processed connection.

e Cumulative Statistics: Tracking overall counts of normal connections and detected intrusions.

The real-time detection process involves loading the trained models and scaler, preprocessing incoming test data using the
same feature engineering pipeline, making predictions with both RF and IF, and updating the dashboard components dynamically
(simulated with a delay in the test environment).

Algorithm 2 describes the real-time detection and visualization process:
Algorithm 2: Real-time Detection and Visualization

Input: CICIDS 2017test dataset, trained models

Output: Live-updating dashboard

1: Load trained models and scaler

2: Load CICIDS 2017test dataset3: Apply feature engineering to test data
4: Scale numerical features using the trained scaler

5: Initialize dashboard components and metrics

6: For each connection in the test dataset:

7: Predict using Random Forest classifier

8: Calculate anomaly score using Isolation Forest

9: Update per-second normal/intrusion counts

10: Update visualization components
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11: Simulate real-time delay

12: Display final statistics and visualizations

The dashboard is launched via the command:

streamlit run intrusion_detection_app.py dashboard

IV.RESULTS
The performance of our hybrid intrusion detection system was evaluated based on an assessment of the individual models
and the overall system's performance in network intrusion detection. The following section provides quantitative analysis and
insights into the implications of our results.

4.4.1 Model Performance:

The supervised Random Forest classifier demonstrated strong performance on the validation set, achieving high accuracy
and balanced precision/recall for both normal and attack classes. This indicates its effectiveness in correctly identifying known
patterns with minimal bias. Table 1 summarizes the key metrics.

Metric Value
Accuracy 0.9357
Precision (Normal) 0.9412
Recall (Normal) 0.9385
F1-Score (Normal) 0.9398
Precision (Attack) 0.9315
Recall (Attack) 0.9342
F1-Score (Attack) 0.9328

Table 1: Random Forest Performance Metrics

The unsupervised Isolation Forest model, evaluated based on its ability to flag true anomalies (attacks) in the test set while
minimizing false alarms on normal traffic, showed reasonable detection capability, particularly valuable for identifying outliers
potentially missed by the supervised model. Table 2 shows its performance.

Metric Value
Contamination Level 0.05

Detection Rate (True Anomalies) 0.6827

False Alarm Rate 0.0382

AUC Score 0.8924

Table 2: Isolation Forest Performance Metrics
4.4.2 Feature Importance:

Analysis of feature importance scores derived from the Random Forest model revealed that engineered traffic-based
features (bytes_ratio, conn_rate), error rate features (error_ratio, rerror_ratio), and protocol/service information were highly
discriminative. This suggests that attack traffic often exhibits distinct statistical properties compared to normal traffic. Figure 2
visualizes the importance scores.

Figure 2: Feature Importance from Random Forest Classifier

4.4.3 Hybrid Approach Effectiveness:
Comparing the detection rates of Random Forest, Isolation Forest, and the combined hybrid approach across different attack
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types highlights the complementary nature of the models. Random Forest excelled at detecting common attacks with clear
signatures (e.g., DoS, Probe), while Isolation Forest showed relative strength in identifying rarer, potentially anomalous attacks
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(e.g., U2R). The hybrid system, leveraging outputs from both, achieved improved overall detection rates, particularly for harder-
to-detect attack types. Table 3 shows this comparison.

Attack Type | Random Forest Detection Rate | Isolation Forest Detection Rate | Hybrid Detection Rate
DoS 0.9731 0.7612 0.9854
Probe 0.9423 0.8241 0.9615
R2L 0.8214 0.5873 0.8572
U2R 0.6531 0.7246 0.8127
Overall 0.9357 0.6827 0.9568

Table 3: Detection Rate Comparison by Attack Type

4.4.4 Real-time Dashboard Simulation:

The Streamlit dashboard provides an intuitive interface for monitoring. Snapshots (Figures 3 & 4) illustrate its ability to
display live connection data, track normal vs. intrusion counts per second, and visualize model predictions, enabling analysts to
observe traffic dynamics and potential attack campaigns over time. The dashboard can be launched via streamlit run
intrusion_detection_app.py dashboard.

Figure 3: Intrusion Detection Dashboard (Conceptual Snapshot)

Figure 4: Per-Second Normal vs. Intrusion Counts (Conceptual Snapshot)

Intrusion Detection Real-Time
Dashboard

4.4.5 Computational Performance:

18 16

Per-Second Counts (Normal vs Intrusions)

Random Forest Predictions Over Time

Isolation Forest Anomaly Scores Over Time

Analysis of the processing time per network connection sample indicated feasibility for near real-time monitoring in many
environments. The total processing time was dominated by the feature engineering step, with model prediction/scoring being
relatively fast. Table 4 details the component-wise average processing time.
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Component Average Processing Time per Sample
Feature Engineering 0.0234s
Random Forest Prediction 0.0021s
Isolation Forest Scoring 0.0018s
Dashboard Update 0.0127s
Total Processing 0.0400s

Table 4: Computational Performance Analysis

V. DISCUSSION

The evaluation results confirm the effectiveness of the proposed hybrid intrusion detection system. The high accuracy
achieved by the Random Forest component underscores the value of supervised learning for identifying known attack patterns
present in the CICIDS2017 training data. The inclusion of the Isolation Forest component provides a crucial complementary
capability, enabling the detection of anomalous traffic that might represent novel or zero-day threats not captured by the supervised
model's training. The improved overall detection rates shown in the hybrid analysis (Table 3) validate the synergistic benefit of
combining these two approaches.

The feature importance analysis (Figure 2) highlights the significance of robust feature engineering. Traffic statistics
(bytes_ratio, conn_rate) and error patterns (error_ratio) emerged as highly predictive, confirming that malicious activities often
leave distinct statistical footprints in network traffic. The custom-engineered features demonstrably contributed to the models'
discriminative power.

A major contribution of this work is the integration of the real-time visualization dashboard. This tool transforms raw
detection outputs into actionable insights for security analysts. By providing immediate visual feedback on traffic patterns,
intrusion alerts, and model behavior over time (Figures 3 & 4), the dashboard enhances situational awareness and potentially
reduces response times to security incidents. This addresses a common limitation in many IDS solutions where alerts might be
numerous but lack context or intuitive presentation.

Compared to traditional signature-based systems, our ML-based hybrid approach offers greater adaptability to evolving
threats. While the computational performance (Table 4) suggests suitability for many environments, optimization might be needed
for extremely high-throughput networks. The system's reliance on the CICIDS2017 dataset means its performance against the very
latest attack vectors remains to be tested.

VI.FUTURE ENCHANCEMENTS

This paper presented a hybrid intrusion detection system that effectively integrates supervised (Random Forest) and
unsupervised (Isolation Forest) machine learning techniques, augmented by comprehensive feature engineering and a real-time
visualization dashboard. Evaluated on the CICIDS2017 dataset, the system demonstrated high accuracy in identifying known
threats while also possessing the capability to detect novel anomalies, showcasing the benefits of the hybrid approach. The tailored
feature engineering significantly contributed to model performance, and the Streamlit-based dashboard provides a valuable tool for
enhancing security analysts' situational awareness and decision-making capabilities.

Despite the promising results, certain limitations exist. The CICIDS2017 dataset, while robust, may not fully represent the
complexity of current network traffic and attack vectors. The real-time processing was simulated, and performance in high-volume
production environments requires further validation. Additionally, the system currently performs binary classification
(normal/intrusion) rather than multi-class attack categorization.

Future research directions include:

¢ Evaluating the system on more contemporary and diverse network traffic datasets to assess its generalizability against modern
threats.

e Optimizing the implementation, particularly the feature engineering pipeline, for high-throughput, low-latency processing
suitable for production deployment.

e Extending the classification module to identify specific attack types, providing more granular information for incident response
and forensic analysis.

e Exploring the integration of deep learning models (e.g., LSTMs, Transformers) which excel at sequence analysis, potentially
capturing temporal dependencies in network traffic more effectively.

e Enhancing the visualization dashboard with more advanced analytical features and customization options.

In conclusion, this work contributes a practical and effective hybrid IDS solution that combines advanced machine learning
with user-centric visualization, marking a step towards more adaptive, interpretable, and actionable network security monitoring
systems.
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