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Abstract: Objectives: Highly integrated embedded systems such as autonomous robots, industrial automation platforms, and connected
vehicles incorporate multiple System-on-Chip (SoC) processors and Microcontroller Units (MCUs) that operate in concert to deliver complex
functionalities. Delivering reliable over-the-air (OTA) sofiware updates across such heterogeneous multi-processor environments presents
significant engineering challenges, particularly when different processing units support disparate update mechanisms and only a single SoC
maintains external network connectivity. Methods/Statistical Analysis: This paper presents a coordinated OTA update framework that partitions
all update targets into two categories: (a) SoCs equipped with a built-in update system (A/B or recovery-based) and (b) MCUs or processors
that require direct firmware flashing by an external entity. A network-connected Main SoC assumes the role of update orchestrator and
manages the complete lifecycle of a system-wide update, including binary download, hash-verified distribution, parallel update triggering,
verification through a minimal Update Verifier Target, and atomic commit-or-rollback signalling. The framework incorporates timeout-
based safety mechanisms—a five-minute auto-rollback timer at the orchestrator and an eight-minute independent timer at each SoC—to
guarantee system recovery from communication failures. Findings: The proposed framework achieves atomic update consistency by ensuring
that the system either fully transitions to the new software version or reverts entirely to the prior version. Parallel update execution significantly
reduces total downtime compared to sequential approaches. The Update Verifier Target paradigm prevents data inconsistencies by restraining
each SoC from loading full user-space services until global success is confirmed. Application/Improvements: The framework is directly
applicable to robotics platforms, automotive electronic control unit (ECU) networks, and smart manufacturing systems. Future work addresses
post-commit failure recovery and resilient notification protocols to eliminate residual partial-update risks.

Key Word: Over-the-Air Update, Firmware Update Management, Multi-SoC Systems, Embedded Systems, Rollback Mechanism, Update
Orchestration, Parallel Update, A/B Update, Atomic Consistency.

L. INTRODUCTION

The proliferation of sophisticated embedded computing platforms in domains such as autonomous robotics, connected and
automated vehicles, industrial IoT, and smart manufacturing has resulted in systems that integrate a large number of heterogeneous
processing elements. A modern autonomous mobile robot, for instance, may incorporate dedicated SoCs for perception, motion
control, human-machine interface (HMI), sensor fusion, and communication management, each running independent software
stacks. Similarly, an automotive vehicle platform may contain dozens of ECUs and SoCs, from infotainment and ADAS processors
to low-level MCUs governing braking and steering actuators [1].

As these systems become more capable, the necessity for post-deployment software updates grows correspondingly.
Security patches, feature additions, and bug fixes must be delivered efficiently throughout the operational life of such platforms.
Over-the-Air (OTA) update mechanisms have become the industry-standard approach for delivering software to deployed systems
without physical access [2]. However, while OTA update procedures are well-understood for single-processor systems,
scaling them to heterogeneous multi-SoC/MCU environments introduces several unresolved challenges.

The first challenge is architectural heterogeneity: different processing units within the same system employ different update
mechanisms. High-capability application processors (e.g., those running Linux-based stacks) frequently support A/B partition
updates or recovery-based update mechanisms. In contrast, resource-constrained MCUs and older SoCs often provide no native
update subsystem and must be programmed via direct in-circuit programming interfaces such as JTAG, SPI, or UART. A unified
update framework must accommodate all of these categories without requiring hardware modifications.

The second challenge is network access asymmetry: in most integrated system architectures, only one processor—typically
the highest-capability application SoC—has direct access to external networks. All other processing units depend on this primary
SoC for connectivity. This creates a hub-and-spoke topology for update distribution that must be carefully managed to avoid
bottlenecks and to guarantee delivery integrity across all targets.

The third challenge is atomic consistency: a partial update, in which some processors are updated while others remain on
the old software version, can leave the system in a functionally inconsistent state. In safety-critical domains, such inconsistencies
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are unacceptable. The update framework must enforce an all-or-nothing guarantee, ensuring that either every processing unit
successfully transitions to the new version, or the entire system rolls back to the last known good state.

This paper presents a comprehensive coordinated OTA update framework designed to address these challenges. The
framework was conceived and refined through practical experience with a real-world heterogeneous embedded platform. The key
contributions of this work are: (a) a classification scheme that partitions update targets based on their update capability, enabling
tailored orchestration strategies; (b) a parallel update execution model that minimises total system downtime; (c) an Update
Verifier Target paradigm that acts as a global synchronisation checkpoint before the system commits to a new software version;
(d) an atomic rollback mechanism that guarantees system-wide consistency even in the presence of communication failures; and
(e) dual-layer timeout-based safety mechanisms that provide autonomous recovery without external intervention.

The remainder of this paper is organised as follows. Section 2 reviews related work in OTA update systems and multi-
node firmware management. Section 3 describes the system architecture and target classification scheme. Section 4
presents the complete update orchestration framework. Section 5 details the safety and timeout mechanisms. Section 6 discusses
the advantages of the proposed approach along with known limitations. Section 7 concludes the paper and outlines directions for
future work.

ILRELATED WORK
2.10TA Update Mechanisms for Embedded Systems

The Android A/B seamless update mechanism, introduced in Android 7.0, allows the device to download a new system
image into an inactive partition while the active partition continues to run the current version [3]. The device boots into the updated
partition only after a successful download and verification, and rolls back to the previous partition if the new system fails to boot
within a defined attempt threshold. This approach eliminates the offline update downtime present in earlier Android recovery-
based updates and has been adapted in automotive-grade Android platforms. However, this mechanism is designed for single-
device contexts and does not address coordinated updates across multiple processors.

Recovery-based update mechanisms, as implemented in Android's legacy update system and in many embedded Linux
distributions, rely on a separate, bootloader-accessible recovery partition to apply software updates. Tools such as RAUC [4] and
SWUpdate [5] have extended this concept to general embedded Linux systems, providing support for verified image delivery,
rollback on verification failure, and integration with common bootloaders such as U-Boot and GRUB. Both RAUC and SWUpdate
are widely deployed in industrial IoT and automotive environments but are scoped to individual device management.

2.2 Automotive Software Update Standards

The automotive industry has developed formal standards for vehicle software update management. ISO 14229 (Unified
Diagnostic Services, UDS) defines diagnostic communication protocols that include services for flash programming (0x34—0x37)
commonly used for ECU reprogramming [6]. The AUTOSAR Adaptive Platform includes an Update and Configuration
Management (UCM) functional cluster that provides a standardized API for software package management on high-performance
automotive processors [7]. The AUTOSAR Classic Platform specifies the Flash Bootloader and Software Component
Update mechanisms for lower-capability ECUs.

While these automotive standards provide valuable building blocks, they are primarily designed for OEM-controlled,
single-brand vehicle architectures with predefined communication buses (CAN, Ethernet, FlexRay). Their applicability to
heterogeneous robotics or industrial platforms with custom communication topologies and mixed operating environments is
limited. Furthermore, these standards typically assume a vehicle-level backend update server that orchestrates individual ECU
updates sequentially or in predefined dependency order, without modelling parallel execution or atomic cross-system consistency
guarantees.

2.310T Fleet Management and OTA Frameworks

Cloud-based IoT fleet management platforms such as AWS IoT Device Management [8], Azure [oT Hub [9], and the
Eclipse hawkBit project [10] provide scalable OTA update delivery infrastructure for large fleets of devices. These platforms
manage update scheduling, binary distribution, and update status monitoring. However, they treat each device in a fleet as an
independent update target; they do not address the intra-system coordination problem in which multiple tightly-coupled processors
within a single physical device must be updated atomically.

Mender [11], an open-source OTA update solution for embedded Linux systems, supports dual-partition updates and
a robust rollback mechanism. It provides a centralised management server and a client daemon running on each managed device.
Like RAUC and SWUpdate, Mender is scoped to individual device management and does not natively provide mechanisms for
coordinating simultaneous updates across multiple processors within a single system.

2.4 Multi-Node and Parallel Update Approaches

Research on parallel software updates in distributed embedded systems is relatively nascent. Brilli et al. [12] proposed an
over-the-air update architecture for multi-ECU automotive systems using the SOME/IP middleware, demonstrating that
parallelisation of software deployment across ECUs significantly reduces total update time. However, their work assumes
homogeneous ECUs sharing a single Ethernet backbone and does not address the mixed-category update mechanism
problem. Nilsson et al. [13] discussed integrity and rollback mechanisms for over-the-air updates in the automotive domain,
emphasising the importance of hash verification and rollback capabilities but without a formal treatment of system-wide atomic
commit protocols.
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The framework proposed in this paper directly addresses the identified gaps: it explicitly handles heterogeneous update
mechanisms, provides a formal parallel orchestration model with an atomic commit-or-rollback guarantee, and includes a practical
dual-layer timeout safety mechanism that operates without dependency on a continuously available external server.

III. SYSTEM ARCHITECTURE AND TARGET CLASSIFICATION
3.1 System Model

The target system model consists of N processing units interconnected in a star topology centred on a single network-
capable processor designated as the Main SoC. The system processing units are heterogeneous in terms of their operating systems,
instruction set architectures, and update capabilities. Each non-Main SoC communicates with the Main SoC through one of several
possible inter-processor communication (IPC) mechanisms: a dedicated TCP/IP connection over an internal Ethernet switch, a
signalling-only communication channel (e.g., GPIO-based handshake), or a proprietary bus interface.

A set of MCUs that require direct programming by the Main SoC are also present. These devices expose a programming
interface (SPI, UART, JTAG, or CAN) that the Main SoC can access through dedicated hardware lines. MCUs have no
independent network connectivity and no ability to initiate or manage their own firmware update process.

The system model is illustrated in Figure 1. The Main SoC sits at the centre of the update topology, maintaining connections
to all other processing units. A cloud-based OTA server serves as the authoritative source of new software versions and binary
packages.

Figure 1: System Architecture — Multi-SoC/MCU OTA Update Framework
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Figure 1: System Architecture — Multi-SoC/MCU OTA Update Framework

3.2Classification of Update Targets
A central design principle of the proposed framework is the explicit classification of all processing units into two categories
based on their update capabilities:

3.2.1 Category A — SoCs with an Integrated Update System: These processors run a sufficiently capable operating
environment to host a software update agent. They support either an A/B dual-partition scheme (where the new image is written to
an inactive partition while the device continues to run from the active partition) or a recovery-based scheme (where the device
reboots into a minimal recovery environment to apply an update). Examples include application processors running embedded
Linux, Android, or real-time operating systems with filesystem-level update support.

3.2.2 Category B— MCUs and SoCs Without Update System Support: These are resource-constrained devices that lack the
ability to independently manage their own firmware update. They must be programmed externally by the Main SoC through a
direct interface. Once a new firmware binaryis written to their flash memory by the Main SoC, they reboot into the new firmware.
No rollback mechanism exists natively on these devices; rollback is implemented by re-flashing the previous firmware image.
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This binary classification simplifies the orchestration logic considerably. The Main SoC maintains a manifest that records
the current firmware version and category of each processing unit in the system. Table 1 provides a comparative summary of the
two categories.

Category A (SoC with Updater) Category B (MCU / No Updater)

Update Initiation Self-managed (A/B or Recovery) Externally managed (Main SoC)
Network Dependency Indirect via Main SoC binary transfer Direct flash by Main SoC
Rollback Mechanism Native A/B swap or recovery revert Re-flash previous binary by Main SoC

Update Verification Self-verifies; reports status to Main SoC Main SoC verifies write integrity
Communication During TCP/IP or dedicated link to Main SoC Programming interface (SPI/UART/CAN)
Update
Update Verifier Target Support Yes (boots minimal verifier target) Not applicable (no OS-level boot stages)
Examples Linux SoC, Android SoC, QNX SoC STM32, NXP Kinetis, TI Cortex-M MCUs

Table 1: Comparison of Update Target Categories

3.3 Role of the Main SoC

The Main SoC serves four distinct roles within the framework. As the Network Gateway, it is the sole processor with
access to the external OTA server, responsible for authenticating with the server, retrieving the update manifest, and downloading
all required binary packages. As the Version Manager, it maintains a local database of current and target firmware versions for all
processing units in the system. As the Update Orchestrator, it controls the sequencing and parallelism of update operations across
all targets, monitors update progress, and makes the final commit-or-rollback decision. As the MCU Programmer, it directly writes
firmware to all Category B devices using their respective programming interfaces.

IV. THE PROPOSED COORDINATED OTA UPDATE FRAMEWORK
4.1Binary Download and Distribution Strategy

Upon receiving a new update manifest from the OTA server, the Main SoC evaluates the sizes of all required binary
packages relative to its available local storage. A naive approach of downloading all binaries to the Main SoC before distribution
would impose significant storage requirements, particularly in systems with many processing units or large binary packages. The
framework therefore employs a mixed download-and-forward strategy:

For binary packages that are small relative to the Main SoC's available storage, the Main SoC downloads them to a local
staging directory. These binaries are subsequently either written directly to Category B devices or forwarded to their respective
Category A SoCs. For large binary packages destined for specific Category A SoCs, the Main SoC acts as a transparent relay: it
streams the binary data from the cloud server directly to the target SoC over the internal IPC channel, without writing the complete
binary to local storage. This approach constrains the peak storage footprint on the Main SoC to only the largest single binary it
must handle locally, plus the aggregate size of all small binaries.

After each binary transfer to a Category A SoC, the receiving SoC computes a cryptographic hash (SHA-256) of the
received data and reports this hash to the Main SoC. The Main SoC compares the reported hash against the expected value from
the update manifest. If the hashes match, the transfer is confirmed as complete and intact. If there is a mismatch, the transfer is
retried up to a configurable maximum number of attempts before the update process is aborted and a rollback is initiated. This
hash verification step ensures that no corrupted binary proceeds further into the update pipeline.

4.2 Update Orchestration Process
The complete update orchestration process comprises seven distinct phases. Figure 2 illustrates the full interaction
sequence between the Main SoC, the OTA server, Category A SoCs, and Category B MCUs.

Phase 1 — Version Check and Manifest Retrieval: The Main SoC periodically polls the OTA server for available updates. Upon
detecting a new version, it retrieves the update manifest, which specifies the target version number, the list of binary packages
required for each processing unit, their expected sizes, cryptographic hashes, and any sequencing constraints.

Phase 2 — Binary Download and Distribution: As described in Section 4.1, the Main SoC downloads and distributes all binary
packages to their respective target processors, performing hash verification after each transfer.

Phase 3 — Parallel Update Triggering: Once all binary distributions are confirmed, the Main SoC simultaneously initiates the
update process on all Category A SoCs. Each Category A SoC receives a trigger signal and begins its self-managed update
procedure, writing the new software image to its inactive partition (A/B) or to the recovery filesystem. Concurrently, the Main
SoC begins directly flashing all Category B MCUs using their respective programming interfaces. This parallel execution is a
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critical design choice: it ensures that the total update duration is bounded by the longest individual update operation rather than
the sum of all individual update durations.

Phase 4 — Update Verifier Target Boot: Upon completing its update procedure, each Category A SoC reboots into a minimal
Update Verifier Target. This is a purposefully constrained boot target that loads only the minimum software services required to:
(a) establish communication with the Main SoC via the IPC channel, and (b) report the currently running software version number
to the Main SoC. Critically, the Update Verifier Target does not load any user-space application services, databases, or persistent
storage management processes. This constraint prevents the updated software from modifying persistent application state before
the global update consistency has been confirmed, thereby avoiding data format mismatches or configuration corruption that could
hinder rollback.

Phase 5 — Status Polling and Global Verification: The Main SoC concurrently polls all Category A SoCs for their boot and
version status while monitoring the completion of direct MCU flashing operations. Each Category A SoC, having booted into the
Update Verifier target, reports its current version to the Main SoC. The Main SoC compares the reported version against the
expected target version for each unit. A global success condition is defined as the state in which all processing units have reported
the correct new version within the specified timeout window.

Phase 6 — Atomic Commit or Rollback: Upon achieving the global success condition, the Main SoC broadcasts a commit signal
to all Category A SoCs, instructing them to proceed from the Update Verifier Target to the full user target (i.e., boot fully into the
new software version and load all application services). If any processing unit fails to report a successful update, or if the status
polling timeout expires before all units have reported, the Main SoC instead broadcasts a rollback signal to all Category A SoCs
and re-flashes all Category B MCUs with their previous firmware images. The result is an atomic operation: either all units
transition to the new version, or all units revert to the previous version.

Phase 7 — Post-Commit Verification: After the commit signal has been issued, the Main SoC monitors for final operational

acknowledgements from all Category A SoCs. Once all SoCs confirm they are fully operational on the new version, the update
process is marked as complete and the update manifest is archived.

Figure 2: Sequence Diagram — Coordinated OTA Update Orchestration Process

— “

Figure 2: Sequence Diagram — Coordinated OTA Update Orchestration Process
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4.3 The Update Verifier target

The Update Verifier Target is a fundamental architectural element of the proposed framework. It represents a boot
configuration that is deliberately stripped of all non-essential services. Its design rationale is rooted in a key risk inherent in multi-
SoC update systems: if a SoC boots fully into the new software version before global update success has been confirmed, it may
perform irreversible modifications to its persistent state (e.g., database schema migrations, configuration file format changes, or
hardware peripheral initialisation sequences specific to the new software version). Should the update of another unit subsequently
fail and require a global rollback, the SoC that already ran the new software would be unable to cleanly revert to the previous
software version because the persistent state is now in a format incompatible with the old version.

The Update Verifier Target prevents this scenario entirely. By limiting the execution environment to only IPC connectivity
and version reporting, no persistent state modifications occur. The Main SoC can therefore safely issue a rollback signal with
confidence that all Category A SoCs will transition cleanly back to the previous software version from the Update Verifier Target.
The Update Verifier Target is implemented as a separate boot entry in the bootloader configuration, referencing a dedicated
minimal root filesystem image that is stored in a protected flash partition and is not modified during normal update procedures.

4.4 Rollback Mechanism

The rollback mechanism is designed to be comprehensive and deterministic. Upon detection of any failure condition during
the update process—whether a hash verification failure during transfer, an update failure reported by a Category A SoC, a timeout
expiry, or a communication failure—the Main SoC transitions to rollback mode and performs the following actions:

e Issues arollback signal to all Category A SoCs that have successfully booted into the Update Verifier Target. Each such SoC
reverts to its previous partition (A/B) or restores the previous firmware from the recovery backup, then reboots into the
previous user target.

e Re-flashes all Category B MCUs for which a new firmware image was successfully written during the update attempt,
restoring their previous firmware binary.

e Reverts its own software if a self-update was performed as part of the update cycle. The Main SoC's self-rollback is managed
by its own A/B or recovery mechanism, triggered immediately after all other rollback signals have been issued.

e Records the failure event, including the identity of the failing unit, the failure type, and a timestamp, to a persistent update
log accessible for post-mortem diagnostics.

The rollback mechanism guarantees that the system returns to a known-good state from which normal operation can
resume, even in the presence of multiple concurrent failures. This property is critical for safety-relevant applications where
prolonged system unavailability or inconsistent software versions between SoCs are unacceptable.

V.SAFETY AND TIMEOUT MECHANISMS
5.1 Dual-Layer Timeout Architecture
A critical failure mode in distributed update systems is a communication breakdown that leaves individual processing units

unable to receive further instructions. Without an independent recovery mechanism, a SoC that successfully completed its update
but cannot receive the commit signal from the Main SoC would remain indefinitely in the Update Verifier Target state, rendering
the corresponding system functionality unavailable. The proposed framework addresses this risk through a dual-layer timeout
architecture implemented at two independent levels:

Main SoC Orchestrator Timeout (5 minutes): After triggering the parallel update on all targets, the Main SoC starts a five-
minute countdown timer. If any Category A SoC has not reported back with its update status before this timer expires, the Main
SoC concludes that a communication failure has occurred and immediately initiates a system-wide rollback. The five-minute
threshold was derived empirically from measurements of worst-case update times across all Category A SoCs (including the largest
binary write and reboot sequences), with an additional safety buffer to accommodate transient network latency variations.

Individual SoC Self-Rollback Timeout (8 minutes): Each Category A SoC independently starts an eight-minute countdown
timer upon entering the Update Verifier Target. If the SoC does not receive a commit or rollback signal from the Main SoC before
this timer expires, it autonomously reverts to its previous software version and reboots into the previous user target. The eight-
minute threshold is intentionally longer than the Main SoC orchestrator timeout (five minutes), providing a 3-minute window for
the Main SoC to issue its rollback signals before any SoC self-reverts. This ordering ensures that SoC self-reversions occur only
when the Main SoC itself has become unreachable, providing a last-resort recovery mechanism.

Table 2 summarises the timeout parameters and their derivation rationale.

Parameter Location Derivation Basis

Orchestrator Rollback Timer 5 min Main SoC Max SoC update + reboot + 90s buffer
SoC Self-Rollback Timer 8 min Each SoC  |Orchestrator timer + 3 min rollback window
Hash Verification Retry Limit 3 tries Main SoC Based on transient error probability

Published By: Fifth Dimension Research Publication https://fdrpjournals.org/ 423 |Page



A Coordinated Over-The-Air Update Framework for Heterogeneous Multi-SoC/MCU Integrated Systems

Binary Transfer Segment Timeout 30 sec Main SoC IPC channel bandwidth assessment
Post-Commit ACK Timeout 2 min Main SoC Full user target boot time estimate

Table 2: Timeout Parameters and Derivation Heuristics

5.2 Failure Scenarios and Mitigations
Table 3 enumerates the principal failure scenarios considered in the framework design, the detection mechanism for each,
and the recovery action taken.

Detection Mechanism Recovery Action

Binary download SHA-256 hash mismatch Retry download (up to 3x); abort and notify if all
corruption retries fail
Binary transfer error to Hash mismatch at receiver Retry transfer; abort update cycle and rollback all if
SoC retries exhausted

Category A SoC update | SoC reports failure status to Immediate system-wide rollback triggered by Main

failure Main SoC SoC
Category BMCU flash | Flash write verification error Retry flash; rollback all if MCU flash cannot be
failure completed
So(C fails to connect Orchestrator 5-min timeout Main SoC triggers rollback for all reachable SoCs;
(IPC down) unreachable SoC self-reverts at 8 min
Partial commit Missing commit ACK Retry commit signal; SoC self-reverts if no signal
notification within 2 min within 8-min window
Main SoC crash during Individual SoC 8-min self- All SoCs self-revert autonomously; Main SoC reverts
update rollback timer on recovery boot
Post-commit binary Application-level watchdog Manual rollback trigger via diagnostic interface
defect or user report (future: automated detection)

Table 3: Failure Scenarios, Detection Mechanisms, and Recovery Actions

VI. ADVANTAGES, LIMITATIONS, AND DISCUSSION
6.1 Advantages of the Proposed Framework
The coordinated OTA update framework offers several significant advantages over alternative approaches:
Minimised Update Downtime through Parallelism: By simultaneously triggering updates on all Category A SoCs and flashing
all Category B MCU s, the framework reduces total update time from O(N) to approximately O(max(T 1)), where T i is the update
time of the i-th processing unit. For a system with four SoCs and two MCUs whose individual update times are 90, 75, 110, 45, 30,
and 25 seconds respectively, sequential execution would require approximately 375 seconds, while parallel execution requires
approximately 110 seconds — a 3.4x improvement in this example.

Atomic Update Consistency: The Update Verifier Target checkpoint and the centralised commit-or-rollback decision by the
Main SoC enforce an atomic transition guarantee. No processing unit enters normal operational mode until all units have confirmed
successful updates. This property is essential for systems where inter-processor software interfaces (e.g., shared memory structures,
IPC message formats, communication protocol versions) evolve between software versions and would be broken by a partial
update.

Data Consistency through Update Verifier Target Isolation: The decision to prevent Category A SoCs from loading user-space
application services until the global commit signal is received is a deliberate trade-off that prioritises system consistency over
individual SoC update speed. By constraining execution to the Update Verifier Target, the framework ensures that no new-
version-specific persistent state modifications occur before rollback ability is confirmed, making clean rollback always possible
from this checkpoint.

Storage-Efficient Binary Distribution: The direct-stream forwarding strategy for large binaries ensures that the Main SoC's
storage is not exhausted when distributing multiple large firmware packages. Only binaries that must be retained locally (for MCU
flashing and retry purposes) consume persistent storage on the Main SoC. This is particularly beneficial in resource-
constrained embedded environments where available flash storage is limited.

Autonomous Fault Recovery: The dual-layer timeout mechanism ensures that the system can recover from communication
failures without external intervention. Even if the Main SoC becomes completely unreachable, all Category A SoCs will
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independently self-revert within eight minutes, restoring system functionality on the previous software version. This autonomous
recovery property is critical for deployed field systems that are not continuously monitored.

6.2 Known Limitations and Open Challenges

Despite its advantages, the proposed framework has two notable limitations that represent important directions for future
work:

Post-Commit Application Failure: The framework guarantees atomicity up to the point of the commit signal. However, if the
new software version contains defects that are only manifest after the system has been fully operational for some time (e.g., a
memory leak that causes system instability after several hours, or a logic error triggered only by specific environmental conditions),
there is no automated mechanism to detect this failure and initiate a rollback once the system has committed to the new version
and exited the Update Verifier Target. Addressing this limitation requires the integration of application-level health monitoring —
such as watchdog services that verify key performance indicators against expected ranges — with the ability to trigger a diagnostic
rollback procedure when an anomaly is detected. This represents a significant increase in framework complexity and is identified
as the primary direction for future work.

Partial Notification Failure During Commit: The commit signal phase, in which the Main SoC sends a commit-or-rollback
notification to all Category A SoCs, is the most vulnerability-prone step in the framework. By this phase, all SoCs are running at
the Update Verifier Target, have confirmed their update success, and are awaiting the commit signal. If the Main SoC sends the
commit signal to a subset of SoCs and then experiences a failure (crash, power loss, or communication interruption) before
completing the broadcast, those SoCs that received the commit signal will proceed to the user target while those that did not will
self-revert after the eight-minute timeout. Although the probability of this scenario is low (all SoCs are reachable and the Main
SoC only reaches the commit phase after all success acknowledgements have been received), its consequences are a brief partial-
update state that resolves automatically through the self-revert mechanism. To make this phase more resilient, a two-phase
commit protocol — in which the Main SoC first sends a prepare-to-commit message, waits for acknowledgements from all SoCs,
and only then sends the commit confirmation — could be employed. The SoC self-revert timer provides an implicit abort
mechanism for SoCs that do not receive the commit confirmation within the timeout window, approximating the abort phase of
a two-phase commit protocol.

VII.CONCLUSION AND FUTURE WORK
This paper has presented a coordinated OTA update framework for heterogeneous multi-SoC/MCU integrated
systems, addressing the practical challenges of delivering reliable, atomic, and efficient firmware updates to complex embedded
platforms with heterogeneous update capabilities. The key contributions are:

* A binary classification scheme for update targets (Category A: self-managing SoCs; Category B: directly-flashed MCUs) that
simplifies orchestration logic while accommodating the full spectrum of update mechanisms found in real-world embedded
systems.

¢ A parallel update execution model that reduces total update downtime to the duration of the slowest individual update rather
than the sum of all individual update durations.

* The Update Verifier Target paradigm, which establishes a global synchronisation checkpoint before committing to a new
software version, preventing data inconsistencies and enabling clean rollback from any point in the update process.
* Anatomic commit-or-rollback mechanism that guarantees system-wide software version consistency, ensuring the system either
fully transitions to the new version or full reverts to the previous version.
* A dual-layer timeout safety mechanism — a five-minute orchestrator timer and an eight-minute per-SoC self-rollback timer —
that provides autonomous system recovery from communication failures without external intervention.
The framework has been described through a comprehensive system architecture model, a detailed sequence diagram of
the update orchestration process, a state machine model of the Main SoC orchestrator, and systematic failure scenario analysis
with associated recovery actions.

Future work will focus on three primary directions. First, integration of application-level health monitoring to detect post-
commit software defects and trigger automated diagnostic rollback procedures, addressing the most significant residual limitation
of the current framework. Second, a formal analysis and implementation of a two-phase commit protocol for the commit
notification phase, to eliminate the residual risk of partial notification failures. Third, exploration of delta and incremental update
techniques to reduce binary package sizes and thereby further minimise update download times and network bandwidth
consumption, which is particularly valuable for systems deployed in bandwidth-constrained environments.

The proposed framework provides a practical, deployable foundation for reliable OTA update management in the growing
class of heterogeneous multi-processor embedded systems that characterise next-generation robotics, automotive, and industrial
automation platforms.
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Figure 3: State Machine Diagram — Main SoC Update Orchestrator States and Transitions
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