Indian Journal of Computer Science and Technology R
https://www.doi.org/10.59256/indjcst.20250403029 ; El

| Check for |

Volume 4, Issue3 (September-December 2025), PP: 185-188. | updates |
www.indjcst.com ISSN No: 2583-5300

A Comparative Study of Machine Learning and Deep Learning
Methods for Fake News Detection

Harinee S'*, Unais Rahamath?, Ajith B3
123pgpartment of CSE - Data Science, Dayananda Sagar Academy of Technology and Management, Karnataka, India
*Corresponding Author

To Cite this Article: Harinee St*, Unais Rahamath?, Ajith B® “4 Comparative Study of Machine Learning and Deep Learning
Methods for Fake News Detection” Indian Journal of Computer Science and Technology, Volume 04, Issue 03 (September-December
2025), PP: 185-188.

@ @ @ @ Copyright: ©2025 This is an open access journal, and articles are distributed under the terms of the Creative

Commons Attribution License; Which Permits unrestricted use, distribution, and reproduction in any medium,
provided the original author and source are credited.

Abstract: With the rapid spread of misinformation through online platforms, detecting fake news has become a critical challenge for
both users and automated systems. This paper presents an approach for classifying news articles as fake or real by leveraging a
combination of classical machine learning and deep learning techniques. A dataset comprising thousands of labeled news articles was
preprocessed through standard text cleaning methods, including lowercasing, punctuation removal, stopword elimination, and
lemmatization. Feature extraction was performed using the Term Frequency-Inverse Document Frequency (TF-IDF) method, limited to
5000 features to ensure computational efficiency. Multiple machine learning models—Logistic Regression, Naive Bayes, Support Vector
Machine, and Random Forest—were trained and evaluated using accuracy, confusion matrices, and classification reports. In parallel,
deep learning architectures, including Convolutional Neural Networks (CNN), Recurrent Neural Networks (RNN), and Long Short-Term
Memory (LSTM) networks, were implemented to capture semantic patterns within the text. Experimental results demonstrate that the CNN
model achieved superior performance, outperforming other models in both accuracy and robustness. The findings suggest that deep
learning models, particularly CNNs, are highly effective for fake news classification tasks when combined with appropriate feature
extraction methods. The paper concludes by discussing the implications of these results and identifying directions for future research,
including the application of these models to real-time news streams and their broader impact on information credibility.

Key Words: Fake News Detection, Machine Learning, Deep Learning, TF-IDF, Text Preprocessing, Model Evaluation, Information
Credibility, Convolutional Neural Network.

ILINTRODUCTION
The proliferation of misinformation and fake news across digital platforms has posed significant challenges for
society, media organizations, and automated information systems. With the increased reliance on social media for news
consumption, distinguishing between reliable information and fabricated content has become a pressing concern®?. Fake news
not only misguides public opinion but also threatens political processes, public health campaigns, and financial markets®*. As a
result, developing automated techniques capable of detecting fake news with high accuracy has emerged as an essential area of
research.

In recent years, machine learning and deep learning methods have been widely applied to tackle this problem?s.
Classical algorithms, such as Logistic Regression, Naive Bayes, and Support Vector Machines, have shown promising results
when combined with textual features extracted through techniques like Term Frequency-Inverse Document Frequency (TF-
IDF)®7. However, these approaches often struggle to capture the deeper contextual relationships present in text, leading to
limitations in performance across diverse datasets.

Deep learning architectures, particularly Convolutional Neural Networks (CNN), Recurrent Neural Networks (RNN),
and Long Short-Term Memory (LSTM) models, have been increasingly adopted to overcome these challenges by learning
hierarchical and sequential patterns in news articles®®1°. Studies have demonstrated that CNN-based models are particularly
effective in identifying spatial patterns in textual data, while sequence-based models like LSTM offer improvements in capturing
dependencies over longer text sequences**?,

This paper explores a hybrid approach that combines both classical and deep learning models for fake news detection.
By leveraging robust preprocessing techniques and feature extraction methods, we aim to enhance classification performance
and provide insights into model applicability in real-world scenarios. Our findings build upon prior research and aim to contribute
to the growing body of literature on misinformation detection31415,
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II.LITERATURE REVIEW

A. “Advancing Fake News Detection: Hybrid Deep Learning With FastText and Explainable AI”,Ehtesham Hashmi,
Sule Yildirim Yayilgan, Muhammad Mudassar Yamin, Subhan Ali, Mohamed Abomhara, IEEE Access, Year: 2024°

This paper presents a hybrid deep learning framework combining FastText word embeddings with CNN-LSTM maodels
for fake news detection. Using datasets such as WELFake, FakeNewsNet, and FakeNewsPrediction, the model integrates
regularization and hyperparameter optimization to enhance generalization. It achieved up to 99% accuracy and F1-score,
outperforming traditional and transformer-based models like BERT, XLNet, and RoBERTa. The study further incorporates
Explainable Al (LIME and LDA) to interpret model decisions, improving transparency and reliability in fake news classification.

B. “A Review of Fake News Detection Methods Using Machine Learning”, Murari Choudhary, Shashank Jha, Prashant,
Deepika Saxena, Ashutosh Kumar Singh, 2nd International Conference for Emerging Technology (INCET), IEEE, Year:
202110

This paper provides a comprehensive review of machine learning algorithms for fake news detection, including Naive
Bayes, SVM, Neural Networks, CNN, and LSTM. It discusses the impact of social media platforms such as Facebook,
WhatsApp, and Twitter on the spread of misinformation and highlights data mining techniques, evaluation metrics, and datasets
used in existing research. The study identifies major challenges, such as the lack of high-quality labeled datasets, and suggests
that hybrid and ensemble ML models combining multiple algorithms could significantly improve detection accuracy and
scalability.

C. “A Self-Learning Multimodal Approach for Fake News Detection”, Hao Chen, Hui Guo, Baochen Hu, Shu Hu,
Jinrong Hu, Siwei Lyu, Xi Wu, Xin Wang, arXiv Preprint, Year: 20242

This paper introduces a self-learning multimodal fake news detection model that integrates contrastive learning and
Large Language Models (LLMs) to process both text and image features. The model employs contrastive learning to extract
features from limited data and uses MiniGPT-4 architecture with Q-Former for multimodal fusion. It achieves over 85%
accuracy, precision, recall, and F1-score, outperforming state-of-the-art methods. The approach effectively addresses the scarcity
of labeled data while capturing intricate relationships between text and visual information in misinformation detection.

D. “Towards Smart Fake News Detection Through Explainable AI”,Athira A. B., S. D. Madhu Kumar, Anu Mary
Chacko, National Institute of Technology Calicut, Year: 2022*!

This paper explores the integration of Explainable Al (XAl) into fake news detection systems to enhance model
transparency. It reviews various Al and deep learning models (e.g., RNN, LSTM, BERT) and identifies the lack of interpretability
in black-box systems. The study highlights XAl techniques such as MIMIC, PERT, Co-Attention, and Visual Explanation
applied to textual and social engagement data. The authors propose a multi-modal explainable model combining visual and
textual content analysis, aiming to justify predictions and improve trust in Al-based fake news detection frameworks.

E. “Presenting a Bi-Classification Model to Detect Fake News from Textual Data Using Artificial Intelligence Methods
and Text Analysis Techniques” ,Wen Zhou,Intelligent Decision Technologies, Year:2025°

This paper introduces a binary fake news classification model built using Al and text-analysis methods. It applies TF-
IDF, N-gram features, PCA, word2index and embedding techniques, and evaluates several algorithms including Random Forest,
AdaBoost, SVC, Neural Network, ConvNet, and BERT. After testing on balanced textual datasets, BERT achieved the highest
accuracy, outperforming all other models. The study highlights that transformer-based models handle high-similarity text more
effectively and offer strong robustness for real-world fake news detection.

F. “Fake News Detection Using Deep Learning Models: A Novel Approach”, Sachin Kumar, Rohan Asthana, Shashwat
Upadhyay, Nidhi Upreti, Mohammad Akbar,Transactions on Emerging Telecommunications Technologies (Wiley),
Year: 2019°

This paper examines a range of deep learning models for fake news detection, including CNN, LSTM, Bidirectional
LSTM, and multiple hybrid architectures enhanced with attention mechanisms. Using datasets collected from Twitter and
PolitiFact, the study evaluates performance across these models and finds that the CNN + Bidirectional LSTM with attention
achieves the highest accuracy of 88.78%, outperforming simpler CNN and RNN architectures. The results highlight how
combining convolutional and recurrent networks enables stronger feature extraction and better handling of semantic variations
in news text.

IHI.METHODOLOGY
To perform fake news detection using deep learning, a systematic and structured approach was followed, consistent with
established text classification and NLP methodologies. This approach is divided into several key stages: data gathering,
preprocessing, feature extraction, model development, and performance evaluation, result visualization to ensure accuracy,
scalability, and interpretability.
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Fake News Detection Using CNN Model Process
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Figure 1: Fake News Detection Using CNN Model Process

1. Gathering the Data

The process begins with identifying the core objective distinguishing fake news articles from real ones.

Data was sourced from publicly available datasets: Fake.csv and True.csv, each containing thousands of labeled news articles.
The datasets were merged, cleaned of duplicates, and shuffled to ensure random distribution. This provided a balanced and
unbiased dataset essential for fair model training and evaluation.

2. Data Preprocessing
Text preprocessing was performed to convert raw, noisy news articles into structured, machine-readable input. The main
preprocessing steps included:

e Lowercasing: Converting all text to lowercase for uniformity.

e Stopword Removal: Eliminating common English words such as “the,” “and,” or “is” using the NLTK library.
Punctuation Removal: Removing special characters and punctuation using regular expressions.

e Lemmatization: Reducing words to their root forms (e.g., running — run) using WordNet Lemmatizer.

¢ Handling Missing Values: Removing articles with incomplete text or missing labels to ensure dataset consistency.
These steps ensured clean, standardized input and improved feature quality for the models.

3. Text Vectorization
Once the text was cleaned, it was transformed into numerical representations suitable for model input. Two approaches were
utilized:
e TF-IDF Vectorization: Used for classical machine learning models to capture term importance across documents.
e Embedding Layer: Used in deep learning models (CNN, RNN, LSTM) to map each word to dense numerical vectors
representing semantic meaning.
Pre-trained embeddings were optionally employed to enhance language understanding.

4. Data Splitting

After preprocessing, the dataset is divided into three parts: the training set, validation set, and test set. The training set is used to
train the CNN model, the validation set helps in tuning hyperparameters and avoiding overfitting, and the test set is reserved for
final evaluation of the model’s generalization ability.

5. Build and Train CNN Model

In this stage, the CNN model architecture is designed and implemented. The model is trained on the training dataset using the
features extracted earlier. Hyperparameters such as learning rate, batch size, and number of epochs are adjusted to improve model
performance. The CNN learns patterns in the text data through layers of convolutions and pooling.

6. Evaluate Model Performance

Once training is complete, the model’s performance is assessed using the test dataset. Key metrics such as accuracy, precision,
recall, and F1-score are calculated to measure how well the model distinguishes between real and fake news. A confusion matrix
is also generated to visualize the model’s classification results.
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7. Visualizing the Results
Finally, the results are visualized using tools such as Matplotlib and Seaborn to interpret the model’s performance. The
visualizations included:

e Accuracy and loss curves to track training progress.

e Confusion matrices highlighting correct and incorrect predictions.

e ROC curves to assess classification thresholds and model stability.
These visuals provided actionable insights into model reliability and effectiveness, making the findings both interpretable and
applicable for real-world fake news detection systems.

IV.CONCLUSION

This study proposed a CNN based model for fake news detection using only headline text. Through structured
preprocessing and an optimized CNN architecture, the model effectively extracted semantic and syntactic features, achieving
strong binary classification performance. It addressed key challenges such as class imbalance and domain dependency while
maintaining scalability and interpretability compared to complex hybrid or graph based methods. The results confirm that deep
learning, particularly CNNs, can outperform traditional and shallow models without requiring metadata or extensive feature
engineering. The proposed approach also demonstrated lower computational complexity, making it suitable for real time
deployment in online news monitoring systems. Furthermore, the framework can be easily adapted to multiple languages or
domains with minimal retraining, improving its versatility and practical usability. Future work will explore transformer based
and multimodal extensions to enhance contextual understanding and generalization.
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